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Notice: Scams/Fraudulent Purchase Orders 

 
 

Scammers are targeting businesses by placing forged purchase orders. The scams involve 

fraudulent/fake purchase orders or fake requests for quotations that claim to originate from the 

University. The fraudulent orders will use legitimate University addresses when placed and the 

scammers will change the ship-to address after placing the order. We encourage all suppliers to 

take precautions to avoid becoming a victim of these scams. 

● Scammers often use an email address that closely resembles a University email 

address. VCU recommends checking the email’s header to determine if the email came 

from the University. Even if the order came from a University email, we recommend 

that you remain vigilant. 

● If the order is unusually large or from a new customer at VCU, you can email VCU 

Procurement Services at Procurement_Services@vcu.edu or call (804) 828-1077, 

Option 6, and we can help determine whether the purchase is legitimate. 

While this particular fraud is being perpetrated against suppliers, VCU employees who make 

purchases and approve invoices should always be vigilant of potential purchasing and payment 

scams, avoid any activity that feels suspicious and report your concerns immediately to 

Procurement Services. 

https://ts.vcu.edu/askit/essential-computing/information-security/common-questions/what-is-phishing/
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