Procurement Services

Procurement Services

University Purchasing
Date: June 23, 2021

912 W Grace Street, 5 Floor

Box 980327

Wendy Foote Richmond, Virginia 23284

NTT Security AppSec Solutions Inc. dba WhiteHat Security 804 828-1077
1741 Technology Drive, Suite #300 B o0
San Jose, CA 95110 www.vcu.edu/procurement

RE: Contract #: 7286528JC
Renewal No.: Two (2) of Two (2)

Dear Ms. Foote,

Your firm’s contract with Virginia Commonwealth University (VCU) for the WhiteHat Sentinel Application
Vulnerability Scanner expires on June 30, 2021. VCU intends to exercise the renewal of this contract in
accordance with the contract terms and conditions for the period July 1, 2021 through June 30, 2022.

Please facilitate obtaining the authorized WhiteHat Security, Inc. signature below to indicate acceptance of
this renewal, and return the document to me within 10 business days. Your response may be emailed to
aranthes@vcu.edu. If you have any questions, please contact me at (804) 828-1070.

Pricing remains the same as the previous contract period.

Attached is the revised pricing in accordance with the contract terms.

~ By signing and submitting this contract renewal letter Contractor certifies that it will maintain the insurance

" coverages required at the time the contract was awarded. At renewal, Contractor shall have a new Certificate of
Insurance listing VCU as the "Additional Insured", citing the contractor's name and contract number, mailed to VCU
Risk Management, Box 843040, Richmond, VA.

Sincerely,

Amy Anthes
Category Manager

An Equal Opportunity/Affirmative Action University


mailto:aranthes@vcu.edu
www.vcu.edu/procurement

Contract #:.: 7286528JC

RESPONSE:

NTT Security AppSec Solutions Inc. dba WhiteHat Security

Name of Firm

DocuSigned by:
(—( n Jy{. Lot

E6C9EB4D52254B4...

Signature

wendy Foote

Name Printed

Senior Contracts Manager

Title

6/28/2021

Date



Procurement Services

Procurement Services

University Purchasing
Date: May 1, 2020

912 W Grace Street, 5t Floor

Box 980327

Wendy Foote Richmond, Virginia 23284

WhiteHat Security, Inc. 804 828-1077

; Fax: 804 828-7837
3970 Freedom Circle TDD: 1-800-828-1120
Suite 200 www.vcu.edu/procurement

Santa Clara, CA 95054

RE: Contract #: 7286528JC
Renewal No.: One (1) of Two (2)

Dear Ms. Foote,

Your firm’s contract with Virginia Commonwealth University (VCU) for the WhiteHat Sentinel Application
Vulnerability Scanner expires on June 30, 2020. VCU intends to exercise the renewal of this contract in
accordance with the contract terms and conditions for the period July 1, 2020 through June 30, 2021.

Please facilitate obtaining the authorized WhiteHat Security, Inc. signature below to indicate acceptance of
this renewal, and return the document to me within 10 business days. Your response may be emailed to
aranthes@vcu.edu. If you have any questions, please contact me at (804) 828-1070.

Pricing remains the same as the previous contract period.

"~ Attached is the revised pricing in accordance with the contract terms.

o By signing and submitting this contract renewal letter Contractor certifies that it will maintain the insurance

" coverages required at the time the contract was awarded. At renewal, Contractor shall have a new Certificate of
Insurance listing VCU as the "Additional Insured", citing the contractor's name and contract number, mailed to VCU

Risk Management, Box 843040, Richmond, VA.

Sincerely,

Amy Anthes
Category Manager

An Equal Opportunity/Affirmative Action University


mailto:aranthes@vcu.edu
www.vcu.edu/procurement
mailto:aranthes@vcu.edu
www.vcu.edu/procurement

Contract #:: 7286528JC

RESPONSE:

WhiteHat Security, Inc.

Name of Firm

DocuSigned by:

o dy Foote

E6COEB4D52254B4

Signature

wendy Foote

Name Printed

Senior Contracts Manager

Title

5/5/2020

Date



Procurement Services

Date: June 18, 2019
Procurement Services
University Purchasing
WhiteHat Security, Inc.
912 W Grace Street, 5" Floor

3970 Freedom Circle, Suite 200 Box 980327

Santa Clara, CA 95054 Richmond, Virginia 23284

804 828-1077
Fax: 804 828-7837
TDD: 1-800-828-1120

RE: Contract #: 7286528JC www.veu.edu/procurement
Renewal No. Two
Current Purchase Order: EP2763840

Dear Mr. Perkins,

Your firm’s contract with Virginia Commonwealth University (VCU) for Application Vulnerability Scanner
expires on June 30, 2019. VCU intends to exercise the renewal of this contract in accordance with the
renewal terms of contract # 7286528JC

Your signature constitutes your firm’s acceptance of this renewal, to include the optional use language and
the eVA registration requirement provisions below.

Pricing remains the same as the previous contract period.

Attached is the revised pricing in accordance with the contract terms.

o By signing and submitting this contract renewal letter Contractor certifies that it will maintain the insurance

" coverages required at the time the contract was awarded. At renewal, Contractor shall have a new Certificate of
Insurance listing VCU as the "Additional Insured", citing the contractor's name and contract number, mailed to VCU
Risk Management, Box 843040, Richmond, VA.

Please return this document to me. Your response may be emailed to me at aranthes@yvcu.edu. If you
have any questions, please contact me at (804) 828-1070.

Sincerely,
Amy Anthes
Category Manager

An Equal Opportunity/Affirmative Action University


mailto:aranthes@vcu.edu
www.vcu.edu/procurement
mailto:aranthes@vcu.edu
www.vcu.edu/procurement

Contract #:: WhiteHat Security Quote #Q00041784

RESPONSE:

WhiteHat Security, Inc.

Name of Firm

DocuSigned by:
‘ Nondy Feete
Signaturé— escoesps2assas...

Wendy Foote

Name Printed

Senior Contracts Manager

Title

7/16/2019

Date



COMMONWEALTH OF VIRGINIA
STANDARD CONTRACT

Contract Number: 7286528JC

This contract entered into by WhiteHat Security, Inc., hereinafter called the "Contractor"

and Commonwealth of Virginia, Virginia Commonwealth University (VCU), called the
"Purchasing Agency".

WITNESSETH that the Contractor and the Purchasing Agency, in consideration of the
mutual covenants, promises and agreements herein contained, agree as follows:

PERIOD OF THE PERFORMANCE: From the award of the contract through June 30,
2018 with four (4) successive one year renewal options.

SCOPE OF CONTRACT: The Contractor shall provide the goods/services to the
Purchasing Agency as set forth in the Contract Documents.

The contract documents shall consist of:

(1) This signed form; and in order of precedence;

(2) The Negotiated Modifications dated May 8, 2017

(3) Negotiated RFP #7286528JC General Terms and Conditions, Special Terms and

Conditions, and Special Terms and Conditions Information Technology dated June
14, 2017

(4) The WhiteHat Proposal Dated January 5, 2017

(5) RFP #7286528JC dated November 29, 2016 and Addendum #1 dated December
16, 2017

(6) Appendix A dated June 14, 2017

(7) Service Order(s)

All of which documents are incorporated herein by reference.

IN WITNESS WHEREQF, the parties have caused this Contract to be duly executed
intending to be bound thereby.

CONTRACTOR: PURCHASING AGENCY:
WhiteHat Security, Inc. ' Virginia Commonwealth University
7 / " ¥
- 3“‘ N \}\— ;
By: ACﬁMgﬁ&%‘/{/ By: )((01 M\J(}(é Clim /AN Cm}
Name Printed: Gary!tt McGonigal Name Printed:  Karol Kain Gray
Title: Senior Contract Manager - Title:  Vice President for Finance and Budget

Date: June 23, 2017 pate: 1y |3 A1V
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Request for Proposals

RFP #: 7286528]C

RFP Title #: Application Vulnerability Scanner
[ssuing Agency: Virginia Commonwealth University
Using Dept.: Technology Services

[ssue Date: November 29, 2016

Closing Date: January 6, 2017 at 11:00 AM

VIRGINIA ASSOCIATION
OF STATE COLLEGE &
UNIVERSITY PURCHASING
PROFESSIONALS

A VASCUPP Member Institution



Request for Proposals RFP #7286528]C
Issue Date: November 29, 2016
Title: Application Vulnerability Scanner

Send all Proposals To: Virginia Commonwealth University
RFP #7286528]C
Attention: Jackie Colbert
912 W Grace St, 5th floor
Richmond, Virginia 23284

Proposals Shall Be Received Until: January 6,2017 at 11:00 AM

Direct ALL inquiries concerning this RFP to:  Jackie Colbert, Information Technology Category Manager

jcolbert@vcu.edu

Questions concerning this RFP must be received via email no later than: December 8, 2016 at 2:00 PM EST

This Request for Proposals & any Addenda are posted on the eVA website at: http://www.eva.virginia.gov

HARD-COPY, ORIGINAL PROPOSALS MUST BE RECEIVED IN VIRGINIA COMMONWEALTH UNIVERSITY’S DEPARTMENT OF
PROCUREMENT SERVICES ON OR BEFORE THE DATE AND TIME DESIGNATED ON THIS SOLICITATION. ELECTRONIC
SUBMISSIONS AND FACSIMILE SUBMISSIONS WILL NOT BE ACCEPTED IN LIEU OF THE HARD-COPY, ORIGINAL PROPOSAL.
VENDORS ARE RESPONSIBLE FOR THE DELIVERY OF THEIR PROPOSAL. PROPOSALS RECEIVED AFTER THE OFFICIAL DATE AND
TIME WILL BE REJECTED. THE OFFICIAL DATE AND TIME USED IN RECEIPT OF RESPONSES IS THAT TIME ON THE CLOCK OR
AUTOMATIC TIME STAMP IN THE DEPARTMENT OF PROCUREMENT SERVICES.

IF PROPOSALS ARE HAND DELIVERED OR SENT BY FEDEX, UPS, OR ANY OTHER PRIVATE COURIER, DELIVER TO THE
ADDRESS NOTED ABOVE: VIRGINIA COMMONWEALTH UNIVERSITY, RFP #7286528]C, ATTENTION: Jackie Colbert, 912 W.
GRACE ST., 5TH FLOOR, RICHMOND, VA 23298-0327. IF USING US MAIL (NOT RECOMMENDED): IF PROPOSALS ARE MAILED
VIA US MAIL ONLY, MAIL TO VIRGINIA COMMONWEALTH UNIVERSITY, RFP#7286528]C, ATTN: Jackie Colbert, PO BOX 980327,
RICHMOND, VA 23298-0327. THE RFP NUMBER, DATE AND TIME OF PROPOSAL SUBMISSION DEADLINE, AS REFLECTED ABOVE,
MUST CLEARLY APPEAR ON THE FACE OF THE RETURNED PROPOSAL PACKAGE.

In Compliance With This Request for Proposals And To All Conditions Imposed Therein and Hereby Incorporated By
Reference, The Undersigned Offers And Agrees To Furnish The Goods/Services Described Herein In Accordance With
The Attached Signed Proposal Or As Mutually Agreed Upon By Subsequent Negotiation. Furthermore, The
Undersigned Agrees Not To Start Any Work Relative To This Particular Solicitation Until A Resulting Formal Signed
Purchase Order Is Received By The Contractor From University’s Department of Procurement Services. Any Work
Relative To This Request for Proposals Performed By The Contractor Prior To Receiving A Formal Signed Purchase
Order Shall Be At The Contractor's Own Risk And Shall Not Be Subject To Reimbursement By The University.
Signature below constitutes acknowledgement of all information contained through links referenced herein.

NAME AND ADDRESS OF COMPANY:

Date:
By (Signature In Ink):
Zip Code Name Typed:
E-Mail Address: Title:
Telephone: ( ) Fax Number: ( )
Toll free. if available Toll free. if available
DUNS NO.: FEI/FIN NO.:
REGISTERED WITH eVA: ( JYES ( )NO SMALL BUSINESS: ( JYES ( )NO
VIRGINIA DSBSD CERTIFIED: ( )YES ( )NO MINORITY-OWNED: ( JYES ( )NO
DSBSD CERTIFICATION #: WOMEN-OWNED: ( JYES ( )NO

A Pre-Proposal conference will be held. See Section V herein.

THIS SOLICITATION CONTAINS 31 PAGES.

REQUEST FOR PROPOSALS RFP #7286528]C
Page 2 of 31
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I1.

I1L.

IV.

PURPOSE:

The intent and purpose of this Request for Proposals (RFP) is to solicit proposals from qualified
suppliers for an application vulnerability scanner for Technology Services at Virginia Commonwealth
University (the lead issuing institution and hereafter referred to as “the University” or “VCU”), an
agency of the Commonwealth of Virginia.

It is the intent of this solicitation and resulting contract(s) to allow for cooperative procurement.
Accordingly, any public body, public or private health or educational institution or lead-issuing
institution's affiliated foundations may access any resulting contract(s) if authorized by the Contractor.

Participation in this cooperative procurement is strictly voluntary. If authorized by the Contractor(s),
the resultant contract(s) may be extended to the entities indicated above to purchase at contract prices
in accordance with contract terms. The Contractor shall notify the lead-issuing institution in writing of
any entities accessing the contract. No modification of this contract or execution of a separate contract
is required to participate. The Contractor shall provide usage reports for all entities accessing the
Contract upon request. Participating entities shall place their own orders directly with the
Contractor(s) and shall fully and independently administer their use of the contract(s) to include
contractual disputes, invoicing and payments without direct administration from the lead-issuing
institution. The lead-issuing institution shall not be held liable for any costs or damages incurred by
any other participating entity as a result of any authorization by the Contractor to extend the contract.
It is understood and agreed that the lead-issuing institution is not responsible for the acts or omissions
of any entity, and will not be considered in default of the Agreement no matter the circumstances.

Use of this contract(s) does not preclude any participating entity from using other contracts or
competitive processes.

GOVERNING RULES:

This solicitations is issued in accordance with the provisions of:

A. Purchasing Manual for Institution of Higher Education and their Vendors (https://vascupp.org)

B. Rules Governing Procurement of goods, Services, Insurance, and Construction by a Public
Institution of Higher Education of the commonwealth of Virginia (https://vascupp.org)

OPTIONAL USE CONTRACT:

The resulting contract(s) will be an optional use contract. VCU is in no way required to make purchases
from the Contractor and may in its sole discretion purchase the identical and/or similar goods/services
from other sources. Any estimates/quantities contained herein do not represent a purchase
commitment by VCU.

THE UNIVERSITY:

Virginia Commonwealth University (VCU) is a large urban University located in Richmond, Virginia. The
University has 13 schools and 1 college offering over 220 undergraduate, graduate, doctoral and
certificate programs, and conducted over $270 million in sponsored research in fiscal year 2016. With
more than 31,000 students and 21,000 full- and part-time employees in both VCU and VCU Health, the
University is recognized as both one of the largest Universities in Virginia, and the largest employer in
Richmond.

REQUEST FOR PROPOSALS RFP #7286528]C
Page 4 of 31
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Additional information is available at:
http://documents.procurement.vcu.edu/purchasing/pdf docs/forms/RFP Website Link The Universi

ty.pdf

V. PRE-PROPOSAL CONFERENCE:

An optional pre-proposal conference will be held at 2:00 PM on December 14, 2016 at the:

VCU Facilities and Financial Services Building
700 West Grace Street
Suite 2200
Richmond, Virginia 23220

Note: - Offerors should submit questions about the RFP via email by December 8, 2016 at 2:00 PM EST
to jcolbert@vcu.edu.

For directions and paid parking information visit:

http://business.vcu.edu/about-the-school /our-location/directions--parkin

The purpose of the conference is to allow Offerors an opportunity to ask questions and obtain
clarification relative to any facet of this solicitation.

While attendance at this conference is optional, Offerors who intend to submit a proposal are highly
encouraged to attend and to have a copy of this solicitation to reference. Any questions and answers
that are presented during the conference or any changes to the solicitation resulting from this
conference will be issued in a written addendum to the solicitation.

e Offerors may participate in the optional pre-proposal conference via conference call by:

e - Using the following “Dial-In” numbers:

e - 866-842-5779 (United States & Canada);

e - 832-445-3763 (International);

e - Using Conference Code #: 8415263709

e - Dialing the appropriate “Dial-In” number at the scheduled time; and
e - Entering the “Conference Code” when prompted, followed by the “#.”

Note: Offerors who participated in the pre-proposal conference via conference call shall submit an
email to jcolbert@vcu.edu within one (1) business day of the pre-proposal conference, confirming
the Offerors participation and the Offeror’s contact information.

VI. STATEMENT OF NEEDS:

A. Scope and Introduction

1. VCU currently manages its IT operations through a hybrid approach, where most infrastructure
services are managed centrally through the central Office of Technology Services (“OTS”), and
customer facing services are managed in a decentralized fashion by individual schools and
departments. Among the decentralized services, application development and provisioning are
usually managed by individual departments and schools, with support of these applications

REQUEST FOR PROPOSALS RFP #7286528]C
Page 5 of 31
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collectively managed by both OTS and individual departmental groups. From a central services
perspective, application provisioning guidance and general policies are available, but there is
presently no streamlined process for verifiable implementation of the recommended and
required controls.

In order to minimize variances in the provisioning of applications and to ensure quality and
security of applications before deploying them into production, VCU is currently developing an
application vulnerability management program that integrates key processes, personnel, and
technology to address the aforementioned challenges. From a technical architecture
perspective, a critical component in this initiative is an application vulnerability scanner. The
application vulnerability scanner is expected to help VCU in identifying, prioritizing, and
tracking vulnerabilities in both internally-developed and third-party applications in use at the
University. This Request for Proposals (RFP) is designed to help VCU select an appropriate
application vulnerability scanner that can be integrated into it’s application vulnerability
management program.

Initially, the application vulnerability program will have 100 developers at the University and
up to 247 applications (excluding cloud applications).

B. The Contractor shall furnish, deliver, implement and provide ongoing maintenance and support,
and training for the application vulnerability scanner.

1.

The Contractor shall provide support for the product through phone, self-service ticketing
systems, and / or email on normal business hours (M-F 8 AM - 5 PM EST). 24x7x365 phone or
email support for system is strongly preferred.

The Contractor shall provide standard service level agreement indicating anticipated response
times for service requests. At a minimum, the initial response time for support requests cannot
exceed 3 business days.

The Contractor shall provide optional on-site training, support, or upgrade service for the
product.

The Contractor shall provide options for request escalation for situation where rapid response
or additional expertise is needed.

C. The application vulnerability scanner shall be covered by the most favorable commercial
warranties the Contractor gives any customer for the system.

D. Mandatory Solution Requirements - The application vulnerability scanner shall at a minimum have
the following specifications:

1.

The application vulnerability scanner must provide up-to-date vulnerability data that allows
the accurate detection of potential vulnerabilities in applications.

The application vulnerability scanner must provide a central management console that displays
vulnerability and trending data for all tested application.

The application vulnerability scanner must have tiered management capability within the
aforementioned central management console, where users of the console can be assigned roles
and responsibilities based on individual responsibilities, and the principle of least privilege.

The application vulnerability scanner must have the ability to conduct Dynamic Application
Security Testing (DAST) of an application in testing or production environment, while
minimizing impact to application availability.

REQUEST FOR PROPOSALS RFP #7286528]C
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10.

11.

12

The application vulnerability scanner must have the ability to conduct Static Application
Security Testing (SAST) that supports (at a minimum) the testing of: Java, Javascript, C#, and
PHP code.

The application vulnerability scanner must have the ability to clearly explain vulnerability
details, potential impact, risk rating, and proposed remediation options, in a manner and
timeframe that is actionable to developers and system administrators.

The application vulnerability scanner must have the ability to track the vulnerability state for
each application, and offer long term trending data for the security state of an application.

The Contractor shall provide the option to deploy the application vulnerability scanner as a
service in a hosted environment either directly to VCU or through a third party.

The application vulnerability scanner shall provide the ability to integrate the vulnerability data
into multiple continuous integration platforms, bug trackers, and integrated development
environments (IDEs).

The application vulnerability scanner shall have the ability to generate customizable reports of
vulnerabilities based on individual applications, and for the organization as a whole.

The application vulnerability scanner shall provide the ability to schedule the automated
assessment of applications.

. The Contractor shall assist VCU in developing hiring and training processes for familiarizing

developers with the product with the goal of maximizing product value and utilization.

E. Preferred Options and Services -The items listed below are not strict requirements for product
selection, but are desired by the University, and will be given additional consideration.

1.
2.

10.

11.

12.

Ability for vendor to offer Runtime Application Security Protection (RASP) option.

Ability for the aforementioned console to provide authentication to developers and security
personnel via Jasig CAS single sign-on.

Ability to organize and group applications based on owners and / or business units.

Ability to generate customizable reports of vulnerabilities based on application owners and / or
business units.

Ability to perform vulnerability assessments on multiple applications simultaneously.

Provision of a full featured Software as a Service solution for both DAST and SAST
implementations.

Ability for vendor to offer an easy to use and intuitive executive dashboard that shows top
vulnerable applications, trending data, and risk scores.

Ability for vendor to offer tiered management system that allows individual administration
rights by single application administrator, application group administrator, and global
administrator.

Ability for vendor to provide detailed explanation of the vulnerability including proof of concept
exploit code, and suggested remediations based on the original code (i.e. rather than generic
examples).

Ability to attach metadata to applications so that applications can be classified by arbitrary
labels and categories.

Ability for vendor to provide prompt technical support via phone, chat, or email to application
developers using the platform

Ability for the application vulnerability scanner to provide workflow automation that enables
the automated notification of vulnerabilities and changes in risk posture.

REQUEST FOR PROPOSALS RFP #7286528]C
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F. Procurement Requirements:

1.

Freight terms shall be F.0.B. Destination/Prepaid with inside delivery; additional charges shall
not be allowed.

The terms and conditions of the RFP govern the resulting contract and not any Contractor terms
and conditions or software license agreement.

The proposal prices shall include all costs for the equipment and services including all
applicable freight and travel and living expenses; extra charges will not be allowed.

The initial contract term is from the award and continues for one (1) year after the
implementation is complete and the system is accepted with four (4) annual, optional renewal
terms.

VII. PROPOSAL PREPARATION AND SUBMISSION INSTRUCTIONS:

A. Proposal Submission Instructions:

1.

Complete and return Page 2 of the RFP. Proposals shall be signed by an authorized
representative of the Offeror.

Complete and return signed addenda acknowledgments (if applicable).

Submit one (1) original hard copy (paper) of the entire proposal, including all attachments
and proprietary information. The original proposal must be clearly marked on the outside of the
proposal. Submit one (1) unsecured, electronic copy (on a disc or flash drive) of the entire
proposal including all attachments and INCLUDING ANY PROPRIETARY INFORMATION and
one (1) unsecured, electronic copy (on a disc or flash drive) of the entire proposal including all
attachments and EXCLUDING ANY PROPRIETARY INFORMATION. These discs or flash drives
must be clearly marked on the outside whether it includes or excludes proprietary information.
The copies of the RFP in this Section are for Procurement Services.

Submit six (6) hard copies (paper copies) of the entire proposal, INCLUDING ALL
ATTACHMENTS AND ANY PROPRIETARY INFORMATION and six (6) unsecured electronic
copies (on a disc or flash drive) of the entire proposal, INCLUDING ALL ATTACHMENTS AND
ANY PROPRIETARY INFORMATION for the Evaluation Committee Members.

Proposal Presentation:

a. All information requested must be submitted. Failure to submit all information requested
may result in the Purchasing Agency requiring prompt submission of missing information
and/or giving a lowered evaluation of the proposal. Proposals which are substantially
incomplete or lack key information may be rejected by the purchasing agency. Mandatory
requirements are those required by law or regulation or are such that they cannot be waived
and are not subject to negotiation.

b. All information requested by this Request for Proposals on the ownership, utilization and
planned involvement of small businesses, women-owned businesses and minority-owned
businesses must be submitted. If an Offeror fails to submit all information requested, the
Purchasing Agency may require prompt submission of missing information after the receipt
of Contractors proposals.

c. Proposals should be prepared simply and economically, providing a straightforward, concise
description of capabilities to satisfy the requirements of the RFP. Emphasis should be placed
on completeness and clarity of content.

d. Proposals should be organized as specified in the RFP. All pages of the proposal should be
numbered. The proposal should contain a table of contents, which cross-references the RFP
requirements. Information which the offeror desires to present that does not fall within any

REQUEST FOR PROPOSALS RFP #7286528]C
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6.

10.

of the requirements of the RFP should be inserted at an appropriate place or be attached at
the end of the proposal and designated as additional material. Proposals that are not
organized in this manner risk elimination from consideration if the evaluators are unable to
find the RFP requirements are specifically addressed.

e. Each copy of the proposal should be bound or contained in a single volume where practical.
All documentation submitted with the proposal should be contained in that single volume.

If applicable, the outside of the Proposal must be marked to clearly denote proprietary
information is contained in the documents. Written notice of proprietary information must be
submitted as the first page of the Offeror’s Proposal. Notice must specifically identify the
applicable portions of the Offeror’s Proposal that contain data or materials to be protected and
shall state the reasons why protection is necessary. In addition, the specific (i.e. specific words,
figures or paragraphs) proprietary or trade secret material submitted must be identified on the
applicable page(s) within the Offeror’s Proposal, by some distinct method, such as highlighting,
underlining, etc. The classification of an entire Proposal document, line item prices and/or total
Proposal prices as proprietary or trade secrets is not acceptable and may result in rejection and
return of the Proposal. Ownership of all data, materials and documentation originated and
prepared for VCU pursuant to the RFP shall belong exclusively to the University and be subject to
public inspection in accordance with the Virginia Freedom of Information Act. Trade secrets or
proprietary information submitted by an Offeror shall not be subject to public disclosure under
the Virginia Freedom of Information Act; however, the Offeror must invoke the protections of
Section 43F of The Governing Rules, in writing, either before or at the time the data or other
material is submitted.

Communications regarding this Request for Proposals (RFP) shall be formal from the date of the
issuance for this RFP, until either a Contractor has been selected or the University Procurement
Services Department rejects all proposals. Formal communications shall be directed to the
University Procurement Department only. Informal communications including but not limited to,
request for information, comments or speculations, regarding this RFP to any University
employee other than Procurement Services Department representative may result in the
offending Offeror’s Proposal being rejected.

Oral Presentation: Offerors who submit a proposal in response to this RFP may be required to
conduct an oral presentation of their proposal to VCU. Oral presentations are an option and may
or may not be required. Should an oral presentation be required, VCU will designate the date
and location for the presentation; the date is critical and alternative dates will not be available.
Offerors who are invited to conduct an oral presentation shall include the individual(s) who
would be the primary point of contact for VCU, on the Offerors presentation team. VCU reserves
the right to re-score proposals following oral presentations.

The version of the solicitation issued by the Virginia Commonwealth University Purchasing
Department as amended by any addenda is the mandatory controlling version of the document.
Any modification of or additions to the solicitation by the Offeror shall not modify the official
version of the solicitation issued by the Virginia Commonwealth University Purchasing
Department unless accepted in writing by the University. Such modifications or additions to the
solicitation by the Offeror may be cause for rejection of the proposal; however, Virginia
Commonwealth University reserves the right to decide, on a case by case basis, in its sole
discretion, whether to reject such a proposal. If the modifications or additions are not identified
until after the award of the contract, the controlling version of the solicitation document shall
still be the official state form issued by the Purchasing Department.

Additional information is available at:

http://go.vcu.edu/procurement-purchasing

B. SPECIFIC PROPOSAL REQUIREMENTS:

REQUEST FOR PROPOSALS RFP #7286528]C

Page 9 of 31


http://go.vcu.edu/procurement-purchasing

Proposals should be as thorough and detailed as possible so that VCU may properly evaluate your
capabilities to provide the required goods/services. Offerors are required to submit the following
items as a complete proposal:

1.

The return of the entire RFP cover sheet and all addenda acknowledgments, if any, signed and
filled out as required.

Proposed Price. Describe in detail the proposed license model for the application vulnerability
scanner. Indicate in the Pricing Schedule, Section VIII of the RFP the proposed price to include
all costs associated with the license(s), any hardware or appliances, implementation, hosting,
maintenance, and training to include all proposed products and services. Additional charges
shall not be allowed.

Describe the proposed plans and approach for providing the products and services as specified
in the RFP. Consider the technical requirements in Section VI, Statement of Needs, Items A
through E in the context of implementation and ongoing support, costs of upgrade and
replacement, implementation timeline expectations, and costs of warranty and maintenance.
Specifically indicate what is included in the offer to provide the required products and services
by responding to all Items in Section VI, Statement of Needs, Items A through F. In addition,
provide information for the Items listed below, but do not limit information to these Items:

a. Utilization of the words “shall” or “must” in Section VI, Statement of Needs, Items A through E
indicates mandatory technical requirements:

Does / Shall your company comply with the mandatory technical requirements as presented
in Section IV, Statement of Needs, Items A through E?

Yes No

If “NO,” identify the specific requirement and the reason for non-compliance.
Utilization of the words “should” or “may” in Section VI, Statement of Needs, Items A through
E indicates a non-mandatory requirement.

Does / Shall your company comply with the non-mandatory technical requirements as
presented in Section VI, Statement of Needs, Items A through E (i.e. “should” becomes
“shall”)?

Yes No

If “NO,” identify the specific requirement and the reason for non-compliance.

The vendor will provide a full list of supported programming languages and frameworks for
the SAST product. See Section VI.D.5.

c. Provide a full list of supported continuous integration platforms, bug trackers, and IDEs. See
Section VI.D.9.

d. Describe in detail the proposed hiring and training processes. See Section VI.D.12.

e. Describe in detail the proposed maintenance and support. See Section VIL.B.

f. Describe in detail the optional on-site training that your company is proposing.
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g. Submit a copy of the warranty. State the start of the warranty period and the end of the
warranty period.

h. Provide an implementation schedule indicating how long after the award of the contract it
shall take your company to allocate the resources and deliver and install the system for use
at VCU.

i. Describe the process for problem resolution for the proposed products and services.

j- Does your company agree with the Procurement Requirements in Section VIL.F.?

Yes No

If “NO,” identify the specific term and condition(s) and the reason for non-compliance.

4. Submit information about the qualifications and experience that your company has to provide
the Application Vulnerability Scanner products and services.

a. Describe the firm’s qualifications and experience providing the required products and
services during the last three (3) years. Information provided should include, but is not
limited to, comparable accounts in higher education and the scope of the services. Include
information for a minimum of three (3) similar accounts, describing the types of projects
and the scope of the services provided. Please include contact information with the name,
address, email address and current phone number.

b. Specify the proposed personnel your company intends to assign to the project and provide
proof of the expertise for the proposed system. Information needed includes but is not
limited to the names, qualifications, and experience of professional IT services technicians
to be assigned to the project. Resumes of staff to be assigned to the project may be used.

c. Does the offer include a single primary point of contact for the VASCUPP institutions for
sales, support and problem resolution? If so, please provide the name and contact
information.

d. Information demonstrating the Contractor’s financial stability to include:

1) Full name, address, and telephone number of the organization;

2) Date the firm was established;

3) Ownership (e.g. public company, partnership, subsidiary, etc.);

4) Ifincorporated, provide the state of incorporation;

5) Number of full-time employees on January 1st for the last three (3) years or for the
duration the firm has been in business, whichever is less.

e. Provide a list of institutions of higher education with which the firm has a signed term
contract.

f. Provide the amount of annual sales the firm has with each VASCUPP Member Institution. A
list of VASCUPP Members can be found at:
http://www.vcu.edu/procurement/coopcon.htm.

5. Small, Women-Owned and Minority-Owned Business Commitment:

Firm must complete and submit Appendix I unless the firm is a Department of Small business
and Supplier Diversity (DSBSD) certified small business. DSBSD certified small businesses must
include their certification number on the coversheet of this RFP, but are not required to
complete Appendix .

6. Invoicing and Payment:

REQUEST FOR PROPOSALS RFP #7286528]C
Page 11 of 31


http://www.vcu.edu/procurement/coopcon.htm

Firm must complete and submit Appendix II.

VIII. PRICING SCHEDULE:

A. Offerors shall provide all costs associated with license price, set-up, implementation, hosting,
training and maintenance to include all items described in Section VI. STATEMENT OF NEEDS for
the proposed application vulnerability scanner solution. Offerors shall provide additional costs
associated with the STATEMENT OF NEEDS, as appropriate. Offerors shall complete and submit the
Pricing Schedule below:

B. Description Price

1. Total license price for the first year $

a. individual license unit price, if applicable

$

b. discount for the license(s) price

%
2. Total hardware or appliance price for the first year $
a. individual hardware or appliance price
$
b. discount for hardware or appliance price
%
3. Fixed price for implementation $

a. List the job titles and hourly rates that

total to the fixed price for implementation

4. Hosting price for the first year $

5. Maintenance and support or upgrade

for the first year $
6. Hiring and training price for the first year $
7. Optional On-Site Training $
8. Total price for Section VIILB. $
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IX. EVALUATION AND AWARD CRITERIA:

X.

Proposals will be evaluated based upon the information provided in the Offeror’s Proposal using the
following criteria: Offeror’s qualifications and experience (10 points); methodology/approach to
providing the requirements stated herein (55 points); pricing (25 points); and the Offeror’s status as a
Virginia certified SWaM Business or the Offeror’s plans to utilize Virginia DSBSD-certified SWaM
Businesses in the Offeror’s performance of the contract (10 points). Negotiations shall be conducted
with Offerors so selected. After negotiations have been conducted with each Offeror so selected, the
VCU shall select the Offeror which, in its opinion, has made the best offer, and shall award the contract
to that Offeror. VCU reserves the right to make multiple awards from the solicitation. The University
may cancel this Request for Proposals or reject Proposals at any time prior to an award, and is not
required to furnish a statement of the reason why a particular Proposal was not deemed to be the most
advantageous (Governing Rules Section 49.D). Should the University determine in writing and in its
sole discretion that only one Offeror has made the best proposal, a Contract may be negotiated and
awarded to that Offeror. The award document will be a Contract incorporating by reference all the
requirements, terms and conditions of the RFP, and the Offeror’s response thereto. VCU reserves the
right to award to multiple offerors, should such an award benefit the University.

Notice of Award(s) or Notice of Intent to Award may be accessed electronically at
http://www.eva.virginia.gov.

REPORTING AND DELIVERY REQUIREMENTS:

By submitting a Proposal, Offerors certify that all information provided in response to the
Request for Proposals is true and accurate. Failure to provide information required by this
Request for Proposals will ultimately result in rejection of the Proposal.

It is the policy of the Commonwealth of Virginia that 42% of its purchases be made from small
businesses to contribute to the establishment, preservation, and strengthening of small businesses, and
businesses owned by women and minorities, and to encourage their participation in VCU procurement
activities. The Commonwealth encourages Contractors to provide for the participation of small
businesses and businesses owned by women and minorities through partnerships, joint ventures,
subcontracts or other contractual opportunities.

Use of Subcontractors: If the Offeror intends to use subcontractors to perform any portion of the work
described in this RFP, the Offeror must clearly so state. VCU is placing an increased emphasis on its
SWaM (Small, Women, and Minority Owned) business program and is interested in identifying any
potential opportunities that may be available to engage SWaM vendors to be certified by the Virginia
Department of Small Business and Supplier Diversity (DSBSD) through new or existing contracts.
Identify and list any such opportunities that your firm would commit to if awarded this Contract
in Appendix 1- Participation in VCU Procurement Transactions Small Businesses and Businesses
Owned by Women and Minority. The Offeror's response must include a description of which
portion(s) of the work will be sub-contracted out and the names and addresses of potential
Subcontractor(s) under the Contract.

REPORT ON THE PARTICIPATION OF SMALL BUSINESSES AND BUSINESSES
OWNED
BY WOMEN AND MINORITIES

Unless the Contractor is a DSBSD certified small business, the Contractor shall submit quarterly reports
on the direct involvement of Department of Small Business and Supplier Diversity (DSBSD) certified
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SWaM Businesses in the performance of the Contract. The report shall specify the actual dollars spent
to date with Small Businesses, Women-Owned Businesses, and Minority-Owned Businesses based upon
the Contractor’s commitment for utilization of DSBSD SWaM Businesses.

The Contractor shall provide this information to:

Virginia Commonwealth University
Procurement Services Office
Attn: SWaM Coordinator
912 W. Grace Street, POB 980327
Richmond, VA 23284
Email: swamreporting@vcu.edu

Failure to submit the required information will be considered a contract compliance issue and will be
addressed accordingly. In addition, failure to submit the required information will result in invoices
being returned without payment.

XI. GENERAL TERMS AND CONDITIONS:

A. PURCHASING MANUAL: This RFP is subject to the provisions of the Commonwealth of Virginia’s

B.

C.

Purchasing Manual for Institutions of Higher Education and their Vendors and any revisions
thereto, which are hereby incorporated into this contract in their entirety. A copy of the manual is
available for review at the VCU Procurement Services Office. In addition, the manual may be
accessed electronically at http://procurement.vcu.edu/ or a copy can be obtained by calling VCU
Procurement Services at (804) 828-1077.

APPLICABLE LAW AND COURTS: This RFP and any resulting Contract shall be governed in all
respects by the laws of the Commonwealth of Virginia and any litigation with respect thereto shall
be brought in the courts of the Commonwealth. The Contractor shall comply with all applicable
federal, state and local laws, rules and regulations.

ANTI-DISCRIMINATION: By submitting their Proposals, Offerors certify to the Commonwealth and
to VCU that they will conform to the provisions of the Federal Civil Rights Act of 1964, as amended,
as well as the Virginia Fair Employment Contracting Act of 1975, as amended, where applicable, the
Virginians With Disabilities Act, the Americans With Disabilities Act and Section 2.2-4311 of the
Virginia Public Procurement Act. If the award is made to a faith-based organization, the organization
shall not discriminate against any recipient of goods, services, or disbursements made pursuant to
the contract on the basis of the recipient’s religion, religious belief, refusal to participate in a
religious practice, or on the basis of race, age, color, gender or national origin and shall be subject to
the same rules as other organizations that contract with public bodies to account for the use of the
funds provided; however, if the faith-based organization segregates public funds into separate
accounts, only the accounts and programs funded with public funds shall be subject to audit by the
public body. (Code of Virginia, § 2.2-4343.1).

In every Contract over $10,000 the provisions in 1. and 2. below apply:

1.  During the performance of this Contract, the Contractor agrees as follows:

a) Virginia Commonwealth University is an equal opportunity/affirmative action
institution providing access to education and employment without regard to age, race,
color, national origin, gender, religion, sexual orientation, veteran’s status, political
affiliation or disability. As such, the Contractor will not discriminate against any
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employee or applicant for employment because of age, race, color, national origin,
gender, religion, sexual orientation, veteran’s status, political affiliation or disability or
any other basis prohibited by state law related to discrimination in employment, except
where there is a bona fide occupational qualification reasonably necessary to the
normal operation of the Contractor. The Contractor agrees to post in conspicuous
places, available to employees and applicants for employment, notices setting forth the
provisions of this nondiscrimination clause.

b)  The Contractor, in all solicitations or advertisements for employees placed by or on
behalf of the Contractor, will state that such Contractor is an equal opportunity
employer.

c) Notices, advertisements and solicitations placed in accordance with federal law, rule or
regulation shall be deemed sufficient for the purpose of meeting these requirements.

2. The Contractor will include the provisions of 1. above in every subcontract or purchase order
over $10,000, so that the provisions will be binding upon each subcontractor or vendor.

D. ETHICS IN PUBLIC CONTRACTING: By submitting their Proposals, Offerors certify that their
Proposals are made without collusion or fraud and that they have not offered or received any
kickbacks or inducements from any other Offeror, supplier, manufacturer or subcontractor in
connection with their Proposal, and that they have not conferred on any public employee having
official responsibility for this procurement transaction any payment, loan, subscription, advance,
deposit of money, services or anything of more than nominal value, present or promised, unless
consideration of substantially equal or greater value was exchanged.

E. IMMIGRATION REFORM AND CONTROL ACT OF 1986: By submitting their Proposals, Offerors
certify that they do not and will not during the performance of this Contract employ illegal alien
workers or otherwise violate the provisions of the Federal Immigration Reform and Control Act of
1986.

F. DEBARMENT STATUS: By submitting their Proposals, Offerors certify that they are not currently
debarred by the Commonwealth of Virginia from submitting proposals on contracts for the type of
goods and/or services covered by this solicitation, nor are they an agent of any person or entity that
is currently so debarred.

G. ANTITRUST: By entering into a Contract, the Contractor conveys, sells, assigns, and transfers to the
Commonwealth of Virginia all rights, title and interest in and to all causes of the action it may now
have or hereafter acquire under the antitrust laws of the United States and the Commonwealth of
Virginia, relating to the particular goods or services purchased or acquired by the Commonwealth
of Virginia under said contract.

H. MANDATORY USE OF STATE FORM AND TERMS AND CONDITIONS: Failure to submit a Proposal on
the official VCU Form provided for that purpose may be a cause for rejection of the Proposal.
Modification of, or additions to, the General Terms and Conditions of the solicitation may be cause
for rejection of the Proposal; however, the Commonwealth reserves the right to decide, on a case by
case basis, in its sole discretion, whether to reject such a Proposal.

[. PAYMENT:
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1. To Prime Contractor:

a)

b)

d)

Invoices for items ordered, delivered and accepted shall be submitted by the Contractor
directly to the payment address shown on the purchase order/Contract. All invoices
shall show the VCU Contract number and/or purchase order number; social security
number (for individual Contractors) or the federal employer identification number (for
proprietorships, partnerships, and corporations).

Any payment terms requiring payment in less than thirty (30) days will be regarded as
requiring payment thirty (30) days after invoice or delivery, whichever occurs last. This
shall not affect offers of discounts for payment in less than thirty (30) days, however.

All goods or services provided under this Contract or purchase order, that are to be paid
for with public funds, shall be billed by the Contractor at the contract price, regardless
of which public institution is being billed.

The following shall be deemed to be the date of payment: the date of postmark in all
cases where payment is made by mail, or the date of offset when offset proceedings
have been instituted as authorized under the Virginia Debt Collection Act.

Unreasonable Charges. Under certain emergency procurements and for most time and
material purchases, final job costs cannot be accurately determined at the time orders
are placed. In such cases, contractors should be put on notice that final payment in full is
contingent on a determination of reasonableness with respect to all invoiced charges.
Charges which appear to be unreasonable will be researched and challenged, and that
portion of the invoice held in abeyance until a settlement can be reached. Upon
determining that invoiced charges are not reasonable, VCU shall promptly notify the
contractor, in writing, as to those charges which it considers unreasonable and the basis
for the determination. A Contractor may not institute legal action unless a settlement
cannot be reached within thirty (30) days of notification. The provisions of this Section
do not relieve VCU of its prompt payment obligations with respect to those charges that
are not in dispute (Code of Virginia, § 2.2-4363).

2. To Subcontractors:

a)

b)

Contractor awarded a contract under this RFP is hereby obligated:

i.  To pay the Subcontractor(s) within seven (7) days of the Contractor's receipt of
payment from VCU for the proportionate share of the payment received for
work performed by the Subcontractor(s) under the contract; or

ii.  To notify VCU and the Subcontractor(s), in writing, of the Contractor's intention
to withhold payment and the reason.

The Contractor is obligated to pay the Subcontractor(s) interest at the rate of one
percent per month (unless otherwise provided under the terms of the contract) on all
amounts owed by the Contractor that remain unpaid seven (7) days following receipt
of payment from VCU, except for amounts withheld as stated in 2. above. The date of
mailing of any payment by U.S. Mail is deemed to be payment to the addressee. These
provisions apply to each sub-tier Contractor performing under the primary contract. A
Contractor's obligation to pay an interest charge to a Subcontractor may not be
construed to be an obligation of VCU.

J]. PRECEDENCE OF TERMS: Paragraphs A-] of these General Terms and Conditions shall apply in all

instances. In the event there is a conflict between any of the other General Terms and Conditions
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and any Special Terms and Conditions in this solicitation, the Special Terms and Conditions shall
apply.

K. QUALIFICATIONS OF OFFERORS: VCU may make such reasonable investigations as deemed proper
and necessary to determine the ability of the Offeror to perform the services/furnish the goods and
the Offeror shall furnish to VCU all such information and data for this purpose as may be requested.
VCU reserves the right to inspect Offeror's physical facilities prior to award to satisfy questions
regarding the Offeror's capabilities. VCU further reserves the right to reject any Proposal if the
evidence submitted by, or investigations of, such Offeror fails to satisfy VCU that such Offeror is
properly qualified to carry out the obligations of the Contract and to provide the services and/or
furnish the goods contemplated therein.

L. TESTING AND INSPECTION: VCU reserves the right to conduct any test/inspection it may deem
advisable to assure goods and services conform to the specifications.

M. ASSIGNMENT OF CONTRACT: A Contract shall not be assignable by the Contractor in whole or in
part without the written consent of the VCU Director of Procurement Services.

N. CHANGES TO THE CONTRACT: Changes can be made to the Contract in any one of the following
ways:

1.  The parties may agree in writing to modify the scope of the Contract. An increase or decrease
in the price of the Contract resulting from such modification shall be agreed to by the parties
as a part of their written agreement to modify the scope of the Contract.

2. The VCU Procurement Services Department may order changes within the general scope of
the Contract at any time by written notice to the Contractor. Changes within the scope of the
contract include, but are not limited to, things such as services to be performed, the method of
packing or shipment, and the place of delivery or installation. The Contractor shall comply
with the notice upon receipt. The Contractor shall be compensated for any additional costs
incurred as the result of such order and shall give VCU a credit for any savings. Said
compensation shall be determined by one of the following methods:

a) By mutual agreement between the parties in writing; or

b) By agreeing upon a unit price or using a unit price set forth in the Contract, if the work
to be done can be expressed in units, and the Contractor accounts for the number of
units of work performed, subject to the VCU’s right to audit the Contractor's records
and/or to determine the correct number of units independently; or

c) By ordering the Contractor to proceed with the work and keep a record of all costs
incurred and savings realized. A markup for overhead and profit may be allowed if
provided by the Contract. The same markup shall be used for determining a decrease in
price as the result of savings realized. The Contractor shall present VCU with all
vouchers and records of expenses incurred and savings realized. VCU shall have the
right to audit the records of the Contractor as it deems necessary to determine costs or
savings. Any claim for an adjustment in price under this provision must be asserted by
written notice to VCU within thirty (30) days from the date of receipt of the written
order from VCU. If the parties fail to agree on an amount of adjustment, the question of
an increase or decrease in the Contract price or time for performance shall be resolved
in accordance with the procedures for resolving disputes provided by the Disputes
Clause of this Contract or, if there is none, in accordance with the disputes provisions of
the Commonwealth of Virginia’s Purchasing Manual for Institutions of Higher Education

REQUEST FOR PROPOSALS RFP #7286528]C
Page 17 of 31



and Their Vendors. Neither the existence of a claim or a dispute resolution process,
litigation or any other provision of this Contract shall excuse the Contractor from
promptly complying with the changes ordered by the VCU Procurement Service Office
or with the performance of the Contract generally.

0. DEFAULT: In case of failure to deliver goods or services in accordance with the Contract terms and
conditions, VCU after due oral or written notice, may procure them from other sources and hold the
Contractor responsible for any resulting additional purchase and administrative costs. This remedy
shall be in addition to any other remedies which VCU may have in law or equity.

P. USE OF BRAND NAMES: Unless otherwise provided in this RFP, the name of a certain brand, make
or manufacturer does not restrict Offerors to the specific brand, make or manufacturer named, but
conveys the general style, type, character, and quality of the article desired. Any article, which the
public body, in its sole discretion, determines to be the equal of that specified, considering quality,
workmanship, economy of operation, and suitability for the purpose intended, shall be accepted.
The Offeror is responsible to clearly and specifically identify the product being offered and to
provide sufficient descriptive literature, catalog cuts and technical detail to enable VCU to
determine if the product offered meets the requirements of the solicitation. This is required even if
offering the exact brand, make or manufacturer specified. Unless the Offeror clearly indicates in its
proposal that the product offered is an "equal” product, such proposal will be considered to offer
the brand name product referenced in the RFP.

Q. TRANSPORTATION AND PACKAGING: By submitting their Proposals, all Offerors certify and
warrant that the price offered for FOB Destination includes only the actual freight rate costs at the
lowest and best rate and is based upon the actual weight of the goods to be shipped. Except as
otherwise specified herein, standard commercial packaging, packing and shipping containers shall
be used. All shipping containers shall be legibly marked or labeled on the outside with purchase
order number, commodity description, and quantity. Further, Offeror shall bear the risk of loss until
the goods and equipment until VCU accepts Delivery of them.

R. INSURANCE: By signing and submitting a Proposal under this RFP, the Offeror certifies that if
awarded the Contract, it will have the following insurance coverages at the time the Contract is
awarded. For construction contracts, if any Subcontractors are involved, the subcontractor will
have workers’ compensation insurance in accordance with §§ 2.2-4332 and 65.2-800 et seq. of the
Code of Virginia. The Offeror further certifies that the Contractor and any Subcontractors will
maintain these insurance coverages during the entire term of the Contract and that all insurance
coverage will be provided by insurance companies authorized to sell insurance in Virginia by the
Virginia State Corporation Commission.

Minimum Insurance Coverages and Limits Required for Most Contracts:

1.  Worker’s Compensation - Statutory requirements and benefits. Coverage is compulsory for
employers of three or more employees, to include the employer. Contractors who fail to notify
VCU of increases in the number of employees that change their workers’ compensation
requirements under the Code of Virginia during the course of the Contract shall be in
noncompliance with the Contract.

2. Employers Liability - $100,000.
3. Commercial General Liability - $1,000,000 per occurrence. Commercial General Liability is to

include bodily injury and property damage, personal injury and advertising injury, products
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and completed operations coverage. VCU must be named as an additional insured and so
endorsed on the policy.

4. Automobile Liability - $1,000,000 per occurrence. (Only used if motor vehicle is to be used in
the contract.)

S. ANNOUNCEMENT OF AWARD: Upon the award or the announcement of the decision to award a
contract as a result of this RFP, VCU will publicly post such notice electronically at
http://www.eva.virginia.gov for a minimum of ten (10) days.

T. DRUG-FREE WORKPLACE: During the performance of this Contract, the Contractor agrees to (i)
provide a drug-free workplace for the Contractor’s employees; (ii) post in conspicuous places,
available to employees and applicants for employment, a statement notifying employees that the
unlawful manufacture, sale, distribution, dispensation, possession, or use of a controlled substance
or marijuana is prohibited in the contractor’s workplace and specifying the actions that will be
taken against employees for violation of such prohibition: (iii) state in all solicitations or
advertisements for employees placed by or on behalf of the Contractor that the Contractor
maintains a drug-free workplace: and (iv) include the provisions of the foregoing clauses in every
Subcontract or purchase order of over $10,000, so that the provisions will be binding upon each
Subcontractor and/ or Vendor.

For the purposes of this section, “drug-free workplace” means a site for the performance of work
done in connection with a specific Contract awarded to a Contractor, the employees of whom are
prohibited from engaging in the unlawful manufacture, sale, distribution, dispensation, possession
or use of any controlled substance or marijuana during the performance of the Contract.

U. NONDISCRIMINATION OF CONTRACTORS: A Bidder, Offeror, or Contractor shall not be
discriminated against in the solicitation or award of this Contract because of race, religion, color,
sex, national origin, age, disability, or against faith-based organizations or any other basis
prohibited by state law relating to discrimination in employment. If the award of this Contract is
made to a faith-based organization and an individual, who applies for or receives goods, services, or
disbursements provided pursuant to this Contract objects to the religious character of the faith-
based organization from which the individual receives or would receive the goods, services, or
disbursements, the public body shall offer the individual, within a reasonable period of time after
the date of his objection, access to equivalent goods, services, or disbursements from an alternative
provider.

V. eVA BUSINESS-TO-GOVERNMENT VENDOR REGISTRATION, CONTRACTS, AND ORDERS: The eVA
Internet electronic procurement solution, website portal www.eVA.virginia.gov, streamlines and
automates government purchasing activities in VCU. The eVA portal is the gateway for vendors to
conduct business with VCU Institution and other public bodies. All Vendors desiring to provide
goods and/or services to VCU shall participate in the eVA Internet e-procurement solution by
completing the free eVA Vendor Registration. All Bidders or Offerors must register in eVA and pay
the Vendor Transaction Fees specified below; failure to register will result in the bid/proposal
being rejected.

Vendor Transaction Fees are determined by the date the original purchase order is issued and are
as follows:

1. For orders issued July 1, 2014 and after, the Vendor Transaction Fee is:

a)  DSBSD-certified Small Businesses: 1%, capped at $500 per order.
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b)  Businesses that are not DSBSD-certified Small Businesses: 1%, capped at $1,500 per
order.

2. For orders issued July 1, 2014 the vendor transaction fees can be found at
www.eVA.virginia.gov

The specified vendor transaction fee will be invoiced, by the Commonwealth of Virginia Department
of General Services, approximately thirty (30) days after the corresponding purchase order is
issued and payable thirty (30) days after the invoice date. Any adjustments (increases/decreases)
will be handled through purchase order changes.

FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT (FERPA). The Selected Offeror/Vendor
acknowledges that for the purposes of this Contract it will be designated as a “school official” with
“legitimate educational interests” in the University education records, as those terms have been
defined under FERPA and its implementing regulations, and the Selected Firm/Vendor agrees to
abide by the limitations and requirements imposed on school officials. Selected Firm/Vendor will
use the education records only for the purpose of fulfilling its duties under this Contract for
University’s and its students’ benefit, and will not share such data with or disclose it to any third
party except as provided for in this Contract, required by law, or authorized in writing by the
University.

XII. SPECIAL TERMS AND CONDITIONS:

A.

ADVERTISING: In the event a contract is awarded for supplies, equipment, or services resulting
from this proposal, no indication of such sales or services to Virginia Commonwealth University will
be used in product literature or advertising. The Contractor shall not state in any of the advertising
or product literature that the Commonwealth of Virginia or any agency or institution of the
Commonwealth has purchased or uses its products or services.

AUDIT: The Contractor shall retain all books, records, and other documents relative to this contract
for five (5) years after final payment, or until audited by the Commonwealth of Virginia, whichever
is sooner. The agency, its authorized agents, and/or State auditors shall have full access to and the
right to examine any of said materials during said period.

AVAILABILITY OF FUNDS: It is understood and agreed between the parties herein that the agency
shall be bound hereunder only to the extent of the funds available or which may hereafter become
available for the purpose of this agreement.

PROPOSAL ACCEPTANCE PERIOD: Any proposal in response to this solicitation shall be valid for
sixty (60) days. At the end of the sixty (60) days, the proposal may be withdrawn at the written
request of the Offeror. If the proposal is not withdrawn at that time it remains in effect until an
award is made or the solicitation is cancelled.

PROPOSAL PRICES: Proposal prices shall be in the form of a firm unit price for each item during the
contract period.

CANCELLATION OF CONTRACT: The purchasing agency reserves the right to cancel and terminate
any resulting contract, in part or in whole, without penalty, upon sixty (60) days written notice to
the Contractor. In the event the initial contract period is for more than twelve (12) months, the
resulting contract may be terminated by either party, without penalty, after the initial twelve (12)
months of the contract period upon 60 days written notice to the other party. Any contract
cancellation notice shall not relieve the Contractor of the obligation to deliver and/or perform on all
outstanding orders issued prior to the effective date of cancellation.
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G. SPECIAL EDUCATIONAL OR PROMOTIONAL DISCOUNTS: The Contractor shall extend any special
educational or promotional sale prices or discounts immediately to the Commonwealth during the
term of the contract. Such notice shall also advise the duration of the specific sale or discount price.

H. DRUG FREE WORKPLACE: The Contractor acknowledges and certifies that it understands that the
following acts by the Contractor, its employees and/or agents performing services on state
property are prohibited:

1. The unlawful manufacture, distribution, dispensing, possession or use of alcohol or other drugs;
and

2. Any impairment or incapacitation from the use of alcohol or other drugs (except the use of drugs
for legitimate medical purposes).

3. The Contractor further acknowledges and certifies that it understands that a violation of these
prohibitions constitutes a breach of contract and may result in default action being taken by the
Commonwealth in addition to any criminal penalties that may result from such conduct.

[.  EXTRA CHARGES NOT ALLOWED: The proposal price shall be for complete installation ready for
Commonwealth's use, and shall include all applicable freight and installation charges; extra charges
will not be allowed.

J.  FINAL INSPECTION: At the conclusion of the work, the Contractor shall demonstrate to the
authorized owners representative that the work is fully operational and in compliance with
contract specifications and codes. Any deficiencies shall be promptly and permanently corrected by
the Contractor at the Contractor's sole expense prior to final acceptance of the work.

K. IDENTIFICATION OF PROPOSAL: The proposal package should be identified as follows:

From:
Name of Offeror Due Date Time
Street or Box Number RFP No.
City, State, Zip Code +4 RFP Title

Name of Contract / Purchase Officer or Buyer: Jackie Colbert
The package should be addressed as directed on Page 2 of the solicitation.

If a proposal is not clearly identified, the Offeror takes the risk that the proposal may be
inadvertently opened and the information compromised which may cause the proposal to be
disqualified. Proposals may be hand delivered to the designated location in the office issuing the
solicitation. No other correspondence or other proposals should be placed in the envelope.

LATE PROPOSALS: To be considered for selection, proposals must be received by the issuing office
by the designated date and hour. The official time used in the receipt of proposals is that time on
the automatic time stamp machine in the issuing office. Proposals received in the issuing office
after the date and hour designated are automatically disqualified and will not be considered. The
University is not responsible for delays in the delivery of mail by the U.S. Postal Service, private
couriers, or the intrauniversity mail system. It is the sole responsibility of the Offeror to insure that

its proposal reaches the issuing office by the designated date and hour.
L. INDEMNIFICATION: Contractor agrees to indemnify, defend and hold harmless the Commonwealth

of Virginia, its officers, agents, and employees from any claims, damages and actions of any kind or
nature, whether at law or in equity, arising from or caused by the use of any materials, goods, or
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equipment of any kind or nature furnished by the Contractor/any services of any kind or nature
furnished by the Contractor, provided that such liability is not attributable to the sole negligence of
the using agency or to failure of the using agency to use the materials, goods, or equipment in the
manner already and permanently described by the Contractor on the materials, goods, or
equipment delivered.

M. LIMITATION OF LIABILITY: To the maximum extent permitted by applicable law, the Contractor
will not be liable under this contract for any indirect, incidental, special or consequential damages,
or damages from loss profits, revenue, data or use of the supplies, equipment and/or services
delivered under this contract. This limitation of liability will not apply, however, to liability arising
from: (a) personal injury or death; (b) defect or deficiency caused by willful misconduct or
negligence on the part of the Contractor; or (c) circumstances where the contract expressly
provides a right to damages, indemnification or reimbursement.

N. PRIME CONTRACTOR RESPONSIBILITIES: The Contractor shall be responsible for completely
supervising and directing the work under this contract and all subcontractors that he may utilize,
using his best skill and attention. Subcontractors who perform work under this contract shall be
responsible to the prime Contractor. The Contractor agrees that he is as fully responsible for the
acts and omissions of his subcontractors and of persons employed by them as he is for the acts and
omissions of his own employees.

0. RENEWAL OF CONTRACT: This contract may be renewed by the Commonwealth for four (4)
successive one (1) year periods under the terms and conditions of the original contract except as
stated in 1. below. Price increases may be negotiated only at the time of renewal. Written notice of
the Commonwealth's intention to renew should be provided approximately 60 days prior to the
expiration date of each contract period:

1. Ifthe Commonwealth elects to exercise the option to renew the contract for an additional one
(1) - year period, the contract price(s) for the additional one (1) year shall not exceed the
contract price(s) of the previous contract period increased/decreased by more than the
percentage increase/decrease of the All Items category of the CPI-W section of the Consumer
Price Index of the United States Bureau of Labor Statistics for the latest twelve months for which
statistics are available.

P. SUBCONTRACTS: No portion of the work shall be subcontracted without prior written consent of
the purchasing agency. In the event that the Contractor desires to subcontract some part of the
work specified herein, the Contractor shall furnish the purchasing agency the names, qualifications
and experience of their proposed subcontractors. The Contractor shall, however, remain fully liable
and responsible for the work to be done by its subcontractor(s) and shall assure compliance with
all requirements of the contract.

Q. WARRANTY (COMMERCIAL): The Contractor agrees that the supplies or services furnished under
any award resulting from this solicitation shall be covered by the most favorable commercial
warranties the Contractor gives any customer for such supplies or services and that the rights and
remedies provided therein are in addition to and do not limit those available to the Commonwealth
by any other clause of this solicitation. A copy of this warranty should be furnished with the
proposal.

R. POLICY OF EQUAL EMPLOYMENT: Virginia Commonwealth University is an equal
opportunity/affirmative action employer. Women, Minorities, persons with disabilities are
encouraged to apply. The University encourages all vendors to establish and maintain a policy to
insure equal opportunity employment. To that end, Offerors should submit along with their
proposals, their policy of equal employment.

S. eVA BUSINESS-TO-GOVERNMENT CONTRACTS AND ORDERS: The solicitation/contract will result
in purchase order(s) with the eVA transaction fee specified below assessed for each order.

1. For orders issued July 1, 2011 thru June 30, 2013, the Vendor Transaction Fee is:
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a) DSBSD-certified Small Businesses: 0.75%, Capped at $500 per order.
b) Businesses that are not DSBSD-certified Small Businesses: 0.75%, Capped at $1,500 per

order.

For orders issued July 1, 2013, and after, the Vendor Transaction Fee is:
a) DSBSD-certified Small Businesses: 1%, Capped at $500 per order.
b) Businesses that are not DSBSD-certified Small Businesses: 1%, Capped at $1,500 per order.

The specified vendor transaction fee will be invoiced, by the Commonwealth of Virginia
Department of General Services, approximately 30 days after the corresponding purchase
order is issued and payable 30 days after the invoice date. Any adjustments
(increases/decreases) will be handled through purchase order changes.

The eVA Internet electronic procurement solution, website portal www.eva.virginia.gov,
streamlines and automates government purchasing activities in the Commonwealth. The
portal is the gateway for vendors to conduct business with state agencies and public bodies.

Vendors desiring to provide goods and/or services to the Commonwealth shall participate
in the eVA Internet e-procurement solution and agree to comply with the following: If this
solicitation is for a term contract, may provide an electronic catalog (price list) or index
page catalog for items awarded. The format of this electronic catalog shall conform to the
eVA Catalog Interchange Format (CIF) Specification that can be accessed and downloaded
from www.eVA.virginia.gov. Contractors should email Catalog or Index Page information to

eVA-catalog-manager@dgs.virginia.gov.

T. GRAMM-LEACH-BLILEY ACT: The Contractor shall comply with the Act by implementing and

maintaining appropriate safeguards to protect and prevent unauthorized release of student,
faculty and staff nonpublic information. Nonpublic information is defined as social security
numbers, or financial transactions, bank, credit and tax information.

U. DETERMINATION OF RESPONSIBILITY: The Contract will be awarded to the responsive and

responsible Offeror with a Proposal, conforming to the RFP, will be most advantageous to VCU,
technical and financial factors considered. A responsible Offeror is one who affirmatively
demonstrates to VCU that it has adequate financial resources and the requisite capacity, capability,
and facilities to perform the Contract, has a satisfactory record of performance on other
comparable projects, has a satisfactory record of integrity and business ethics, and is otherwise
qualified and eligible to receive award under the solicitation and laws and regulations applicable
to the procurement. VCU reserves the right to investigate the capabilities of Offeror, confirm any
part of the information furnished by an Offeror, and require other evidence to determine that the
Offeror is responsible.

V. REJECTION OF PROPOSALS & WAIVER OF MINOR INFORMALITIES/IRREGULARITIES: VCU

reserves the right to reject any or all Proposals in part or in total for any reason, to accept any
Proposal if considered best for its interest, and to waive informalities and minor irregularities in
Proposals received, commensurate with best public procurement practices.

W.PROTEST: Any Offeror who desires to protest the award or decision to award a Contract shall
submit the protest in writing to:

Director of Procurement Services
Virginia Commonwealth University
912 West Grace, 5t Floor
Richmond, VA 23284
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VCU will announce the award utilizing the Commonwealth of Virginia’s e-Procurement system
(eVA). The protest must be received no later than ten (10) days after the award or the
announcement of the decision to award, whichever occurs first. However, if the protest of any
actual or potential Offeror depends in whole or in part upon information contained in public
records pertaining to the procurement transaction that are subject to inspection under the Rules
Governing Procurement of Goods, Services, Insurance, and Construction by a Public Institution of
Higher Education of the Commonwealth of Virginia Governed by Subchapter 3 of the Restricted
Higher Education Financial and Administrative Operations Act, Chapter 4.10 (§23-38.88 et seq)
of Title 23 of the Code of Virginia, §34, then the time within which the protest shall be submitted
shall expire ten (10) days after those records are available for inspection by such Offeror under
§34, or at such later time as provided in this section.

VCU Notices of Award(s) or Notices of Intent to Award may be accessed electronically at
http://www.eva.virginia.gov.

No protest shall lie for a claim that the selected Offeror is not a responsible Offeror.
The written protest shall include the basis for the protest and relief sought.

The VCU Director of Procurement Services shall issue a decision in writing within ten (10) days of
receipt stating the reasons for the action taken. This decision shall be final unless the Offeror
appeals within ten (10) days of receipt of the written decision by instituting legal action as
provided in Section 54 of the Governing Rules.

Nothing in this paragraph shall be construed to permit a proposer to challenge the validity of the
terms or conditions of the RFP.

“Days” as used in this paragraph refer to calendar days. If a deadline falls on a Saturday or
Sunday, the next business day shall be considered to be the deadline.

XIII. SPECIAL TERMS AND CONDITIONS INFORMATION TECHNOLOGY:

A. QUALIFIED REPAIR PERSONNEL: All warranty or maintenance services to be performed on the
items specified in this solicitation as well as any associated hardware or software shall be
performed by qualified technicians properly authorized by the manufacturer to perform such
services. The Commonwealth reserves the right to require proof of certification prior to award
and at any time during the term of the contract.

B. SOURCE CODE: In the event the contractor ceases to maintain experienced staff and the resources
needed to provide required software maintenance, the Commonwealth shall be entitled to have
use, and duplicate for its own use, a copy of the source code and associated documentation for the
software products covered by the contract. Until such time as a complete copy of such material is
provided, the Commonwealth shall have exclusive right to possess all physical embodiments of
such contractor owned materials. The rights of the Commonwealth in this respect shall survive for
a period of twenty years after the expiration or termination of the contract. All lease and royalty
fees necessary to support this right are included in the initial license fee as contained in the pricing
schedule.

C. SOFTWARE UPGRADES: The Commonwealth shall be entitled to any and all upgraded versions of
the software covered in the contract that becomes available from the contractor. The maximum
charge for upgrade shall not exceed the total difference between the cost of the Commonwealth's
current version and the price the contractor sells or licenses the upgraded software under similar
circumstances.
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D. THIRD PARTY ACQUISITION OF SOFTWARE: The contractor shall notify the procuring agency in
writing should the intellectual property, associated business, or all of its assets be acquired by a
third party. The contractor further agrees that the contract's terms and conditions, including any
and all license rights and related services, shall not be affected by the acquisition. Prior to
completion of the acquisition, the contractor shall obtain, for the Commonwealth's benefit and
deliver thereto, the assignee's agreement to fully honor the terms of the contract.

E. TITLE OF SOFTWARE: By submitting a proposal, the offeror represents and warrants that it is the
sole owner of the software or, it not the owner, that it has received all legally required
authorizations from the owner to license the software, has the full power to grant the rights
required by this solicitation, and that neither the software nor its use in accordance with the
contract will violate or infringe upon any patent, copyright, trade secret, or any other property
rights of another person or organization.

F. WARRANTY AGAINST SHUTDOWN DEVICES: The contractor warrants that the equipment and
software provided under the contract shall not contain any lock, counter, CPU references, virus,
worm, or other device capable of halting operations or erasing or altering data or programs.
Contractor further warrants that neither it, nor its agents, employees, or subcontractors shall
insert any shutdown device following delivery of the equipment and software.

G. SECTION 508 COMPLIANCE: All information technology which, pursuant to this Contract, is
purchased or upgraded by or for the use of any Commonwealth agency or institution or political
subdivision of the Commonwealth (the “Technology”) shall comply with Section 508 of the
Rehabilitation Act (29 U.S.C. 794d), as amended. If requested, the Contractor must provide a
detailed explanation of how compliance with Section 508 of the Rehabilitation Act is achieved and
a validation of concept demonstration. The requirements of this Paragraph along with the Non-
Visual Access to Technology Clause shall be construed to achieve full compliance with the
Information Technology Access Act, §§ 2.2-3500 through 2.2-3504 of the Code of Virginia.

H. NONVISUAL ACCESS TO TECHNOLOGY: All information technology which, pursuant to this
Agreement, is purchased or upgraded by or for the use of any State agency or institution or
political subdivision of the Commonwealth (the “Technology”) shall comply with the following
nonvisual access standards from the date of purchase or upgrade until the expiration of this
Agreement:

1. effective, interactive control and use of the Technology shall be readily achievable by nonvisual
means;

2. the Technology equipped for nonvisual access shall be compatible with information technology
used by other individuals with whom any blind or visually impaired user of the Technology
interacts;

3. nonvisual access technology shall be integrated into any networks used to share
communications among employees, program participants or the public; and

4. the technology for nonvisual access shall have the capability of providing equivalent access by
nonvisual means to telecommunications or other interconnected network services used by
persons who are not blind or visually impaired.

Compliance with the foregoing nonvisual access standards shall not be required if the head of the
using agency, institution or political subdivision determines that (i) the Technology is not available
with nonvisual access because the essential elements of the Technology are visual and (ii)
nonvisual equivalence is not available.

Installation of hardware, software, or peripheral devices used for nonvisual access is not required
when the Technology is being used exclusively by individuals who are not blind or visually
impaired, but applications programs and underlying operating systems (including the format of
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the data) used for the manipulation and presentation of information shall permit the installation
and effective use of nonvisual access software and peripheral devices.

If requested, the Contractor must provide a detailed explanation of how compliance with the
foregoing nonvisual access standards is achieved and a validation of concept demonstration.

The requirements of this Paragraph shall be construed to achieve full compliance with the
Information Technology Access Act, §§ 2.1-807 through 2.1-811 of the Code of Virginia.

[. DATA AND INTELLECTUAL PROPERTY PROTECTION:

1.

Definitions

a.

“End User” means the individuals authorized by the University to access and use the
Services provided by the Selected Firm/Vendor under this agreement.

“Personally Identifiable Information” includes but is not limited to: personal identifiers
such as name, address, phone number, date of birth, Social Security number, and student or
personnel identification number; “personal information” as defined in Virginia Code section
18.2-186.6 and/or any successor laws of the Commonwealth of Virginia; personally
identifiable information contained in student education records as that term is defined in
the Family Educational Rights and Privacy Act, 20 USC 1232g; “medical information” as
defined in Virginia Code Section 32.1-127.1:05; “protected health information” as that term
is defined in the Health Insurance Portability and Accountability Act, 45 CFR Part 160.103;
nonpublic personal information as that term is defined in the Gramm-Leach-Bliley Financial
Modernization Act of 1999, 15 USC 6809; credit and debit card numbers and/or access
codes and other cardholder data and sensitive authentication data as those terms are
defined in the Payment Card Industry Data Security Standards; other financial account
numbers, access codes, driver’s license numbers; and state- or federal-identification
numbers such as passport, visa or state identity card numbers.

“Securely Destroy” means taking actions that render data written on physical (e.g.,
hardcopy, microfiche, etc.) or electronic media unrecoverable by both ordinary and
extraordinary means. These actions must meet or exceed those sections of the National
Institute of Standards and Technology (NIST) SP 800-88 guidelines relevant to data
categorized as high security.

“Security Breach” means a security-relevant event in which the security of a system or
procedure used to create, obtain, transmit, maintain, use, process, store or dispose of data is
breached, and in which University Data is exposed to unauthorized disclosure, access,
alteration, or use.

“Services” means any goods or services acquired by the University from the Selected
Firm/Vendor.

“University Data” includes all Personally Identifiable Information and other information
that is not intentionally made generally available by the University on public websites or
publications, including but not limited to business, administrative and financial data,
intellectual property, and patient, student and personnel data.

2. Rights and License in and to the University Data

3.

The parties agree that as between them, all rights including all intellectual property rights in
and to University Data shall remain the exclusive property of the University, and Selected

Firm/Vendor has a limited, nonexclusive license to use these data as provided in this

agreement solely for the purpose of performing its obligations hereunder. This agreement
does not give a party any rights, implied or otherwise, to the other’s data, content, or
intellectual property, except as expressly stated in the agreement.

Intellectual Property Disclosure/Rights
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4,

5.

Unless expressly agreed to the contrary in writing, all goods, products, materials,
documents, reports, writings, video images, photographs or papers of any nature
including software or computer images prepared by Selected Firm/Vendor (or its
subcontractors) for the University will not be disclosed to any other person or entity
without the written permission of the University.

Selected Firm/Vendor warrants to the University that the University will own all rights,
title and interest in any intellectual property created for the University as part of the
performance of this agreement and will have full ownership and beneficial use thereof,
free and clear of claims of any nature by any third party including, without limitation,
copyright or patent infringement claims. Selected Firm/Vendor agrees to assign and
hereby assigns all rights, title, and interest in any and all intellectual property created for
the University as part of the performance of this agreement to the University, and will
execute any future assignments or other documents needed for the University to
document, register, or otherwise perfect such rights. Nothing in this section is, however,
intended to or shall be construed to apply to existing intellectual property created or
owned by the vendor that the University is licensing under this agreement. For avoidance
of doubt, the University asserts no intellectual property ownership under this clause to
any pre-existing intellectual property of the vendor, and seeks ownership rights only to
the extent Vendor is being engaged to develop certain intellectual property as part of its
services for the University.

Notwithstanding the foregoing, for research collaboration pursuant to subcontracts under
sponsored research agreements administered by the University's Office of Sponsored
Programs, intellectual property rights will be governed by the terms of the grant or
contract to the University to the extent such grant or contract requires intellectual
property terms to apply to subcontractors.

Data Privacy

d.

Selected Firm/Vendor will use University Data only for the purpose of fulfilling its duties
under this agreement and will not share such data with or disclose it to any third party
without the prior written consent of the University, except as required by this agreement
or as otherwise required by law.

University Data will not be stored outside the United States without prior written consent
from the University.

Selected Firm/Vendor will provide access to University Data only to its employees and
subcontractors who need to access the data to fulfill Selected Firm/Vendor obligations
under this agreement. Selected Firm/Vendor will ensure that employees who perform
work under this agreement have read, understood, and received appropriate instruction
as to how to comply with the data protection provisions of this agreement.

The following provision applies only if Selected Firm/Vendor will have access to the
University’s education records as defined under the Family Educational Rights and
Privacy Act (FERPA): The Selected Firm/Vendor acknowledges that for the purposes of
this agreement it will be designated as a “school official” with “legitimate educational
interests” in the University education records, as those terms have been defined under
FERPA and its implementing regulations, and the Selected Firm/Vendor agrees to abide
by the limitations and requirements imposed on school officials. Selected Firm/Vendor
will use the education records only for the purpose of fulfilling its duties under this
agreement for University’s and its End User’s benefit, and will not share such data with or
disclose it to any third party except as provided for in this agreement, required by law, or
authorized in writing by the University.

Data Security
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a. Selected Firm/Vendor will store and process University Data in accordance with
commercial best practices, including appropriate administrative, physical, and technical
safeguards, to secure such data from unauthorized access, disclosure, alteration, and use.
Such measures will be no less protective than those used to secure Selected
Firm/Vendor’s own data of a similar type, and in no event less than reasonable in view of
the type and nature of the data involved. Without limiting the foregoing, Selected
Firm/Vendor warrants that all electronic University Data will be encrypted in
transmission (including via web interface) in accordance with industry best practices
commensurate to the sensitivity of the information; such as controls outlined in the
Moderate or High control baselines in the latest version of National Institute of Standards
and Technology Special Publication 800-53.

b. If the Selected Firm/Vendor stores Personally Identifiable Information as part of this
agreement, the Selected Firm/Vendor warrants that the information will be stored in
accordance with industry best practices commensurate to the sensitivity of the
information; such as controls outlined in the Moderate or High control baselines in the
latest version of National Institute of Standards and Technology Special Publication 800-
53.

c. Selected Firm/Vendor will use industry-standard and up-to-date security tools and
technologies such as anti-virus protections and intrusion detection methods in providing
Services under this agreement.

Employee Background Checks and Qualifications

Selected Firm/Vendor shall ensure that its employees who will have potential access to
University Data have passed appropriate, industry standard, background screening and
possess the qualifications and training to comply with the terms of this agreement.

Data Authenticity and Integrity

Selected Firm/Vendor will take reasonable measures, including audit trails, to protect
University Data against deterioration or degradation of data quality and authenticity. The
Selected Firm will be responsible during the terms of this agreement, unless otherwise
specified elsewhere in this agreement, for converting and migrating electronic data as often
as necessary so that information is not lost due to hardware, software, or media
obsolescence or deterioration.

Security Breach

a. Response. Upon becoming aware of a Security Breach, or of circumstances that are
reasonably understood to suggest a likely Security Breach, Selected Firm/Vendor will
timely notify the University consistent with applicable state or federal laws, fully
investigate the incident, and cooperate fully with the University’s investigation of and
response to the incident. Except as otherwise required by law, Selected Firm/Vendor
will not provide notice of the incident directly to individuals whose Personally
Identifiable Information was involved, regulatory agencies, or other entities, without
prior written permission from the University.

b. Liability.

1) If Selected Firm/Vendor must under this agreement create, obtain, transmit, use,
maintain, process, or dispose of the subset of University Data known as Personally
Identifiable Information, the following provisions apply. In addition to any other
remedies available to the University under law or equity, Selected Firm/Vendor will
reimburse the University in full for all costs incurred by the University in
investigation and remediation of any Security Breach caused by Selected
Firm/vendor, including but not limited to providing notification to individuals whose
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Personally Identifiable Information was compromised and to regulatory agencies or
other entities as required by law or contract; providing one year’s credit monitoring
to the affected individuals if the Personally Identifiable Information exposed during
the breach could be used to commit financial identity theft; and the payment of legal
fees, audit costs, fines, and other fees imposed by regulatory agencies or contracting
partners as a result of the Security Breach.

2) If Selected Firm/Vendor will NOT under this agreement create, obtain, transmit, use,
maintain, process, or dispose of the subset of University Data known as Personally
Identifiable Information, the following provisions apply. In addition to any other
remedies available to the University under law or equity, Selected Firm/Vendor will
reimburse the University in full for all costs reasonably incurred by the University in
investigation and remediation of any Security Breach caused by Selected
Firm/vendor.

9. Response to Legal Orders, Demands or Requests for Data

10.

d.

b.

Except as otherwise expressly prohibited by law, Selected Firm/Vendor will:

+ immediately notify the University of any subpoenas, warrants, or other legal orders,
demands or requests received by Selected Firm/Vendor seeking University Data;

e consult with the University regarding its response;

e cooperate with the University’s reasonable requests in connection with efforts by the
University to intervene and quash or modify the legal order, demand or request; and

e upon the University’s request, provide the University with a copy of its response.

If the University receives a subpoena, warrant, or other legal order, demand (including
request pursuant to the Virginia Freedom of Information Act) or request seeking
University Data maintained by Selected Firm/Vendor, the University will promptly
provide a copy to Selected Firm/Vendor. Selected Firm/Vendor will promptly supply the
University with copies of data required for the University to respond, and will cooperate
with the University’s reasonable requests in connection with its response.

Data Transfer Upon Termination or Expiration

a.

Upon termination or expiration of this agreement, Selected Firm/Vendor will ensure that
all University Data are securely returned or destroyed as directed by the University in its
sole discretion. Transfer to the University or a third party designated by the University
shall occur within a reasonable period of time, and without significant interruption in
service. Selected Firm/Vendor shall ensure that such transfer/migration uses facilities
and methods that are compatible with the relevant systems of the University or its
transferee, and to the extent technologically feasible, that the University will have
reasonable access to University Data during the transition. In the event that the
University requests destruction of its data, Selected Firm/Vendor agrees to Securely
Destroy all data in its possession and in the possession of any subcontractors or agents to
which the Selected Firm/Vendor might have transferred University data. The Selected
Firm/Vendor agrees to provide documentation of data destruction to the University.

Selected Firm/Vendor will notify the University of impending cessation of its business
and any contingency plans. This includes immediate transfer of any previously escrowed
assets and data and providing the University access to Selected Firm/Vendor’s facilities
to remove and destroy University-owned assets and data. Selected Firm/Vendor shall
implement its exit plan and take all necessary actions to ensure a smooth transition of
service with minimal disruption to the University. Selected Firm/Vendor will also
provide a full inventory and configuration of servers, routers, other hardware, and
software involved in service delivery along with supporting documentation, indicating °
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11.

12.

which if any of these are owned by or dedicated to the University. Selected
Firm/Vendor will work closely with its successor to ensure a successful transition to the
new equipment, with minimal downtime and effect on the University, all such work to be
coordinated and performed in advance of the formal, final transition date.

Audits

a.

b.

The University reserves the right in its sole discretion to perform audits of Selected
Firm/Vendor at the University’s expense to ensure compliance with the terms of this
agreement. The Selected Firm/Vendor shall reasonably cooperate in the performance of
such audits. This provision applies to all agreements under which the Selected
Firm/Vendor must create, obtain, transmit, use, maintain, process, or dispose of
University Data.

If the Selected Firm/Vendor must under this agreement create, obtain, transmit, use,
maintain, process, or dispose of the subset of University Data known as Personally
Identifiable Information or financial or business data which has been identified to the
Selected Firm/Vendor as having the potential to affect the accuracy of the University’s
financial statements, Selected Firm/Vendor will at its expense conduct or have
conducted at least annually a:

¢ American Institute of CPAs Service Organization Controls (SOC 2) Type Il audit, or
other security audit with audit objectives deemed sufficient by the University, which
attests the Selected Firm/Vendor’s security policies, procedures and controls;

¢ vulnerability scan of Selected Firm/Vendor’s electronic systems and facilities that
are used in any way to deliver electronic services under this agreement; and

+ formal penetration test of Selected Firm/Vendor’s electronic systems and facilities
that are used in any way to deliver electronic services under this agreement.

Additionally, the Selected Firm/Vendor will provide the University upon request the
results of the above audits, scans and tests, and will promptly modify its security
measures as needed based on those results in order to meet its obligations under this
agreement. The University may require, at University expense, the Selected
Firm/Vendor to perform additional audits and tests, the results of which will be
provided promptly to the University.

Compliance

a.

Selected Firm/Vendor will comply with all applicable laws and industry standards in
performing services under this agreement. Any Selected Firm/Vendor personnel
visiting the University’s facilities will comply with all applicable University policies
regarding access to, use of, and conduct within such facilities. The University will
provide copies of such policies to Selected Firm/Vendor upon request.

Selected Firm/Vendor warrants that the service it will provide to the University is fully
compliant with relevant laws, regulations, and guidance that may be applicable to the
service, such as: the Family Educational Rights and Privacy Act (FERPA), Health
Insurance Portability and Accountability Act (HIPAA) and Health Information
Technology for Economic and Clinical Health Act (HITECH), Gramm-Leach-Bliley
Financial Modernization Act (GLB), Payment Card Industry Data Security Standards
(PCI-DSS), Americans with Disabilities Act (ADA), Federal Export Administration
Regulations, and Defense Federal Acquisitions Regulations.

If the Payment Card Industry Data Security Standards (PCI-DSS) are applicable to the
Selected Firm/Vendor service provided to the University, the Selected Firm/Vendor
will, upon written request, furnish proof of compliance with PCI-DSS within 10 business
days of the request.
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13. No End User agreements

This agreement is the entire agreement between the University (including University
employees and other End Users) and the Selected Firm/Vendor. In the event that the
Selected Firm/Vendor enters into terms of use agreements or other agreements or
understandings, whether electronic, click-through, verbal or in writing, with University
employees or other End Users, such agreements shall be null, void and without effect, and
the terms of this agreement shall apply.

14. Survival

The Selected Firm/Vendor’s obligations under Section XIII, Item I (DATA AND
INTELLECTUAL PROPERTY PROTECTION) shall survive termination of this agreement until
all University Data has been returned or securely destroyed.

XIV. CONTRACT ADMINISTRATION:

Upon award of the contract VCU shall designate, in writing, the name(s) of the Contract
Administrator(s) who shall work with the contractor in formulating mutually acceptable plans and
standards for the delivery, installation and on-going service and/or maintenance that may be
required.

A. The Contract Administrator shall use all powers under the contract to enforce its faithful
performance. The Contract Administrator shall determine the amount, quality and acceptability of
work and shall decide all other questions in connection with the work.

B. All direction and orders from VCU shall be transmitted through the Contract Administrator, or his
designee. However the Contract Administrator shall have no authority to order changes in the
work which alter the concept or scope of the work or change the basis for compensation to the
contractor.

XV. ATTACHMENTS:

A: Appendix I - Participation In State Procurement Transactions Small Businesses and Businesses
Owned By Women and Minorities:

http://procurement.vcu.edu/media/procurement/pdf/document-
library/RFP Website Link Appendix 1.pdf

B: Appendix Il - Invoicing and Payment

http://procurement.vcu.edu/media/procurement/pdf/document-
library/RFP_ Website Link Appendix 2.pdf
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You will find as part of the enclosed, both the answers to the questions you posed
in connection with our most recent onsite during the Negotiation Phase of your
RFP but, also, information around other questions VCU has asked in previous
meetings (supporting documentation included).

1. Please clarify the WhiteHat response to Section VLF. Procurement Requirements.
The Requirements are restated in the response to this section in the WhiteHat
proposal. Does your company agree with the Procurement Requirements in Section
VIF.?

VIF.l Yes XX No
VIF2Yes No XX

- VIF3Yes  XX_ No :
VIF4 Yes  XX_ No

WhiteHat agrees with items VLF.1, VLF.3 and VIF 4 as written. With regard to
Section VLF.2, WhiteHat has provided a .document entitled VCU RFP(XI-
XHI)_General Terms_WH Comments(3May} (*VCU General Terms Comments”) that
includes WhiteHat’s comments to VCU’s standard terms and conditions and sections
from WhiteHat’s standard terms and conditions that are applicable to the performance
of WhiteHat services.

If “NO,” identify the specific term and condition(s) and the reason for non-
compliance.

N

Utilization of the words “should” or “may” in Section V1, Statement of Needs, Items
A through E indicates a non-mandatory requirement.

Does / Shall your company comply with the non-mandatory technical requirements as
presented in Section VI, Statement of Needs, Items A through E (ie. “should”
becomes “shall”)? 4

Yes XX__  No :

If "NO,” identify the specific requirement and the reason for non-compliance.
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3. On page 7 of the WhiteHat proposal, the mformanon about the warranty is not

clear. Is the information submitted the entire warranty? What is the reference
to Section 4.37 Is there warranty/indemnification to protect VCU from any third
party infringement claims? Please provide a copy of the complete warranty.

All of WhiteHat's warraniies from its standard terms and conditions were
provided in WhiteHat's initial RFP response. These warranties can be found in
Section 7 of the VCU General Terms Comments document provided separately.
WhiteHat is open to considering additional reasonable warranties proposed by
VCU. While WhiteHat does not offer a non-infringement warranty, we do offer
IP infringement indemnification - see Section 8 of the VCU General Terms
Comments document.

. Confirm that the offer from WhiteHat to provide the Application Vulnerability
Scanner is not expired, Does WhiteHat agree to extend the offer until June 30,

20177
Yes, WhiteHat Security agrees to extend the offer until june 30, 2017.

. Small, Women-Owned and Minority-Owned Business Commitment:
Complete and submit Appendix I of the RFP. {Attached) VCU has a 42.0% SWaM

expenditure goal.

Provided separately as part of email transmission dated May 8, 2017.

. Invoicing and Payment:
Complete and submit Appendix I of the RFP. (Attached)

Provided separately as part of email transmission dated May 8, 2017.

. Please indicate how long after the contract award your firm can commit the proposed
resources to the project.

Immediately.

. While VCU does have 247 Web Applications, the proposed price for the Sentinel
Application Vulnerability Scanner solution is significantly over budget. At this time
VCU is considering phasing in the number of Web Applications starting with the
forward facing applications. Please come prepared to discuss reducing the number of
applications, the DAST Pricing Weighted Average, and the size of the Web
Applications. Also, it would be helpful to know what actual price differences there
are between Platinum Support, Gold Support and other support offerings.
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Provided separately as part of email transmission dated May 8, 2017, entitled
VCU Pricing.

Is the pricing offered the most favorable pricing offered to any customer for the same
volume at this particular time? What additional discounts or price breaks can be
offered?

WhiteHat maintains the pricing enclosed herein is consistent with pricing issued in
circumstances similar to the scope VCU has outlined.

Please elaborate on the coverage.

Provided separately as part of email transmission dated May 8, 2017, entitled
Datasheet Customer Support. '

Confirm that the Clarification Response dated March 10, 2017 is incorporated into
the Negotiation Response by reference.

Yes, WhiteHat Security’s Clarification Response dated March 10, 2017, is
incorporated into the Negotiation Response via email transmission.
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Optimizing your use of WhiteHat Sentinel
~with fast, reliable support

WhiteHat ernpowers you to protect critica] data, ensure compiiance, |
reduce risk and accelerate the deployment of secure applications
and websites. By providing accurate, comprehensive, and risk-based
application security assessments as a software-as-a-service, we
deliver the visibility, flexibility. and guidance that organizations need
1o prevent web attacks,

aii the web apphcat;on securiy i nfermauon that Whlteriat Semmei
delivers. With over 40,000 web apgplications under management,
many in the Fortune 500 companies, WhiteHat's customer support
team has superior technical experience in application security,
delivering the resources you need to reduce risk, and improve
security processes,

whiteHat Security’s highly rrained security teams provide enterprise-
class scitware security support. Our engineers kriow web servers,
web applications, and web application software development,
including hands-on experience with leading software development
tframeworks, design patterns, and implementation practices, as they
relate to security. There are three levels of support evailable to
Sentine! customers: Standard, Gold, and Platinum,
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Christopher Perkins
Regional Sales Director
571.481.0895

chris.perkins@whitehatsec.com
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. You will find as part of the enclosed, both the answers to the questions you posed
in connection with our most recent onsite during the Oral Presentation Phase of
your RFP but, also, information around other questions VCU has asked in
previous meetings (supporting documentation included).

How do you manage the varying personalities from a Customer Service &
Technical Perspectives?

Answer can be found in Ryan O'Leary's, VP Threat Research Center Video Testimonial
o the VCU Security Team & Supporting Staff.
httos://www.youtube.com/watch?v=dQJzq8zziI8A&feature=youtu.be

How is it in a bullpen environment can we ensure consistency in the
approach/processimethodology by which the customer is served by the TRC?

Answer can be found in Ryan O'Leary's, \/P Threat Research Center Video Testimonial
to VCU Security Team & Supporting Team.
https://www.youtube.com/watch?v=dQlzq8zzI8A&feature=youtu.be

Having pioneered Dynamic Application Security Testing 15 years ago, what things
are you doing to stay ahead of your com petition? Where is WhiteHat and its
services headed?

Answer can be fouh'd in Setu Kulkarni's, VP Product Management, Video Testimonial.
https://www.youtube.com/watch?v=dQ)zq8zzI8A&feature=youtu.be

Why WhiteHat, Why a Software-as-a-Service Model vs. a Tool Approach?

Answer can be found in Craig Hinkley's, CEQ, Video Testnmomal to the VCU Security
Team & Supporting Staff.
https://www.youtube.com/watch?v=dQJzq8zz/8A&feature=youtu.be

Since vulnerabilities are assigned status values in a persistent findings model (i.e.
‘Open,’ ‘Closed,’ etc.), how does WhiteHat provide VCU with the ability to accept

certain vulnerability findings as acceptable risks that do not require inmediate

attention/remediation? How can these acceptable risks be tracked by VCU?
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in addition to *Open’ and ‘Closed,” clients have the ability to flag vulnerabilities as
‘Accepted,’ whereby a vuinerability finding can be separately flagged for the purpose of
reporting and data analysis, Any time a vuinerability is categorized as ‘Accepted,’ VCU
will also have the ability to assign a Tag to the vuinerability, for the purpose of tracking
why the vulnerability was identified as an acceptable risk for VCU. All findings will
continue o age based on first identification, until such fime as they are successfully
closed,

How deep does WhiteHat’s Mobile testing capability go? Specifically, how does
WhiteHat address Dex Byte Code?

During Mobile testing, WhiteHat will decompile the binary into the Dex Byte Code and
review for the presence of any hardcoded sensitive data. However, WhiteHat does not
conduct a line-by-line review of that byte code.

What is the SLA for response times on the ‘Ask a Question’ component of
service?

_There is no standard SLA for response times for this service component. Responses

from the Threat Research Center take no longer than 24 hours. However, almost all
response times are significantly faster than 24 hours, .as the TRC is staffed

24x7. Typical response time is same-day, usually a few hours or less, depending upon
the questions asked and the time of day.

Your solution should have project management components built in, where VClW's
security teams and developer teams can address flaws found and record that
treatment in one system for auditing purposes.

All WhiteHat findings are "stateful” rather than stateless. This means that vuinerabiiities
remain ‘Open’ until corrected in subsequent testing, at which point in time the
vulnerability will be updated to *Closed.” This is in contrast to static resuits and reporting,
which requires side-by-side or delta analysis. In addition fo ‘Open’ and 'Closed,’ clients
are able to elect to accept vulnerability findings without remediating, which are then
labeled as ‘Accepted.” An audit log of all vuinerabilities is maintained for each individual
finding.

Your solution should also provide historical tracking in regards to what flaws
were found and when.
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All WhiteHat findings are tracked from first discovery, and will age based on time passed

since first identified. WhiteHat will provide aging metrics for vulnerabilities, and these

metrics are also incorporated into WhiteHat dashboards for trending analysis.

Your solution should be able to notify VCU whether a particular application is
utilizing the vulnerabie routines in a particular third-party library.

WhiteHat is able to identify and analyze third party libraries and components, and
Software Composition Analysis is available for all Sentinel Source (SAST) customers at
no additional cost. If desired by clients, and assuming there are no contractualilicensing
obstacles between clients and their third-party content providers (or between WhiteHat
and content providers), WhiteHat is able to scan third parly libraries as long as the
referenced files are included within the branch of code that is targeted for testing.

What is ydur proposed pricing and licensing model?
Flexible SaaS model. Pricing is based on both an annual subscription model per

application or an annual point based subscription system to provide the upmost
scalability and flexibility — and includes but not limited to the following services:

Service WhiteHat Security

, WhiteHat Security engineers manually verify vulnerabilities to
Free of false positives | ensure accurale, actionable data that is free of false positives.

WhiteHat Security provides intelligent, manual form execution.
WhiteHat Security engineers manually configure forms —
Customn configured web | working to exercise the many form variations. For example, if 5
forms different complefion paths exist, accordingly the engineer will

- work to assess the 5 site areas.

VhiteHat Security technclogy is uniquely designed to operate in
the production and pre-production environments. WhiteHat
Security engineers tune and configure the testing service
environment o ensure production safe testing.

Production safe

Access to Web Whiteﬁat Sec_urity team members are recognized industry-wide

Application Security for their contributions and expertise. We provide ph_one, email

Experts and chat access o the team in support of vulnerability concerns
and resolution in an unlimited fashion at no additional cost!

Coverage for the 49 WhiteHat S#ecurity uses WASC Fhreat c!afsses as our gu}depcfst
for performing assessment services. WhiteHat Sentinel Service

WASC Threat Vectors \ . X .

provides the most complete coverage in the industry providing
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support for the full complement of WASC-defined vuinerabilities
~ business logic and technical.
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Dedicated Customer
Success Manager

“*\ e

?i?e%gf\} is accountable for coordinating support services and
provides a conduit between WhiteHat Security, your web
application business owners, web developers feams. The CSM
is an advocate for the customer,

Trend analysis

Historical vuinerability data enables measurement and ifracking
of secure code training, confract programmer services, and
other remediation efforts, Vulnerability data is rated and
presented by severily, threat, and web properly asset valuation.
Results can be measured providing helpful cost-justification for
future initiatives.

Unlimited Assessments
{ Keep Pace with Code
Changes

Service frequency is expressly intended to help customers
mitigate gaps between annual and / or periodic pen-tests and
keep pace with frequent code changes. The approach affords
timely vulnerability idenfification and near real-time remediation.

Continuous threat
updates

Continuous threat updates ensure identification of the latest
exploits and up-to-date prevention. The solution is expressly
intended to enable our customers to mitigate gaps between

annual and / or periodic pen-tests.

WhiteHat Security will provide a senior security resource fo
review onsite with business owners, the security team, and
others the overall security posture of your ::ompany This

review will discuss:

Annual Onsiie Strategic
Process Reviews

= Vulnerability data discovered during the engoing Sentine]
assessment
Vulnerability statistics and measurements
Mitigation techniques and Security best practices
The current web security landscape

Static Code Analysis
{SCA)

WhiteHat Sentinel Source is our static application security
testing (S8AST) product. It is used for scanning source code,

identifying vulnerabilities, and providing detailed vulnerability

descriptions and remediation advice, as well as precise ready-
{o-implement remediation solutions for particular exposures.
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PROPOSAL TERM SHEET

WhiteHat Sentinel Premium Edition (PE) is ideal for websiles that are
permanent, mission-critical, have multi-step forms, and have rigorous
compliance requirements.

Fully PCl 6.6 compliant, Sentinel Premium Edition protects websites that
might be the potential victim of a systematic, repeatable and targeted attack,
and includes testing for both technical and business logic vulnerabilities.

‘Business Logic Testing includes creating a customized testing scheme
developed and performed by WhiteHat Security Engineers, mapping out your
web application (users, roles, and custom business workflow}, identifying and
validating account privileges across roles and between users, as well as
prioritizing vulnerabilities based on your business goals and intentions,

WhiteHat Sentinel Standard Edition (SE) is designed for websites that are
permanent, but not necessarily mission-critical or sensitive in nature, and may
have mutti-step forms and authenticated user access.

WhiteHat engineers in the Threat Research Center will manually configure the
Sentinel scanning engine to ensure .proper coverage and safe testing.
Additionally, security engineers at WhileHat will monitor applications for
changes that may require new configuration updates, and engineers will also
configure Sentinel's proprietary Login Handler technology to ensure proper
session management for the duration of testing.

WhiteHat Sentinel Baseline Edition (BE) is intlended for websites that are
primarily static by nature, with little or no user interaction within the application
itself. This may include permanent as well as temporary applications, and
Baseline Edition scans are provided on an unlimited basis while maintaining .
production safety. :

All vulnerabilities found among websites that are tested using WhiteHat
Sentinel Baseline Edition are manually verified by security experts in
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WhiteHat's Threat Research Center, and WhiteHat engmeers are avaz]ab!e 1o
answer any vuinerability-specific questions on a 24/7 continuous basis.

= 100% Verified Vulnerabiities {150 Security Experts at Threat Research Center)

= Remediation Guidance for all verified vulnerabilities

= Unlimited Continuous and Concurrent Testing

= Concierge On-boarding and Administration

= Production Safe (Single Threaded and Benign) Testing

= Full Application Configuration for customized testing ~ including confinuous
monitoring and fine tuning

= Configurable Prioritization of Applications and Vulnerabilities

= 24]7 Dashboard access via the Internet

= Open XML AP Integration

= Unlimited Role Based User Access

Customized Trending Analysis and Benchmarking
\WHITEHAT SECURITY - STATIC (SOURCE CODE) TESTING SERVICES:

WhiteHat Sentinel Source is part of the WhiteHat Sentinel suite of vulnerability

management solutions. Sentinel Source is a subscription-based Static Application
Securily Testing (SAST) solution, directly inspecling source code for
vulnerabilities. WhiteHat has designed a solution from the ground up to address
the unique characteristics of SAST. Source code assessment permits the
discovery of vulnerabilities that are harder {o detect in production, and by doing
assessments in the development phase, vulnerabilities may be remediated earlier.

WhiteHat Sentinel Source directly assesses source code and gives
developers accurate vulnerability data, enabling them fo assess and fix code
continuously throughout the software development lifecycle (S8DLC). Sentinel
Source includes verification of all vulnerabilities by the WhiteMat Threat
Research Center (TRC). ‘

WhiteHat Sentinel Source, when combined with WhiteHat Sentinel, delivers a
proven, scalable and affordable enterprise website security platform
{incorporating consistent testing methodologies, processes, and governance)
across the SDLC - reducing the risk of exposure {o website security breaches,

Preservation of intellectual Property: No need for source code, the foundation
‘of any business, {0 leave the premises. Sentinel Source was designed to fit within
the way organizations work. WhiteHat deploys a HMW or VM -appliance at the
customer's sile. Because assessmenis are done on the premises and only small
code snippets are available to WhiteHat TRC engineers for verification, source
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code will not eave the deveicper s lecation ~ ehmmatmg the possszi:ty of IP loss
or theft.

Sentinel Source enables continuous update of attack vectors via Rule
Packs that identify and verify vulnerabilities — this ensures that developers
stay up-to-date on the latest attacks.

Easy to set up and use: No need for in~hpuse training or security expertise,

Support for Java, NET, PHP, JavaScript and Objective-C Languages
100% Verified Vuinerabilities (180 Security Experts at Threat Research Cenier)
Remediation Guidance for all verified vulnerabiiities

- Fully supporied plugin integration with varicus SDLC programs, platforms and
tools for optimal developer adoption
Unlimited Testing
Directed remediation and suggested patches for specific vulnerability classes
Software Composition Analysis for third party and open source libraries
Concierge Onboarding and Administration
Full Application Configuration for customized testing
Configurable Prioritization of Applications and Vulnerabilities

2477 Dashboard access via the Intemet

Open XML AP{ Integration

Unlimited Role Based User Access

Customized Trending Analysis and Benchmarking

-

'PRICING PROPOSAL . .

PE 37 185,000

SE 123 - 307,500

BE 86 68,800

Source - XSmall 64 201,600
Source - Small &5 291,525
Source - Med 26 . 208,040
Source - Large 2 37,960
Source — XlLarge 1 33,945
Source —XXtarge 2 112,420
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l Source —Jumbeo l 1 I 62,050 l
Platinum Support
RS g

Conciuswn' -

Wh teHai soluﬁon is the most cost—eﬁeciwe selut:an
tc deﬁver accurate & actzmable secur;%y mie hgence

TCO Modeling: Approach and Assumpiions

Developed 3 TGO Wodels for builging an Application Sacurly Vulnsebity Program
» Modell: 3% Paty Consulisnis / Pen Testing approsch
» Noded 2 Applicsiion Secwity Tool sugmented with mterns] seasrity tham
» HModel3:  WhiteHut Security enabling your App Sectdty - Vulnerabiliy Management progmm

Assamptws used m Bfﬂ F’arsy vcnsuixams ) Pen Tes ting, T{X} !& o::ei

‘ ~mrzxy0maut:m& R Ax»emga‘rm*acmmmm . »Nmfmdmmmiam«w o
g - Penoiation Testing for | Web sl 0 neaedgdta WW&&%

' Average effaﬁ tc fitter murFai&e .
pnsxtwes using a thtrd par:y scanner
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Tmtodo&bﬁwam Comnposi xm
“ i Analysis Manually (SCA)-

Remediation Costs (per defect)
&7, 600

sy N & By 5t + o
Drveioprrmert P LRETTest FProduttion
Sources: Natonas! institute of Smindards pndg Tochnosiogy: Ponoemaen insiituie

+  WhiteHat Security will work with VCU Legal fo establish MSSA.

» Pricing Assumptions: 247 Web Applications | DAST Pricing Weighted Average:
15% PE, 50% SE, 35% BE

s Prepaid Payment Terms: Net 30.

= Expiration: April 28, 2017.

3 EXECUTIVE SUMMARY

WhiteHat Security has been delivering Saa$ based assessment solutions with
proprietary technologies since 2003. The goal from the start was to offer the most

. complete and accurate web application solution that could scale to meet the needs of
the world's largest organizations while requiring them to only have the security staff of
smaller organizations. - ‘ )
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Now that WhiteHat Sentinel is actwey assessing more applications than any other
platform in the world, resuiting in the largest database of validated vuinerabiliies of any
kind worldwide, it is safe to say that the goal has been accomplished. WhiteHat Security
is excited to propose the Sentinel risk management solution in response to VCU's
Application Vulnerability Scanner RFP,

WhiteHat Security is the leading provider of Software as a Service based website risk
management solutions that protect critical data, ensure compliance and narrow the
window of risk. WhiteHat's security services combine proprietary scanning technology
with custom testing by the industry's only Threat Research Centre (TRC) — the largest

team of its kind in the world. The TRC is ateam of over 150 web apphcaﬁom security
experts who act as a critical and integral component of the WhiteHat Sentinel website
vulnerability management process.

As with all WhiteHat services, 100% of the vulnerabilities are manually verified virtually
eliminating a problem with all automated scanning technology — false positives ~
greatly simplifying the remediation process for developers. Sentinel’s self-service web
based portal allows all stakeholders {management, securily staff, developers, elc.)
uniimited access to the same vulnerability information and at a leve! of detail that is
tailored to the needs of each individual,

Over 15 years in the Application Security Testing space has afforded WhiteHat Security
the opportunity to see first-hand the challenges being realized by security feams smalf

and-targe-atke-Through-a parinership with-WhiteHat Security - VCU-wilt-see first=hand
why traditional approaches in securing assets at the application layer falls short in being
able to scale, engender frust between DevOps and Security and, ultimately, provide an
acceplable level of risk to organizations looking to address what has become the most
vulnerable layer in the security stack — the application layer.

With the most recent accolade of being recognized as the most influential Security
Vendor to CISOs in the market, we look forward to showcasing why it is through our
Security-as-a-Service model and the industry’s only continuous, concurrent,
production-safe scanning technology, will VCU be able to claim it has provided its
stakeholders and loyal clientele with the mos! secure, cost-effective method of protecting
one's assets at the application layer in the market.

How many years has your company been in business? Please list any major
milestones such as significant acquisitions or the introduction or elimination of
relevant lines of husiness.

WhiteHat Security was founded in October 2001 and has been operating for 15 years.
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October 2016 ~ WhiteHat announced WhtteHat Sentinel Mobile Exprsssm, a new
addition to its mobile application security offerings powered by technology from mobile
security solution pioneer NowSecure, The solution provides fast and accurate mobile
application security testing using a combination of fully-automated static, dynamic, and
interactive assessment technology and augmented by expert verification and analysis by
WhiteHat Security’s Threat Research Center (TRC). The new solution supports iOS,
Android, and Swift applications, with detailed views and reporting integrated into the
WhiteHat Sentinel platform.

June 2016 - WhiteHat published its eleventh annual Website Security Statistics
Report in May. This report provides a one-of-a-kind perspective on the state of website
security and the issues that organizations must address in order to conduct business
online safely. It is alsp the ONLY report that focuses exclusively on unknown
vulnerabilities In custermn web applications, code that is unique ta an organization, and
found in real-world websites.

Mid-2015 - WhiteHat infroduced the WhiteHat Security Index (WSI), a2 new feature in
WhiteHat Sentinel that provides an immediate way for customers fo understand how
secure — or not ~ their websites are. It's the only report of its kind in the industry. An
additional Peer Benchmarking dashboard enables users to determine the security of
their web sites compared fo industry peers,

WhiteHat Sentinel Source, WhiteHat's SAST solution, expanded its capabilities
with Directed Remediation and Software  Composition Analysis (S8CA). _The Directed

Remediation - capability offers targeted and customized code fixes for crifical
vulnerabilities, while the new SCA capability enables users to detect and remediate any
vuinerabilities that are already known to exist in third-parly libraries and open source
code.

August 2015 — WhiteHat announced the strategic parinership with Prevoty with product
level integration that enables automatic mitigation of applications vulnerabilities via
Prevoly's Runtime Application Self Protection (RASP) technology.

August 2015- WhiteHat Security was named a leader in the Gariner's Application
Security Testing Magic Quadrant for the third year in a row.

Late 2014 - WhiteHat expanded its TRC team to over 150 security experts total. In late
2014, the company established a research center in Belfast, Northern Irefand, and that
team grew fo over 50 security engineers by the end of 2015.

August 2014 - WhiteHat Security was named a leader in the Gariner's Application
Security Testing Magic Quadrant for the second year in a row. ‘

July 2013 — WhiteHat Security was named a leader in Application Security Testing by
Gariner in July 2013.
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December 2012 — Launched Sentinel Mobile with support for iOS and Andrond

June 2012 -~ Launched Sentinel Source, a scalable Static Application Security Testing
(SAST) solution.

January 2012 ~ Launched Sentinel Baseline Edition (BE) Enterprise, which combines
Asset Identification and Risk Profiling with Sentinel assessment services,

June 2011 —~ Launched Sentinel PrelLaunch (PL), which provides website vuinerébiﬁty
management and assessments for staging environments prior to production.

'June 2011 - Acquired Infrared Technology to add SAST, a static code apphcation
testing solution, into the Sentinel product family.

April 2008 — Launched Sentinel Baseline Edition (BE), an Enterprise class entry-level
web application security solution.

December 2007 — Launched Sentinel Standard Edition (SE), an Enterprise class mid-
level web application security solution that provides custom configurations.

Describe your experience in working with companies similar to vCu.
One of the greatest luxuries that WhiteHat Security offers us as employees is the ability

to truly help companies become more secure. Over the years, we've taken our scalable
SaaS model and greatly improved it, constantly refiring due fo the changing needs of

both the security world as well as well as the security policy of the enterprises we work
with.

The following Is a good example of the experiencés commonly shared by large
enterprises that leverage WhiteHat:

1. Onboarding Phase — The on-boarding process is a critical juncture to
establishing your trust and this process is where the end user gets fo meet
the support team. WhiteHat's Deployment Engineers are technical
professionals with experience in the security industry, who review any open
cases during the deployment phase and facilitate quick resolutions {o ensure
a seamless on-boarding experience. They provide end users with all the
details needed fo get the Sentinel service up and running. The mfom:ahon
that is needed from the end user includes but is not limited to:

Application URLs
Credentials

Assessment Schedule
Mock Data _

Primary contacts / users
‘Special testing instructions
etc.

eroapop



We typaca ly start with exther a WebEx or an onsite visit where we also
discuss the Senfinel service and answer any guestions the users may have.

2. Initial Assessment Phase — This is the initial two weeks after we've obtained
the necessary assessment information. This is where all the applications that
were set up are fully assessed, configured, and tested based on service line
for vulnerabilities.

3. Resulis Overview Phase - After the initial assessment, we sfrongly
encourage the end user {o take some fime and mest with us fo discuss the
vulnerabilities discovered. During this time, we will either present over
WebEx or onsite, the issues that were found - often demonstrating them live
at the request of the end user. We will go through what they are, how they
were discovered, how they might impact the business, and answer any
questions you may have about them,

4. Ongoing Maintenance Phase — After the initial assessments have been
completed on the applications, the WhiteHat Security Threat Research Center

(TRC} will constantly monitor the web applications as they are assessed
based on the customer set schedule. Any changes to the application will be
detected automatically, configured, assessed, verified, and reported to the
Sentinel Ul proactively, -If anything-is required by the end user we will reach

out to them and lef them know exactly what is needed to ensure a thorough
assessment. For exampie, if credentials are locked out or an associated
hostname is needed.

5. Measuring Success Phase ~ This typically comes after several months of
being under the WhiteHat service and often consists of measuring the
* success of the security program. We will work with the end users to provide
metrics and frending of the overall data accumulated throughout the
assessments. Example of this data include:

Remediation Percentage

Time to Fix issues -

Most common vulnerabilities

Window of exposure

WhiteHat Security Index (WSI) — W8I is a measure of a site's security
posture, calculated from a comprehensive set of data signals including
number of vulnerabilities, remediation rate, time-to-fix, window of
exposure and many more.

f. Peer Benchmarking - A comparison on key metrics including number
“of open vulnerabilities, average time-{o-fix, and average remediation
rates for your web applications against industry and global averages.

papow
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This data can theh be compared to the industry averages across each of the major
verticals. This begins the foundation of being able to answer questions like:

Are we getling better?

How do we compare to -other people within the Entertainment industry?
What is our most common issua?

What are the possible consequences of having this issue?

How long does it take to fix a critical issue?

S

Throughout all of the phases, we maintain a strong information loop with our customers
and greatly apprecuaie any feedback fo continue the improvement of the Sentine|

service.

Describe any other relevant background information about your organization and
your gqualification to provide the request product/service.

Key relevant background information includes:

WhiteHat Security was first in the industry to deliver a Software as a
Service (SaaS) solution for Dynamic Application Security Testing (DAST).
We have the world's largest army of application security engineers in our

Threat-Research-Center (TRC) of over 150 and growing. - These-security
engineers act as an extension of your security team, by

always being available to help you with any questions or concerns you may
have in regards fo the application security vulnerabilities.

Performs approximately 300,000 assessments per month.

Surpassed 40,000 websites under nmanagement by WhiteHat Sentinel in
August 2016.

WhiteHat Security operates 24x7x365

Describe how multiple application security testing deployment solutions can be
integrated into a unified architecture.

When leveraging mulliple application security testing deployments, it is
highly encouraged to create a single repository for vulnerability information,
analysis, and management. This is especially useful when combining '
mutltiple layers of assessments, for exampie network scanning,
infrastructure assessments, web application assessments, and source
code analysis. There are GRC {ools such as Archer, and Vulnerability
Management systems like Coded, Kenng, and LockPath, even Bi
visualization engines like Tab!eau which can serve as a central location for
all of this information.

WhiteHat Sentinel integrates thh all of these through various means, most



) Ul

commeonly via an XML APl or CSV upload.

KEY BENEFITS OF WHITEHAT SENTINEL SERVICE

Turn Key: WhiteHat Sentinel is a SaaS based assessment sclution. There are no
hardware or software configuration requirements by the customer. The only
information required to start the service are the hostnames of the application, the
permifted scan schedule and authentication credentials if required. The process does
not require any customer resources o produce impressive, actionable resulis.

Manually Validated and Prioritized Results: Unique to WhiteHat Security, ail
vulnerabilities are verified by the Threat Research Centre to eliminate false positives
and are prioritized by threat and severity, so results are accurate and actionable.

Unlimited and Continuous Assessments: WhiteHat provides Sentinel as an annual
service. Sentinel enables organizations to comprehensively assess their production
websites as frequently as they deploy new code, whether it is a patch or a major
release. Most of our customers are running assessments on a continuous, 24x7 basis.

Unlimited User Access: All Sentinel services include unlimited user access to the
Sentinel portal. The level of user access is govemned by the assigned Sentinel role
and applications the user is granted access {o. The customer can administer the
accounts of all the Sentinel users via the Administration area of the Sentine! portal.
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Open RESTiul API: The Sentinel API allows users to integrate Sentinel information

- into their own applications with an extensible RESTful interface. The capacity to
integrate Sentinel data into internal applications allows you to integrate with bug
tracking, security information and event management (SIEM), and Web application
firewall (WAF) products. The AP! currently supports vulnerability data, website
configurations, and policy information. '

Individual Vulnerability Retesting: Users of the perial with appropriate access can
initiate the retest of individual vulnerabilities with a simpie dlick of the mouse. if the
vulnerability was automatically detected, the retest will occur immediately and the
result will be published within minutes. If the vulnerability was manually detected, the
retest will be placed in a queue and a security engineer will manually test the
vulnerability and publish the resulis that same day. This allows developers fo get quick
feedback and more effectively remed:ate vuinerabilities,

Direct Access to TRC Engmeers: Each vulnerability description will include a
detailed description of the vulnerability, how fo remediate the vulnerability, and a listof
external resources o get more information about that category of vulnerability. if a
user has a question about any of this information or about anything related to the
vulnerability, they can submit a question to the TRC engineers viza a button in the

Sentinel portal. This will mmate a logged conversation within the portal that will be

displayed-along with the vulnerability details:

Email Alerts: Sentinel users can elect to receive aufomatically generated emails from
Sentinel that will provide a status of the applications they have access fo, as well as all
associated open vulnerabilities. This will ensure users are aware of all newly
discovered vulnerabilities even if they don't regularly log into the Sentinel porial,

Flexible Reporting: PDF, CSV and XML reports can be generated within the Sentinel
portal. The reports can be generated for single or multiple applications. Fillers can be
applied when generating the reporis to control what content should be included in the
repert.

Integration with SDLC: Sentinel Source supports commonly used programming
languages, and provides plug-ins and integrations with popular Integrated
Development Environments (IDEs), Software Configuration Management (SCM)
products, bug trackers like Jira, dependency management frameworks and build
servers like Jenkins, as well as ALM tools with WhiteHat Infegration Server.
Developers can view custom vulnerability descriptions and remediation advice, directly
ask a question to TRC engineers and use bug trackers fo track vulnerabllities entirely
within their IDE tool.

Peer Benchmarking: At WhiteHat, we have assessed tens of thousands of websites
across a range of verticals, which offers us a unique perspective into the security
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posture of organizations of various sizes. Our peer benchmarking dashboard displays
a comparison of ley metrics like number of open vulnerabilities, remediation rate, time
to fix etc. for not just your websites, as compared to others in your industry or globally.
This allows you to benchmark your security posture against industry peers — and this is
the data that you can bring to the management and the board while making key

security decisions.

WhiteHat Security Index: Sentinel's WhiteHat Security Index (WSI) enables you to
understand the overall security status of your websites. It also provides you with a
common metric to compare the security posture of each of your websites. Calculated
from a comprehensive set of indicator data, including window of exposure, number of
vulnerabilities, time-to-fix, remediation rate, and more, the WS gives you an instant,
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lWHlT‘EHAT SENTINEL DAST ~ DYNAMIC ANALYSIS
buit on a SaaS (Software-as-a-Service) — or Cloud-based

WhiteHat Sentinel,

technology platform, is the only solution to combine highly advanced proprietary
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scanning technology with custom testing by the Threat Research Center (TRC) a
team of website security experts who act as a critical and integral component of the
WhiteHat Sentinel website vulnerability management service,

Unigque to WhiteHat Security, every vulnerability discovered by any WhiteHat Sentinel
Service is manually verified for accuracy (by the TRC) and prioritized, virtually
eliminating false positives and radically simplifying remediation.  Sentinel DAST
assessments are production safe and run continuously. This ensures that customers
know the risk of their production web applications regardless of how frequently they
are pushing changes. In addition, all WhiteHat Sentinel services satisfy, and exceed,
PCl requirements for Web application security.

| SENTINEL PREMIUM EDITION (PE) S

ideal for Websites that are permanent mass;on-crmca have ngorous comp liance
requirements and, in which, the company relies on serving-ifs customers or business
partners and has mulli-step form-based processes.

* Continuous Automated & Manual Tesfing

Fully customized and configured for safety / thoroughness

All Results Manually Verified

Authenticated Technical & Business Logic Vulnerabilities

* *

‘Concurrenﬂy to the Sent nel automated assessment the busmess iogtc assessment
begins after the web application has been on-boarded.

A team of security engineers will map out and test your web application’s business
logic and workflows, paying particular attention {o privileges between and across roles
and users. For example;

. Can an Employee User access administrative functionality?
> Can a user see information for any companies other than their cwn?
° Cana user elect a Benefits package that should not be available as an option?

This additional testing by our engineers ensures that your business-critical applications
are being thoroughly assessed against any form of attack a malicious user may
attempt. Vulnerabilities discovered during the business logic assessment are reported
in the Sentinel Interface with specific details:

A custom description of the vulnerability and how it is exploitable
Steps to reproduce the vulnerability

The Ipcation of {he vulnerability

Request and response details

A vulnerability score aligned with PCl and CVS$S

Recommended solutions and best practice

$ L * 3 ] *
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Wh:teHat Sentinel DAST has been desxgned from the very begmnmg to be extremely
safe for production web applicalions. Our maxim at WhiteHat Security is "Do No Harm"
or, put more casually, we like to.ask before running a scan: "Is this Imporiant?” instead
of asking afterwards, *Was that important?” By default, WhileHat Sentinel operates
“production-safe.” This means that WhiteHat Sentinel only performs tests that it
identifies as idempotent — that is, tests that will not permanently change the state of
the system. So, you can be confident that WhiteHat Sentinel will safely scan your
production business websites during production (business or high-traffic) hours. We
have implemented three key features that are unigue to WhiteHat Security that ensure
that our testing remains completely safe for your production websites.

'cUSTOMIZED C: CONFIGURATiONS E

The WhiteHat Threat Research Centra (TRC) manua!ly reviews your web ap;;!scatton
and customizes Sentine! testing for safety and thoroughness. Every input, state
changing request (POST request), or sensitive functionality is carefully analyzed by a
human security engineer of the TRC. The security engineer will check this
functionality for safety first, then for depth and coverage. This is especially applicable
to administrative leve! functionality — things like create/delete user or groups. This kind
of functionaiity is deemed unsafe to test in an automated fashion and Sentinel will be
configured to not place these sensitive requests. A security engineer will test this
functionality by hand instead in order o ensure the safety of the application.

Examples of functionality that is commonly deemed unsafe:

e Creation end delstion of users or data

» Contact us features that involve sending e-mail

. Updating/Editing Profile or account data

¢ Leaving comments or forum posts (Submit functionality)

When an input or area of functionality is deemed safe for automated testing, a security
engineer will configure Sentinel submit valid data in order to get further into the
application. For example:

The website has a registration page that requires a valid name and e-mail address to
get to the next step of the registration process. A security engineer will recognize that
these inputs are required and teach Sentinel to submit valid information in order to get
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Executive Summary

WhiteHat Security 1s pleased to provide VCU with the following RFP response.

In our R¥P response, we are proposing WhiteHat’s Sentinel Saa$S Solution to meet your website
applicadon security and risk management needs. WhiteHat Security offers various levels of Sentinel
services — WhiteHat Sentinel Premium Edition (PE}, Standard Edition (SE}, and Baseline Edition {BE)
‘And Sentinel Source Services, WhiteHat Sentinel Services combine our proprietary scanning
technology with ongoing customized configuration assessments by the WhiteHat Threat Research
Center {TRC) to ensure accuracy. All vulnerabilities are Manually venfied, virtually eliminating a
problem that plagues all automated scanning technology — false positives — and efficiently simplifying
the remediation process for developers.

The WhiteHat Sentinel PE Service includes Manual business logic assessments by the WhiteHat Threat
Rescarch Team to identify business logic flaws within an application. Uncovering business logic
vulnerabilites can only be done by manually reviewing web applicatons o test key areas such as
account structures and other contextual logic.

WhiteHat Sentinel is a turnkey SaaS solution requiring no hardware installation, software
configurations, or hiring and training of additional security personnel. The web-based User Interface
allows all users (management, security staff, developers, 3% party consultants, etc.) unlimited or role
based access to detailed vulnerability information with suggested recommendations and solutions to
remediate the vulnerability and identify risk exposure over time. User access and privileges can be set at
a level of detail that is tailored to the needs of each individual.

KEY BENEFHTS OF WHITREHAT SENTINEL SERVICE:

o  Assessments occur in Production — 1i is crifical to assess publicly facing web sites to minimize
the window of exposure to vulnerabilities since this ts where web application breaches occur,

o Most Accurate Results — All vulnerabilities are verified, including custom configurations of complex
web applications and business logic testing,

e All vulnerabilities are rated by a Severity and Threal scoring system including the CVSS scoring
system.

WIRGINIA COMMOUNWEALTH UNIVERSIYY
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o Continuous and Concurrent Assessments — Option lo vun assessments of all web applications
etther continyously (recommended: 24x7x363) or on a custom schedule.

o “Continuous and Concurrent™ is defined as the assessment of all web applications in parallel.
Once assessment of all web applications 1s completed, the assessments will siart cver in a looping
fashion.

o Highly scalable to meet any number of web application wm an Apile Soffware Development Life
Cyele (SDLC).

o {Unlomited assessments.

e Deepest security expertise — WhiteHat Security has the degpest secunty experiise on the planel, from
the co-founder of WASC and a board member of OWASP to the 150+ team of secunity engineers available to
assess all your web applications and help to remediate vilnerabitities.

o Access lo securty engineers at no additional cost
» Easy-to-use solution & reporting
o No configuration of hardware or software.
o Web-based portal allows any rumber of users to access vulnerability results.

o Vulnerability racking over time shows every web application’s risk and exposuse.

Thank you for providing WhiteHat Security with the opportunity to meet these requirements at VCU.

VCU Statement of Needs

A. Scope of Introduction

1. VCU currently manages its 1T operations through a hybrid appreach, where most
infrastructure services are managed centrally through the central Office of Technology
Services (*OTS”), and customer facing services are managed in a decentralized fashion
by individual schools and departments. Among the decentralized services, application
development and provisioning are usually mnanaged by individual departments and
schools, with support of these applications collectively managed by both OTS and
individual departmental groups. From a central services perspective, application
provisioning guidance and general policies are available, but there is presently no
streamlined process for verifiable implementation of the recommended and required
controls. o

WhiteHat Security provides a cloud-based application security solution. For dynamic testing of web
applications (DAST), applications are approached via the cloud. WhiteHat scanners will need to be

4
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provided with access to any non-public facing {internal} applications, but hosting location for the target
applications is location-agnostic. For static source code testing (SAST), WhiteHat simply needs to be
able to reach the location where code is being saved by development teams. WhiteHat can facilitate
testing for code stored in multiple different locations, whether centralized, decentralized, or cloud-
based.

2. In order to minimize variances in the provisioning of applications and to ensure
quality and security of applications before deploying them into production, VCU is
currently developing an application vulnerability management program that integrates
key processes, personnel, and technology to address the aforementioned challenges.
From a technical architecture perspective, a critical cornponent in this initiative is an
application vulnerability scanner. The application vulnerability scanner is expected to
help VCU in identifying, prioritizing, and tracking vulnerabilities in both internally-
developed and third-party applications in use at the University. This Request for
Proposals (RFP) is designed to help VCU select an appropriate application vulnerability
scanner that can be integrated into its application vulnerability management program.

Founded in 2001 and headquartered in Santa Clara, California, WhiteHat Secunty is the leader in
application security, enabling businesses to protect critical data, ensure compliance, and manage risk.
WhiteHat is different because we approach application security through the eyes of the autacker.
Through a combination of technology, more than a decade of intelligence metrics, and the judgment of
real people, WhiteHat Security provides complete web sceurity at a scale and accuracy unmatched in
the industry. WhiteHat Sentinel, the company’s flagship product line, currently manages tens of

thousands of websites. Whitetiat Sentinel 15 a sottware-as-a-service plattorm that enables your business
to quickly deploy a scalable application security program across the entire software development
lifecycle (SDLC). By combining our scalable application scanning platform with the world’s largest
threat research team, we identify where you are vulnerable with near zero false positives, WhiteHat
Sentinel is incredibly easy to use — it requires no additional staff or software. No matter how much code,
how many websites or how often they change, Sentinel can scale to meet any demand without slowing
you down.

3. Initially, the application vulnerability program will have 100 developers at the
University and up to 247 applications (excluding cloud applications).

Through WhiteHat Security’s unique approach in protecting one’s assets at the application layer, both
the VCOU Security Team, and the University’s 100 developers, will be able to optimize its cfforts in
securing cade along every stage of the SDLC, while in no way impeding the rapid development of new
applications. VCU will see that WhiteHat Security provides the quickest time to value in the industry
through its Security-as-a-Service in that of Sentinel.

5
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B. The Contractor shall furnish, deliver, implement and provide ongoing maintenance
and support, and training for the application valnerability scanner.

1. The Contractor shall provide support for the product through phone, self-service
ticketing systems, and / or email on normal business hours (M-F 8 AM ~ 5 PM EST).

24x7x365 phone or email support for system is strongly preferred.

Live vulnerability data and alerts: 1f you have 24x7 assessments enabled vou will be alerted
immediately when  vulnerability is discovered and have the full details available 1o begin remediadon.
Our Threat Research Center (TRC; is available 24 hours a day to answer any questions you, your
team, or your developers may have about these vulnerabilities.

The ideal world when a critical issue is discovered is to have it immediately assigned out to a
development teamn and begin remediation. If any questions or concerns are raised by the development
team we are available to answer their questions! Support options include a 24/7 access to our
Salesforce support portal, phone support, or email. Al support options include the same follow-the-sun
support model to ensure one-hour response for critical issues. WhiteHat staffs the Customer Support
function 24x5. Platinum support includes access to a 24/7 pager noufication on the weekends that
connects the customer with the needed resource within an hour of the call.  This mechanism has been
proven with our largest customers, including onboarding new sites, any nctwork or server impacting
events, rendering assistance with critical vulnerabilities, or helping customers outside the Americas.

Recpnnﬁfﬂ times for support ticket submissions is one hour for urgent issues and 4 hours for any other

support requests 24/7. Urgent site assessment onboarding requests arc completed within 4 hours and
normal requests within one business day. Maintenance notficatons are communicated to company
administrators via email 72 hours prior to the performed maintenance. Outage notifications are
provided immediately 24/7. Both announcements are available also in the support portal. Maintenance
schedules are published 6 months in advance.

2. The Contractor shall provide standard service level agreement indicating anticipated
response times for service requests. At a minimum, the initial response time for
support requests cannot exceed 3 business days. '

All WhiteHat customers receive one-hour SLA response to Sentinel outages.  Other support SLA levels
vary by contract level and topic, not to exceed one business day for low severity issues reported by
Standard support customers. Al support issues are handled with a four-hour SLA for Premium Gold
support customers, and one-hour SLA for our Platinum support customers.  This SLA is matched with
round-the-clock staffing and a paging notification system to an on-call senior engineer who can assist
with any customer emergencies.

VIRGINIA COMMOHWEALTH UNIVERSITY
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3. The Contractor shall provide optional on-site training, support, or upgrade service
for the product.

Upgrades are taken care of automatically by WhiteHat. Any training required to manage the onsite
virtual appliance is delivered remotely. Onsite training for product usage, development security
training, and many other topics can be purchased at any time.

4. The Contractor shall provide options for request escalation for situation where rapid
response or additional expertise is needed.

Gold and Platnum support allocate a GSM to your account. The CSM will act as your single point of
contact for ongoing management of vour WhiteHat partnership as well as any escalations that are

. . red. Your sales representative also acts as an escalation point and has a direct line to company
Senior management.

C. The application vulnerability scanner shall be covered by the most faverable
commercial warranties the Contractor gives any customer for the system.

WhiteHat offers the following standard warranties:
10. LIMITED WARRANTIES.

10.1 Conformance with Documentation. WhiteHat warrants thart the Services will substantially
conform in all material respects in accordance with the Documentation. Customer will provide prompt
written notice of any non-conformity and provide WhiteHat a reasonable opportunity, not to exceed
thirty (30} days, to remedy such non-conformity. WhiteHat may modify the Documentation in its sole
discretion, provided the functionality of the Services is not materially decreased during the Term.

10.2 Service Availability, Whitelat warrants that the Services will meet the requirernents set forth
in Section 4.3 {Service Availability). In the event of a breach of the foregoing warranty, as Customer’s
sole and exclusive remedy, WhiteHat will provide the remedy set forth in Section 4.3.

10.3 No Viruses. WhitcHat warrants that the Services and the Training do not contain any
computer code that is intended to {i} disrupt, disable, harm, or otherwise impede in any manner, the
operation of Customer’s software, firmware, hardware, computer systems or network (sometimes
referred to as “viruses” or “worms”), (if) permit unauthorized access to Customer’s network and
computer systems (sometimes referred to as “traps”, “access codes” or “trap door” devices), or any other
similar harmful, malicious or hidden procedures, routines or mechanisms which could cause such

programs to cease functioning or to damage or corrupt data, storage media, programs, equipment or
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communications, or otherwise interfere with Customer’s operations.

10.4 Warranty Disclaimer. EXCEPT AS PROVIDED IN THIS SECTION 10, WHITEHAT
PROVIDES THE SERVICES AND TRAINING “AS IS” AND MAKES NO WARRANTIES,
EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, WITH RESPECT TO THE SERVICES,
TRAINING, REPORTS, DOCUMENTATION, TRAINING MATERIALS OR ANY OTHER
RELATED DATA, AND SPECIFICALLY DISCLAIMS ANY WARRANTY OF AVAILABILITY,
ACCURACY, RELIABILITY, USEFULNESS, ANY IMPLIED WARRANTY OF
MERCHANTABILITY, NONINFRINGEMENT, TITLE OR FITNESS FOR A PARTICULAR
PURPOSE AND ANY CONDITION OR WARRANTY ARISING FROM COURSE OF
PERFORMANCE, DEALING OR USAGE OF TRADE. SOME JURISDICTIONS DO NOT
ALLOW THE EXCLUSION OF CERTAIN WARRANTIES IN CERTAIN CIRCUMSTANCES.
ACCORDINGLY, SOME OF THE LIMITATIONS SET FORTH ABOVE MAY NOT

APPLY. THE FACT THAT AN ORGANIZATION OR WEBSITE IS REFERRED TO IN THE
TRAINING OR TRAINING MATERIALS AS A CITATION AND/OR AS A POTENTIAL
SOURCE FOR FURTHER INFORMATION DOES NOT MEAN THAT WHITEHAT
ENDORSES THE INFORMATION SUCH ORGANIZATION OR WEBSITE MAY PROVIDE
OR THE RECOMMENDATIONS IT MAY MAKE.

D. Mandatory Solution Requirements — The application vulnerability scanner shall at a
minimum have the following specifications:

1. The application vulnerability scanner must provide up-to-date valnerability data that
allows the accurate detection of potential vulnerabilities in applications.

The WhiteHat Sentinel service has created a continuous, real-time data feed and display for any
vulnerabilities discovered throughout the software development life cycle {SDLC). For dynamic testing
(DAST), the scanning technology runs "low and slow," which allows for safe testing of production
applications, often on a continuous, 24x7 test schedule {although this can be adjusted to fit any
scheduling requirements). As possible vulnerabilities are detected by WhiteHat's proprietary scanning
technology, resuls are analyzed in real-time by WhiteHat security engineers in the Threat Research
Center (TRC), and all confirmed vulnerabilities are immediately populated in the WhiteHat Sentinel
user interface. For static testing of source code {SAST), testing is again scheduled on a repeating basis,
with results immediately published to the WhiteHat Sentinel portal once confirmed by engineers in the
TRC. For both SAST and DAST, vulnerability data is stateful, rather than stateless. This means that
vulnerabilities arc displayed as open/closed depending upon the most recent iteration of ongoing
testing,

2. The application vulnerability scanner must provide a central management console

~ that displays vulnerability and trending data for all tested applications.

8
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Trending information on vulnerabilities, whether increasing over ime or decreasing, can be used by
organizations to pinpoint arcas of need to reduce overall risk represented by website vulnerabilites.

3. The application vulnerability scaoner must have tiered management capability
within the aforementioned central management console, where users of the console can
he assigned roles and responsibilities based on individual responsibilities, and the
principle of least privilege.

All Sentinel services include unlimited user access to the Sentinel portal. The level of user access is
governed by the assigned Sentinel role and applications the user s granted access, Customer can
admunister the accounts of all the Sentinel users via Administration area of the Sentinel portal. Access
control is based on the concept of least privilege.

4. The application vulnerability scanner must have the ability to conduct Dynamic
Application Security Testing (DAST) of an application in testing or production
environment, while minimizing impact to application availability.

WhiteHat Security technology is umquely designed to operate in the production and pre-production
cnvironments. WhiteHat Security engineers tune and configure the testing service environment to
ensure production safe testing. The services purchased for production would be configured to be
production safe (slower and uses benign tests only).

v o ettt
P X

5, The application valnerability scanner must have the ability to conduct Static
Application Security Testing (SAST) that supports (at a minimum) the testing of: Java,
Javaseript, C#, and PHP code.

Our SAST offering can anzalyze a number of languages commonly used in the creation of web
applications, including Java, JavaScript, ASE.NET, PHP and C#, the primary language used in the
NET framework.

6. The application vulnerability scanner must have the ability to clearly explain
vulnerability details, potential impact, risk rating, and proposed remediation options,
in a manner and timeframe that is actionable to developers and system administrators.

As part of the standard service, remediation advice is provided for every finding discovered during
WhiteHat Sentinel assessments and is accessible using the web portal, API, and direct conversation with
our Threat Research Center. We offer direct and unlimited access to our Threat Research Center for
remediation guidance and advice, but do not offer any direct remediation services. We do have a wide

9
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network of partrers that we are happy to refer you to in regards to remediation services. In addition,
developers can get valnerability descriptions and suggested remediation guidance as well directly ask-a-
question and get responses to/from the TRC from within the IDE itself. Daily pen tests are performed
and the remediation SLA is 24hrs for any vulnerability that may be found. With continuous scanning,
WhiteHat can provide remediation times for each vulnerability, across 1,000s of site.

7. The application vulnerability scanner must have the ability to track the valnerability
state for each application, and offer long term trending data for the security state of an
application.

The WhiteHat Security Index report assesses the risk of each individual applicadon based on the
vulnerabilities WhiteHat has identified for each, as well as comparing to global and industry percentiles.
WhiteHat also provides executive dashboards to display application-specific information based on real-
time data. These dashboards display trending data, information about the criticality and prevalence of
vulnerabilities within the application, and offer insight into the overall health of individual applicadons
from a security perspective. 'The dashboard reports can also be created for user-defined ‘groups of
applications, as well as for the entire portfolio of applications within scope of the engagement.

8. The Contractor shall provide the option to deploy the application vulnerability
scanner as a service in a hosted environment either directly to VCU or through a third

party.
The WhiteHat Security DAST scanning technology is housed in secure WhiteHat datacenters. The

DAST scanner cannot be packaged and hosted elsewhere; scanning takes places by provisioning the
WhiteHat scanners with access to target applications, either via secure satellite applicance (VM or
Hardware), or by creating firewall rules to allow WhiteHat traffic. The SAST scanning technology is
housed within a satellite appliance that can be deployed within the target network - direct or cloud-
hosted - as long as the SAST satellite appliance can communicate back to WhiteHat and is able to
reach the location where developers are saving their code.

9. The application vulnerability scanner shall provide the ability to integrate the
vulnerability data into multiple continuous integration platforms, bug trackers, and
integrated development environments {IDEs).

WhiteHat Security provides plug-ins and integrations for CI servers like Jenkins, bug trackers such as
Jira, and ALM tools with WhiteHat Integration Server for both Sentinel Dynamic and Sentinel Source
services. This enables support of continuous integration processes, DevOps work{lows and application
security testing at different stages of the Software Development Lifecycle (SDLC). In addition, Sentinel
Source supports commonly-used repositories / Software Configuration Management (§CM) tools,

10
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IDEs, as well as dependency management frameworks for Software Composition Analysis (SCA). A
WhiteHat API is also available for integration into custom enterprise development and other wols.

10. The application vulnerability scanner shall have the ability to generate customizable
reports of vainerabilities based on individual applications, and for the organization as a
whole.

Since a significant subset of reporting and dashboard data is available via the WhiteHat Sentinel AP,
this data can be casily leveraged to produce custom reports/dashboards or integrate WhiteHat data
into a much larger security data set for analysis.

11. The application vulnerability scanner shall provide the ability to schedule the
automated assessment of applications.

All DAST and SAST services are provided by WhitcHat on a scheduled basis. For DAST, testing can
be as often as continuous, due to the production safe naturc of WhiteHat's scanning and testing
methodology. Alternatively, structured test schedules can be configured (such as nightly, weckends
anly, specific test windows, etc.). For SAST, testing is also scheduled on a regular basis, and frequcntly
as daﬂ:, There is no limit 1o the number of tests conducted for the duration of a licensed service
engagement.

12. The Contractor shall assist VCU in developing hiring and training processes for
familiarizing developers with the product with the goal of maximizing product value
and utilization.

WhiteHat will provide training in the proper and efficient use of WhiteHat Sentinel services, including
the user portal and any supported integrations. Additionally, WhiteHat is able to assist with
determining areas of focus for development teams, in order to maximize value through targeted security
training. WhiteHat is able to use client vulnerability and remediation data to better understand possible
training needs, and offers both classroom and computer-based training services to improve value and
utilizatdon. WhiteHat will also offer vulnerability review sessions to help developers and security
organizations better understand findings and results, and WhiteHat security engineers in the Threat
Research Center are available 24x7 on an unlimited basis to answer any vulnerability-specific questions
that may arise. For optimal utilization, WhiteHat also provides several integration points to keep
developers at their normal workbench, and will work with client teams to help users consume WhiteHat
data directly into existing systems and solutions.

11
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E. Preferred Options and Services ~The items listed below are not strict requirements
for product selection, but are desired by the University, and will be given additional
consideration.

1, Ability for vendor to offer Runtime Application Security Protection (RASP) option.

WhticHat has partnered with Prevoty to provide a combined DAST and RASP solution. With the
WhiteHat Sentinel-Prevoty integration, clients have the option of mitigating Sentinel detected
vulnerabilities automatically by seamlessly integrating with Prevoty’s Application Monitoring and
Protection (AMP) solution. ‘This WhiteHat Sentinel-Prevoty integration combines Prevoty’s Runtime
Application Self Protection (RASP) technology with WhiteHat’s market proven Dynamic Application
Security Testing (DAST) technology. ‘

2. Ability for the aforementioned console to provide authentication to developers and
security personnel via Jasig CAS single sign-on.

WhiteHat is configured to provide single sign-on services via SAML 2.0 (Federated).

3. Ability to organize and group applications based on owners and / or business units.

WhiteHat Sentinel allows end users to apply tags on all of their assets. Sentinel also supports the ability
for customenrs to create “Asset groups” where they can group assets from both DAST and SAST. Users

may then perform searches, lookups, reporting, etc. based on these asset groups. Clients may also grant
user access and permissions with specific access based on group or individual application.

4. Ability to generate customizable reports of vulnerabilities based on application
owners and / or business units.

Since a significant subset of reporting and dashboard data is available via the WhiteHat Sentinel API,
this data can be casily leveraged to produce custom reports/dashboards or integrate WhiteHat data
into a much larger security data set for analysis.

5. Ability to perform vulnerability assessments on multiple applications
simultaneously.

Sentine! Dynamic is designed to scan websites continuously and detect code changes to web
applications automatically. All vulnerabilitics are manually verified by the security engineers of our
Threat Research Center (TRC), virtually eliminating false positives. Sentinel Dynamic offers true
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continuous assessment, constantly scanning your website as it evolves. Automatic detection and
assessment of code changes to web applications, alerts for newly discovered vulnerabilities and the
ability to retest a vulnerability without having to test from the beginning offering “always-on” risk
assessment. '

6. Provision of a full featured Software as a Service sclution for bath DAST and SAST
implementations.

WhiteHat Security's Sentinel Product family enables your organization to implement a secure
SDLC by detecting security vulnerabilities in your source code, mobile, and web applications
and protecting them with continuous and concurrent assessment methodology to mitigate
constantly evolving threats. By combining our scalable application scanning platform with the
world's largest security team in our Threat Research Center (TRC), we provide yvou with
actionable, credible results with near zero false positves.

WhiteHat is Integrated into the SDLC
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7. Ability for vendor to offer an easy to use and intuitive executive dashboard that shows
top vulnerable applications, trending data, and risk scores.
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The WhiteHart Security Index report assesses the risk of each individual application based on the
vulnerabilides WhiteHat has identified for each, as well as comparing to global and industry percentiles.
WhiteHat also provides executive dashboards to display application-specific information based on real-
dme data. These dashboards display trending data, information about the criticality and prevalence of
vulnerabilities within the application, and offer insight into the overall health of individual applications
from a security perspective, The dashboard reports can also be created for user-defined groups of
applications, as well as for the entire portfolio of applications within scope of the engagement.

8. Ability for vendor to offer tiered management system that allows individual
administration rights by single application administrator, application group
administrator, and global administrator.

All Sentinel services include unlimited user access to the Sentinel portal. The level of user access is
governed by the assigned Senunel role and applications the user is granted access. Customer can
administer the accounts of all the Sentinel users via Adminisiraton area of the Sentinel portal. Access
control is based on the concept of least privilege. Administrative users can be provisioned with group-
or application-specific access, or can be assigned privileges to administer assets and accounts across the
entire portfolio.

9. Ability for vendor to provide detailed explanation of the vulnerability including proof
of concept exploit code, and suggested remediation based on the original code (i.e.
rather than generic examples).

WhiteHat will provide proofs of concept directly within the Sentinel user interface. For static source
code testung (SAST), WhiteHat will identify the specific ines of code where the vulnerability exists. In
addition to providing remediation guidance for all DAST and SAST vulnerabiliies, WhiteHat will also
provide exact code fixes for certain SAST vulnerability findings. WhiteHat security engineers in the
Threat Research Center are also available 24x7 to assist with proofs of concept, remediation, and other
vulnerability-specific requests. ‘

10. Ability to attach metadata to applications so that applications can be classified by
arbitrary labels and categories.

WhiteHat Sentinel allows end users 1o apply tags on all of their assets, both the dynamic analysis web
applications and the applications being scanned with the Sentinel Source. Sentinel also supports the
ability for customers to create “Asset groups” where they can group assets from both DAST and SAST.
Users may then perform searches, lookups, reporting, etc. based on these asset groups.
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11. Ability for vendor to provide prompt technical support via phone, chat, or email to
application developers using the platform

A unique capability of WhiteHat 1s its function as an extension of clients’ security teams. This is most
clearly seen in the ability to interact dirccdy with WhiteHat security engineers at any time. This can be
done over the phone, through email, or most readily through the Sentinel interface itself via the “Ask a
question™ component. This functionality allows any Sentinel user to ask detailed questions about
specific vulnerability data ranging from proof of concepts, remediation guidance, steps to reproduce, to
discussions about business impact. WhiteHat is also more than willing to demonstrate vulnerabilities
live over WebEx or in some cases in person.

12. Ability for the application vulnerability scanner to provide workflow automation
that enables the automated notification of vulnerabilities and changes in risk posture.

All vulnerabilities are reported to the Sentinel user interface the moment they are verified by a security
engineer. These vulnerabilifies are then displayed in real time within the Ul where you may run
reports or set up automated email alerts. The automated alerts can be set up to oceur in real time,
daily, weekly, or monthly.

VCU Specific ProposalRequirements

2.Proposed Price. Describe in detail the proposed license model for the application
vulnerability scanner. Indicate in the Pricing Schedule, Section VIII of the RFP the
proposed price to include all costs associated with the license(s), any hardware or
appliances, implementation, hosting, maintenance, and training to include all proeposed
products and services. Additional charges shall not be allowed.

*Pricing Assumptions: 247 Weh Applications | DAST Pricing Weighted Average: 15% PE, 50% SE,
35% BE

Ve Prepesed Selrtien lemse  UEdes/ Companyibricel

Godel/
:

Sentinel Premium Edition PE 37 $20,000.00 75% $185,000.00

Sentinel Standard Edition SE 123 $10,000.00 75% $307,500.00
Sentinel Baseline Edition BE SG $4,000.00 230% $68,800.00
Sentinel Source Xsmall <100K <4 MB 64 $4,500.00 30% $201,600.00
LoC
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Sentinel Source Small <250K LoC <10 MB 65 $6,500.00 31% $291,525.00

Sentinel Source Medium <500K <20 MB 26 512,000.00 33% 5209,040.00
LoC '

Sentinel Source Large <1.5M LoC <60 MB 2 $26,000.00 27% $37,960.00

 Sentinel Source Xla rge <3M LoC <120 MB 1 546,500.00 27% $33,945.00

Sentinel Source XXtarge <SM <200 MB 2 $77,000.00 27% $112,420.00

LoC
Sentinel Source Jumbo >5M LoC  >200 MB 1 $85,000.00 27% $62,050.00
Platinum Support 1 $150,000.00 60% $60,000.00
Total » $1,569,840.00

3. Describe the proposed plans and approach for providing the products and services as
specified in the RFP. Consider the technical requirements in Section VI, Statement of
Needs, Items A through E in the context of implementation and ongoing support, costs
of upgrade and replacement, implementation timeline expectations, and costs of
warranty and maintenance. Specifically indicate what is included in the offer to provide
the required products and services by responding to all Items in Section VI, Statement
of Needs, Items A through F. In addition, provide information for the Items listed
below, but do not limit information to these Items:

One of the greatest luxuries that WhiteHat Security offers us as employees is the ability to truly
help companies become more secure. Over the years, we've taken our scalable SaaS model and
greatly improved it, constantly refining due to the changing needs of both the security world as
well as well as the security policy of the enterprises we work with.

The following is a good example of the experiences commonly shared by large enterprises that
leverage WhiteHat:

1. Onboarding Phase — The on-boarding process is a critical juncture to establishing your trust
and this process is where the end user gets to meet the support team. WhiteHat’s
Deployment Engineers are technical professionals with experience in the security industry,
who review any open cases during the deployment phase and facilitate quick resolutions to
ensure a seamless on-boarding experience, They provide end users with all the details
needed to get the Sentinel service up and running. The information that is needed from the
end user includes but is not limited to:

a. Application URLs
b. Credentials
¢.  Assessment Schedule
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d. Mock Data -

e. Primary contacts / users
. Special testing instructions
g ete

We typically start with either 2 WebEx or an onsite visit where we also discuss the Sentinel
service and answer any questions the users may have,

2. Initial Assessment Phase — This 1s the nifial two weeks after we've obtained the necessary
assessment information. This 1s where all the applications that were set up are fully assessed,
configured, and tested based on service line for vulnerabilities.

3. Results Overview Phase — After the initial assessment, we strongly encourage the end user to
take some time and meet with us to discuss the vulnerabilities discovered. During this time,
we will either present over WebEx or onsite, the issues that were found - often
demonstrating them live at the request of the end user. We will go through what they are,
how they were discovered, how they might impact the business, and answer any questions
you may have about them.

4. Ongoing Maintenance Phase — After the initial assessments have been completed on the
applications, the WhiteHat Security Threat Research Center {TRC) will constantly monitor
the web applications as they are assessed based on the customer set schedule. Any changes to
the application will be detected automatically, configured, assessed, verified, and reported to
the Sentinel Ul proactively. If anything is required by the end user, we will reach out to
them and let them know exacdy what is needed to ensure a thorough assessment. For
example, if credentials are locked out or an associated hostname is needed.

5. Measuring Success Phase — This typically comes after several months of being under the
WhiteHat service and often consists of measuning the success of the security program. We
will work with the end users to provide metrics and trending of the overall data accumulated
throughout the assessments. Example of this data include:

Remediation Percentage

Time to Fix issues ,

Most common vulnerabilides

Window of exposure

WhiteHat Security Index (WSI} — WSI is a measure of a site’s security posture,
calculated from a comprehensive set of data signals including number of
vulnerabilities, remediation rate, time-to-fix; window of exposure and many more.

oo oo

This data can then be compared to the industry averages across each of the major verticals.
This begins the foundation of being able to answer questions like:
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Are we getting better? ‘

How do we compare 1o other people within the Entertainment industry?
What is our most common issue?

How long does it take to fix a criveal issue?

halb

Throughout all of the phases, we maintain a strong information loop with our customers
and gready appreciate any feedback to continue the improvement of the Sentinel service.

3.a. Utilization of the words “shall” or “must” in Section VI, Statement of Needs, Items
A through E indicates mandatory technical requirements: Does / Shall your company
comply with the mandatory technical requirements as presented in Section IV,
Statement of Needs, Items A through E?

3.b. The vendor will provide a full list of supported programming langnages and
frameworks for the SAST product. See Section VI.D.5.

For static analysis service components, detail which programming languages your SAST offering can
analyze {include scripting languages).

Our SAST offering can analyze a number of languages commonly used in the creation of web

applications, including Java, JavaScript, ASP.NET, PHP and C#, the primary language used in the
NET framework. Mobile languages support includes Objective-C (0S8} and Android (Java).

For each language, please answer which specific versions are supported —for example,
older versions of .NET, older versions of Visual Basic and so on.

Javal.1, 1.2, 1.3, 1.4, 5.0, SE 6 and SE 7 are supported. New language features included in Java SE 8
is currently under analysis.

NET 1.0, 1.1, 2.0, 3.0, 3.5, 4.0 and 4.5 are supported.

PHP 5.0, 5.1, 5.2, 5.3, 5.4 and 5.5 are supported.
Java (includes Andrard) 1.4 - 1.8

C#NET 2.x-4x
PHP 5x,7.x
Objective-C (includes 108)  1x-2.x
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Javascript {includes Javascript APIsin HTMLS)  5,5.1,6

For each langunage, please highlight specific application programming interfaces (APIs),

frameworks and library constructs that you support as standard (for example, Struts
and Spring MVC for Java).

WhiteHat Sentinel Source supports a large number of frameworks for supported languages including
the following.
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Java:

+ Java Core

» Java Entcrprise

* Spring MVC

« Spring ORM

* Spring JDBC

« Jasper {Includes JSP support)
» Struts 1.x

* Struts 2.x

* Hibernate

* Jax-RS

* RestExpress

* MongoDB

« Morphia

« GSON

*» Apache Axis

« Bouncy Castle

* Apache Commons HtpClient
» Apache Commons Lang
¢ Jax-WS§

« Jersey

* Android

* Apache Commons 10O

« Apache Common Net

« Apache Commons
FileUpload/CSV/DBCP

NET:

» C# Core

» AspNet WebForms
« AspNet Core

* AspNet MVC

» MySql

PHP:

« Zend

* Codelgnitor
e Yii

¢ Symfony

VIRGINIA CDORMOUNWEALTN UNIVERSITY
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Please note that each of these frameworks are not only supported but “rule packs™ have been
created to customize Sentinel to check for specific framework issues as well as ensure that
Sentinel is capable of understanding and analyzing each unique nuance between each
framework. These rule packs are created and maintained on a régular basis and any new
updates are seamlessly pushed to the Sentinel Source scanner.

WhiteHat continues to write new rule packs for libraries that gain popularity. Customers can
purchase WhiteHat professional services to create additional rule packs specific to the libraries
that they use.

3.c. Provide a full list of supported continuous integration platforms, hug
trackers, and IDEs. See Section VI.D.9,

Comprehensive Integration to Development

(sdava \ ( Gt )

#C# Net {incl. ASP Rel) *SVK

s Ohieciive-C{ine.. 08) ' +Perforce

«PHP «CVS

# Java Script 4 *TFS

sHIMLS § o ¢HTTP/S

¢ Andraid 'BUeg Rapositories «SFTP

\. J

{ Y

+Eolipse iDE Plugins | Bug Tracking + Atiassian JRA
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3.d. Describe in detail the proposed hiring and training processes. See Section
VL.D.12.

The WhiteHat Threat Research Center University is a completely in-house, custom buile
training and assessment program that allows WhiteHat to quickly and efficiently train expert
security engineers. Utilizing 15 years of real world attack techniques and vulnerabilitics,
WhiteHat has implemented rigorous training programs and skill assessmenis to ensurce quality,
qualified engineers. The program is broken into training modules that consist of both classroom,
and hands on real world lab work. This ensures engineers get up to speed much quicker than
anyone utilizing dummy practice sites can.

3.e. Describe in detail the proposed maintenance and support. See Section VL.B.

Maintenance is not applicable to the WhiteHat Seuntinel service, as we are 2 Saa8 based
company.

3.f. Describe in detail the optional on-site training that your company is
proposing.

WhiteHat Secunty will provide a senior sccurity engineer to spend three days onsite at your
facility to help your team develop and execute strategic website risk management plans tailored
to your specific business environment. During an annual review, for example, strategies can be
developed that enable different business stakehelders — including risk management and

compliance prﬁdnrt management and software dﬁvﬁinpmf‘m teams — to share ideas with
WhiteHat experts and strategize on best practices for web security.

3.g. Submit a copy of the warranty. State the start of the warranty period and the
end of the warranty period.
See above for warranty details. Warranty period is same as contract period.

3.h. Provide an implementation schedule indicating how long after the award of
the contract it shall take your company to allocate the resources and deliver and
install the system for use at VCU.

Implementation is not applicable 1o the WhitcHat Sentinel Service, as we are a SaaS based
company. ‘

3.i. Describe the process for problem resolution for the proposed products and
services.
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WhiteHat provides its clients with several ways of getting support on its products. For questions
on vulnerabilitics, it is recommended to use the “Ask a Question™ feature available within the
Sentinel interface. For all other issues, or if another method of contact is preferred, a client may
contact support via phone, email, or by accessing the support portal.

3.j. Does your company agree with the Procurement Requirements in Section
VLF.? If “NO,” identify the specific term and condition(s) and the reason for non-
compliance.

(1) Freight terms shall be F.O.B. Destination/Prepaid with inside delivery; additional charges
shall not be allowed. {2) The terms and conditions of the RFP govern the resulting contract and
not any Contractor terms and conditions or software license agreement. (3) The proposal prices
shall include all costs for the equipment and services including all applicable freight and travel
and living expenses; extra charges will not be allowed. (4) The initial contract term is from the
award and continues for one (1) vear after the implementation is complete and the system: is
accepted with four (4) annual, optional renewal terms.

4, Submit information about the qualifications and experience that
your company has to provide the Application Vulnerability Scanner
products and services.

a. Describe the firm’s qualifications and experience providing the required
products and services during the last three (3) years. Information provided
should inclnde, but is not limited to, comparable accounts in higher education and
the scope of the services. Include information for a minimum of three (3) similar
accounts, describing the types of projects and the scope of the services provided.
Please include contact information with the name, address, email address and
current phone number.

WhiteHat Security was founded in October 2001 and has been operating for 15 vears,

June 2016 - WhiteHat published its eleventh annual Website Security Statistics Report in
May. This report provides a one-of-a-kind perspective on the state of website security and
the issues that organizations must address in order to conduct business online safely. It is also

the only report that focuses exclusively on unknown vulnerabilitics in custom web
applications, code that is unique to an organization, and found in real-world websites.

Mid-2015 - WhiteHar introduced the WhiteHat Sccurity Index (WSI), a new feature in
WhiteHat Sentinel that provides an immediate way for customers to understand how secure

- or not ~ their websites are. It’s the only report of its kind in the industry. An additional
Peer Benchmarking dashboard enables users to determine the security of their web sites

compared to industry peers.
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WhiteHat Sentinel Source, WhiteHat’s SAST solution, expanded its capabilities
with Directed Remediation and Software Composition Analysis (SCAj. The Directed
Remediation capability offers targeted and customized code fixes for criucal vulnerabilites,
while the new SCA capability enables users 10 detect and remediate any vulnerabilities that
are already known to exist in third-party libraries and open source code.

Aungust 2015 ~ WhiteHat announced the strategic partnership with Prevoty with product
level integration that enables automatic mitigation of applications vulnerabilities via
Prevoty’s Runtime Applicaton Self Protection (RASP) technology.

August 2015- WhiteHat Security wasnamed a leader in the Gartner’s Applicaton Security
Tesung Magic Quadrant for the third year in a row,

Late 2014 - WhiteHat expanded its Threat Research Center (I'RC) team to over 150
security experts total. In late 2014, the company established a research center in Belfast,
Northern Ireland, and that team grew to over 50 security engineers by the end of 2015.

August 2014 — WhiteHat Security was named a leader in the Gartner’s Application
Securnity Testing Magic Quadrant for the second year in a row.

b. Specify the proposed personnel your company intends to assign to the project
and provide proof of the expertise for the proposed system. Information needed
includes but is not limited to the names, qualifications, and experience of
professional IT services technicians to be assigned to the project. Resumes of
staff to be assigned to the project may be used.

See attached Resume. Assumes Platnum Support is selected as part of overall solution.

¢. Does the offer include a single primary point of contact for the VASCUPP
institutions for sales, support and problem resolution? If so, please provide the
name and contact information.

- Christopher Perkins
Regional Sales Director
1.571.481.0895

chris.perkins@whitehatsec.com

d. Information demonstrating the Contractor’s financial stability to include:
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1. Full name, address, and telephone number of the organization;

WhiteHat Security, Inc. | 3970 Freedom Circle, Ste 200, Santa Clara, CA 95054 |
408.343.8300

2. Date the firm was established;
2001

3. Ownership (e.g. public company, partnership, subsidiary, etc.

Private

4. fincorporated, provide the state of incorporation

I)cléware

5. Number of full-time employees on January Ist for the last three (3) years or for
the duration the firm has been in business, whichever is less

300

e. Provide a list of institutions of higher education with which the firm has a
signed term contract.

12Twenty.com, American University, Apex Learning, Inc., California State University (GSU),
Colby College, College Board, CSU Chico, Degreed, Hamdan Bin Mohammed Smart
University, Harvard University, iPay Technologies, LLC, NCS Pearson, Inc. {Pearson
Assessment and Information), PowerSchool Group, San Jose State University, SAS Institute, Inc.
StudySync, The Lampo Group, The Regents of the University of California (UCLA IT Services),
Udemy, Inc., University of Indianapolis

Section XI.L. TESTING AND INSPECTION: VCU reserves the i‘ight to conduct any
test/inspection it may deem advisable to assure goods and services conform to the
specifications,

Rather than a testing and acceptance period, WhiteHat offers a pre-contract evaluation.
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Section XI1.F. CANCELLATION OF CONTRACT: The purchasing agency reserves
the right to cancel and terminate any resulting contract, in part or in whole,
without penalty, upon sixty (60} days written notice to the Contractor. In the event
the initial contract period is for more than twelve (12) months, the resulting
contract may be terminated by either party, without penalty, after the initial
twelve {12) months of the contract period upon 60 days’ written notice to the other
party. Any contract cancellation notice shall not relieve the Contractor of the
obligation to deliver and/or perform on all cutstanding orders issued prior to the
effective date of cancellation.

Rather than a cancellation right, WhiteHat offers an opt-out of the contract within the first 30
days.

Section XIIIL.B. (Source Code Escrow)

Because WhiteHat offers a hosted solution, no source code escrow will be offered.

~ Section XI1I.LH. (Nonvisual Access to Technology)

WhiteHat does not offer this at this tme.

Describe any other relevant background information about your organization zmd
your qualification to provide the request product/service.

Key relevant background information includes:

= WhitcHat Security was first in the industry to deliver a Sofiware as a Service (Sza8)
solution for Dynamic Application Security Testing (DAST).

= We have the world's largest ar*ny of application security engineers in our Threat
Research Center (TRC) of over 150 and growing. These security engineers act as
an extension of your security team, by

¢ always being available to help you with any questions or concerns you may have in
regards to the application security vulnerabilities.

= Performs approximately 300,000 assessments per month.,

= Surpassed 40,000 websites under management by WhiteHat Sentinel in August
2016 ‘

= WhitcHat Security operates 24x7x365

Describe your after-sales support SLAs.

All WhiteHat customers receive one-hour SLA response to Sentinel outages. Other
support SLA levels vary by contract level and topic, not to exceed one business day for low
severity issues reported by Standard support customers.  All support issues are handled
with a four-hour SLA for Premium Gold support customers, and one-hour SLA for our
Platinum support customers.  This SLA is matched with round-the-clock staffing and a
paging notification system to an on-call senior engineer who can assist with any customer
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emergencies. i

Describe your approach for investing in technology and research and development
to increase operational efficiency while keeping up with the rapidly changing
threat environment. What are the highest priority initiatives in your company that
affect the requested services? What is your company’s vision and direction for
currently offered services as well as plans for additional services and support of
new technologies? Describe your responsiveness, ability and timeliness to steer
product readmaps based on customer requirements.

From a development perspective:

Whitelat Security has a well-defined process and investment in modern tools and
technologies to capture customer feedback and feature requests, prioritize in terms of
business need and fime cnticality and track them to delivery through Agile developrnent
processes. Agile software development is by definition introspective and takes into account
both business needs and development efficiency initiatives as part of each cydle. In addition
to regular release cycles (currently every 3 weeks), we have a well-defined schedule for
service packs (weekly} and productdon hort fixes {as needed) 1o address customer needs.

WhiteHat Sentinel and Source are primary products for WhiteHat with an active roadmap
that includes extending our current capabilities to include:

Site discovery

Asset management

Risk rmanagement

Predictive analytics

Additional Sentinel Source language engines and rule packs based on customer needs

Qur rapid iterative software development lifecycle is targeted to enhance and enrich our
best-of-class product suite so that customers can get the most comprehensive view of their
risks and make intelligent dedsions about their security.

We engage in regular customer meetings and reviews, as well as hosting Customer
Advisory Board mectings and attending industry conferences to maintain a current view of
competitive landscape and customer needs.

From the Threat Research Center:

WhiteHat's Threat Rescarch Center operates with the goal of finding every type of
vulnerability, every tme, as efficiently as possible. To that end, WhiteHat has developed
27
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Sentinel iself to be much more than an automated scanner. It is a platform that enables a
huge variety of tests to be performed. The Engineering team works on the core features of
Sentinel, but a separate R&D team within the TRC focuses specifically on creating tests,
which are organized into decision trees. Every test has its own custom conditions, and tests
can rely on each other as well. All of this flexibility allows the R&D team to create
incredibly efficient tests. Over time, we have become much more efficient while
simultaneously finding many more type of vulnerabilities. The end result is a scalable
solution that is more efficient every day, even as attacks become more complex.

Is your current business (including your channel (reseller) partnerships) regional,
national, or international? Describe your approach and your capabilities to
provide global suppeort, including, but not limited to, worldwide locations,
expertise in international langnages, knowledge of national and local laws that
affect requested services, and relationships with national and local law
enforcement agencies.

WhiteHat Security is currently international, We currently have offices in Santa Clara
California, Houston Texas, and Dublin Ireland with plans of expansion into Germany
from both a datacenter and Threat Research Center perspective. We are able to perform
assessment on all modern languages and support localization and language support in the

product and services (both written and spoken) in English, Japanese, and Spanish. Other
languages are planned to be rolled out in 2014,

Please note that we request that VOU contact WhiteHat prior to personally
reaching out to the references outlined below. Thank you.

Company Name: American University

Contact Title: Director, Information Security

Contact Name: Eric Weakland, CISSP, CISM, CRISC, ITIL
Phone: 202.885.2241

Email: eric@american.edu

Type of Service: DAST

Date of Service: 2009 -

Company Name: UCLA

Contact Title: Director Information Security
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Contact Name: Mike Story
Phone: Upon Request

Email: Upon Request

Type of Service: Upon Request

Date of Service: Upon Request

Company Name: MAXIMUS
Contact Title: CISO

Contact Name: Ed Pageut
Phone: 949.533.0461

Email: edpagett@maximus.com
Type of Service: DAST

Date of Service: 2016
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Request for Proposals RFP #7286528]C
Issne Date: November 29,2016
Title: Application Vulnerability Scanner

Send all Proposals To: Virginia Commonwealth University
RFP #7286528]C
Attention: Jackie Colbert
912 W Grace St, 5th floor
Richinond, Virginia 23284

Proposals Shall Be Received Until: January 6, 2017 at 11:00 AM

Direct ALL %nquirf&s concerning this RFP ta:  Jackie Colbert, Information Technology Category Manager
icoibert@ven.edu

Questions concerning this RFP must be received via email no later than: December 8, 2016 at 2:00 PM EST

Thxs Request for Proposals & any Addenda are posted on the eVA website ar: hitp://www.eva.virginia gov

ﬁARD-CQPY CRIGINAL PROPOSALS MUST BE RECEIVED IN VIRGINIA COMMONWEALTH UNIVERSITY'S DEPARTMENT OP
PROCUREMENT SERVICES ON OR BEFORE THE DATE AND TIME DESIGNATED ON THIS SOLICITATION, ELECTRONIC
SUBMISSIONS AND FACSIMILE SUBMISSIONS WILL NOT BE ACCEPTED IN LIEU OF THE HARD-COPY, ORIGINAL PROPOSAL.

} VENDORS ARE RESPONSIBLE FOR THE DELIVERY OF THEIR PROPOSAL PROPOSALS RECEIVED AFTER THE OFFICIAL DATE AND
TIME WILL BEREJECTED. THE OFFICIAL DATE AND TIME USED IN RECEIPT OF RESPONSES 1S THAT TIME ON THE CLOCK OR
AUTOMATIC TIME STAMP IN THE DEPARTMENT OF PROCUREMENT SERVICES.

IF PROPOSALS ARE HAND DELIVERED OR SENT BY FEDEX, UPS, OR ANY OTHER PRIVATE COURIER, DELIVER TO THE
ADDRESS NOTED ABOVE: VIRGINIA COMMONWEALTH UNIVERSITY, RFP #7286528]C, ATTENTION; Jackie Cothert, 912 W,
GRACE ST., 578 FLOOR, RICHMOND, VA 23298-0327, 1F USING US MAIL (NOT RECOMMENDED}): IF PROPOSALS ARE MAILED
VIA US MAIL ONLY, MAIL TO VIRGINIA COMMONWEALTH UNIVERSITY, RFP#7286528]C, ATTN: Jackie Colbert, PO BOX 980327,
RICHMOND, VA 23298-0327. THE RFP NUMBER, DATE AND TIME OF PROPOSAL SUBMISSION DEADLINE, AS REFLECTED ABOVE,
1 MUST CLEARLY APPEARON TBE FACE OF THE RE’! URNED PROPOSAL PACKAGE.

In Compliance With This Request for Proposals And To All Conditions Imposed Therein and Hereby Incorporated By
Reference, The Undersigned Offers And Agrees To Furnish The Goods/Services Described Herein In Accordance With
The Attached Signed Proposal Or As Mutually Agreed Upon By Subsequent Negotiation, Furthermore, The
Undersigned Agrees Not To Start Any Work Relative To This Partcular Solicitation Until A Resulting Formal Signed
Purchase Order Is Received By The Contractor From University’s Departiment of Procurement Services. Any Work
Relative To This Request for Proposals Performed By The Contractor Prior To Recelving A Formal Signed Purchase
Order Shall Be At The Contractor's Own Risk And Shall Not Be Subject To Reimbursement By The University.
Signature below constitutes acknowledgement of all information contained through links referenced herein.

NAME ANTD ADDRESS OF COMPANY:

WhiteHat Security, Inc Date: lanuzry 5, 2017 »

3970 Freedom Cirdle, Suite 200 By {sggnamre In I:;k); — ‘, _,.__..._;,./"7
Sanéa Clara, CA Zip Code 95054 Namé Typed: Terry Murphy /, ‘ ﬂ
E-Mail Address:  SalesUps@whitehatsec,com Title: CFO

Telephone: { f?ﬁ. 1343-8300 Fax Number: { 408 } 904-7142

Toll free. if available Toll free, if available

DUNSNO.:  129-28-0793 FEI/FINNO.: 99-03358892

REGISTERED WITH eVA: { JYES (X)NO SMALL BUSINESS: { JYES (X)NO

VIRGINIA DSBSD CERTIFIED: { }YES {X)NO MINORITY-OWNED: [ IYES (X)NO

DSBSD CERTIFICATION #: WOMEN-OWNED: { JYES (XINQ

A Pre-Proposal conference will be held, See Section V herein,

THIS SOLICITATION CONTAINS 31 PAGES.

REQUEST FOR PROPQSALS RFP #7286528]C
Page 2 of 32
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RFP - Addendum

RREINIA SOREOWRLELYH UMIWAREITY

DATE: December 16, 2016

ADDENDUM NO. 01 TO ALL OFFERORS:

Reference - Request for Proposals: RFP #7286528JC

Commodity/Title: Application Vulnerability Scanner
Issue Date: November 29, 2016
Proposal Due: January 8, 2017 at 11:00 AM

The above is hereby changed to read: See Attached.

NOTE: A signed acknowledgment of this addendum must be received by this office
either prior to the proposal due date and hour or attached te your proposal. Signature
of this addendum does not constitute your sighature on the original proposal document.
The original proposal document must also be signed.

Very truly yours,

Jackie Colbert
Procurement Services
Category Manager and Contracting Officer

white ¥t Securify

Name of Firm ) -

— T c o

Signature/Hiie ;
V)5 17

Date
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—— WhiteHat
Reports in Sentinel

Sentinel offers a variety of reports, from the high-level Executive Summary to the Vulnerabiiity or
Attack Vector Details reports. All these reports are available under the Reports tab.

Under the main Reports teb, there are three sub-iabs available: "Reports,” "Templates,” and "Past Reporis.”

%

Rammary o Assels - Findings . Schedules  JEETES

rkepnrts Termplates Past Reponls

» The Reports subtab includes
« reportdescriptions
« samplereporis
» links to generate new reports
« The Templates subtab includes ‘
« Any already-created report templates the user can run
« Template name, report type, report format, and report frequency
« Nextscheduled run time for the reports
« Available actions, including editing the template or generating the reportimmediately
» ThePast Reports subtab includes
« pending reports (which can be canceled)
« reports generated in the past thirty (30) days (which can be downloaded by clicking on the "View"
fink)
« any reporting errors (clicking on "error details” under the "Actions" column will bring up the details)

For further information on available report types, please see Sentinel Reports. For information on creating
report templates, please see "Creating Report Templates.”

Sentinel Reports

Sentinel reports are divided into four broad types:

» Summary Reports, intended primarily for executives and managers

« Auditand Compliance reports, intended primarily for customer affiliates, executives, and managers
« Vulnerability Detail Reports, intended primarily for security teams and developers

» Sentinel Management Reports, intended primarily for security teams and Sentinel administrators

Reporting in Sentinel Page 1 {¢) WhiteHat Security, 2016
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Summary Reports
Summary Reports o
'ie}?&&zy&m T ’ Gerwerste Far
Executive Summary fepur, B e Asses
« Groups
AseSummaryRepot B v Asses
® Grougs

WhittatSeciyiséox Repon e Shes
&

Report Name

Executive Summary
Report:

Asset Summary Report:

WhiteHat Security index

Report

—

WhiteHat

~ SECURITY:

st puglionce

Koy Insights

= Prosizing o high-level understending of the seourity rigk » Bxptutves
prnie of your asserm o kanapers

< Shewes summany of volneosbilty by assers a0 by
vulnerzbility ciass

v Providess gh-evel oncec ding of the assessoens "+ Deslop
FESUNS . Whanagers

#  Repor comains surymaties, mewks, and eonckesions » Team Leads

» Provith Qsa’ﬁeasw 7 a?irseé;t;&!sitaslecuﬁwmms uSng b Exectves
proprintary WhiteHat wehnology » Managers

+ index takes inso neanning Srequany.
A, BRPOSUIE WG, 118,

Description

The Executive Summary report provides a high-
leve! understanding of the security profile of your
assets, giving you an overview of vulnerabilities
across allthe assets you select. This report shows
you a summary of vulnerabilities by assets and by
vuinerability class, as well as showing your overall
security profile. For those customers using both
Sentinel and Sentinel Source, this report will cover
both dynamic and static test results.

The Asset Summary report provides a high level
understanding of your vulnerability assessment res-
ults, including summaries, metrics, and con-
clusions. Assets without any vulnerability are
omitted from this report. For those customers

using both Sentinel and Sentinel Source, this
report will cover both dynamic and static test res-
ults.

The Security Index Report provides a measure of
the overall site security status, taking into account
scanning frequency, remediation rate, exposure
window, elc.

Utility

High-level gen-
eral overview

Executive/ C-
ievel review

Assel-specific
overview

CS80, CTO, and/
or Security Oper-
ations

Asset-specific
status report

Executive Staff,
managers, CSO,
CTO, Security
Operations

Reporting in Sentinel

Page 2
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Audit and Compliance Reports

Audit and Complianice Reports

Bepart Type Gererate For Key insights ) ' pain Audience
Segurkty dudi Repoart Bos Ao s Proviges 3 igheel urder g of the S o AReHA Customers
ey » Qusworser Allkees
»  Hepor! pontans suoTimarnies, metrics, ard wostusions
F‘f{tﬁmﬁam Gepnr B o« sases v Hepost documents 3 w:‘iz’iﬁz‘s‘(mp‘ﬁa‘nctw:i:h th i"‘a;;rm:xt o Exerothves
Card Irgustry’s Data Seourity Sndand ». ffanagers
= Listsvuinerabiithes that netd 10 e foeed 1o Comply with PCL
stardards
v » - g
Report Name Description Utility

Security Audit Report’  The Security Audit report provides an overview  Executive staff,
of open vulnerabilities discovered in the assess-  auditors, and per-
ment, including summaries, metrics, andcon- - sonnel preparing
clusions. Forthose customers using both for anaudit
Sentinel and Sentine Source, this report will
cover both dynamic and static test results.

PClCompliance Report’  The Sentinel PC! Compliance report doc- Executive staff,
uments a website's compliance with the Pay- auditors, and per-
ment Card Industry’s Data Security Standard sonnel preparing
(PCI-D88}, which includes requirements that for an audit
web applications be built to secure coding
guidelines and that applications be subject to
routine vuinerability checks.

This report documents compliance with
PCIDSS 3.0 Reguirements 6.5.1 - 8.5.11.

Vulnerability Detail Reports

Vulnerability Detail Reports » ) o
R:éert Type ) * Ganerate For Koy bnsighas Mais Audiente
Awack Veoror Oetall Repnrg B o= S * Report detaits iting of atack vectots found onyour » Security Toam

a Gups Wwebshes: an azack verior is the speiic Iorsins iy aracker Mambers
ool use to expiofl 3 g vulnerabity = Dewelopers
» Containg specific details of the atiack vectors 1oy every
wrinerabiity found on the websRes
“Volneratity Dol Reporc (Stesy | » Stms * Provides desited Yisting of the vuinerabiides found onyour  + Security Team
v Gooups webaes Mambers
» Contalns a full desaription of the viineratityy cass with « Devplopment
rernediation inructians Managers
Wi tyDecail Repors  « Appecations v Proddes demled information about the ks s Developers
(Appications) B Goups idertified In your application code

Contalnis detaling descrintion of winerabilities found

Reporting in Sentinel Page 3 {c) WhiteHat Security, 2016
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Report Name

Attack Vector Details Repbrti

Vulnerability Details Report -

Sites:

Vulnerability Details Report -

Applications:

—\

Description

The Attack Vector Details report provides of
attack vectors found on your websites; an
attack vector is the specific location an attacker
could use to exploit a given vulnerability found
on your sites. In addition to the location and
time the vulnerability was discovered, the
attack vector details include a breakdown of
the exact request and response so that
developers can easily address the problem.
Note that this report is available for Sentinel
(dynamic testing) only, since itis based cn an
assessment of the production or pre-pro-
duction site.

The Vulnerability Detail Report -- Sites
provides detailed descriptions of the vul-
nerabilities found on the sites selected for this
report, grouped by vulnerability class. Each
report section contains a full description of the
vulnerability class, remediation instructions for
that class, and a list of specific instances of that
vulnerability on each site. Note that this report
is available for Sentinel {dynamic testing) only,
since it is based on an assessment of the pro-
duction or pre-production site.

The Vulnerability Detail Report -- Applications
includes detailed description of the vul-
nerabilities found in each application selected
for this report, grouped by category, and
includes for reference the code snippets asso-
ciated with the vulnerabilities. Note that this
report is available for Sentinel Source (static
testing) only, since itis based on an assess-
ment of the application code.

,,.‘\WhlteHat

SECURITY.
Utility

Detailed review
of specific attack
veclors

Development
and/ or Security
Operations

Detailed review
of vulnerabilities

Development
and/ or Security
Operations

Detailed review
of vulnerabilities

Development
and/ or Security
Operations

Reporting in Sentinel

Page 4
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~~ SECURITY.

Sentinel Management Reports

Sentinel Management Reports

* Generate For

{ Main Audience

Repart Typé | Key insigats
Stah Status Report % v Assers s Provides an overdew of scan status Jor of assets the user has = Seaurity Team
i€ id] haembers
< Repont Intudes commpistion date for the Rrst scan completed,
compietion date for the mast recently completed scan, the
member of scans completed in the preceding 39 days, and
the currerd status af the scan
Asset Perrmilssion Report B . Awmes " "« Provides infarmation abott viich sssets users hove sceess | » Sertpdl
FG : AGTRRSYRIO%
’ Us;r;s;.i;ity—ﬂepar_ —‘ Tt _ém' - bs&rs - Re;ux‘{cv.ers';iiimm'f = mers‘ have performed ove.'av = Sem" ‘nvnl
perod of tme Adrninistratnrs
B M;ezs;n&;&;apgk;gM o 5 e Agars . Th-is r;pan ;r‘:'a.ps ameisto the graups o which they bc-lang . Sécxxty Yeam
. hembers

Report Name

Scan Status Report:

Asset Permission Report

Asset Group Mapping Report

Description

The Scan Status Report will generate a .csv
report of assets, service levels, asset types,
and information about the asset’s history and
current scan status.

The Asset Permissions report will generate a
.csvreport of assets and the users who have
some level of permission to access those sites.

The Asset Group Mapping report will generate
a.csvreport of assets mapped to the groupsto
which they belong.

Utility

Detailed review
of scan siate, pro-
cesses, and his-

tory

Security Oper-
ations

Detailed review
of assets and
USEr accesses

Security Oper-
ations

Detalled review
of assets and

_asset groups

Security Oper-
ations

Youcansee a'sampie of each report from the main Reporting tab; just click on "View Sample” under Actions.

Each report allows you to select specific information you would like to include in or exclude from the report

you are generating, such as;

= Assets (Sites or Applications)

» Vulnherabilities (where applicable)

« Status {Open, Closed, or All)

Reporting in Sentinel

Page 5
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» DateRange
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« Details (e.g. Attack Vector, CVSS scores) to include or exdude

Creating Reports and Templates

SECURITY.

You can set up any report to be generated (and an e-mail alert sent to you on completion) using the pref-
erences and schedule you need. Here are the steps to create and schedule areport template.

Go to the Reports landing page and click on the link that will take you to the report generation screen:

(R s

Greix

Reports
Forurmy A th
SRy ey Teansana yos Rotemms 23 REREAKD
« Tnder i sy St 5 rensx » ¥  reixian
» o . s . * wanigen
At uny Lrnn ’ N s Y
* G X oL, * LIRS
R S i Lo S Y - % ~ Smemehes
ST ey v ety * enigers
Oy
] Reports Templaes Past Repurts
Executive Summary Report
Schedule Options
freguency | G Tme ?
Yemnplate Name 5
Select Assats*
Avaliable Seleced
{ Search =l | et s
L2 S e 2 s e i T
§ Assuts & Type H Assens Type L
§ Setecr Al g* Selecs Al
b o P S T % e i s selecies -
. Ty i
; hpsdfpowresetwiitehatwhs  She : -
' | 3
:f ;
. ; ;
[0 D0cs Oa sagng R
Lotaeess, K € Y hovasrdl e . RN e e . . PR —"
Fuailable: 18 frems: 0
Filter Options
Vatnerabiity % Open O Ciosee O Beth
Cansed
In the Report screen, select your schedule options:
Reporting in Sentinel Page 6 () WhiteHzat Security, 2016
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- One Time: This will run the report once, immediately, and notify you when it has been completed. The
report will be available tc you in the Past Reportstab for thirty days.
« Daily: This will run the report once a day; you will be notified by email when it has been completed and
each daily report will be available in the Past Reports tab for thirty days.
« Weekly: This will run the report once every seven days; please select the day on which youwant the
report to runfrom the display that will appear:
Frequency |Wemy i

« Monthly: This will run the report once each month on the date selected, Please select a date from the dis-
play that will appear: .

ar

Frequongy { Honthly

On 1 v
“Day S

NorTE : Any frequency choice other than "One Time" will require you to name your template; please use a
name that is appropriate to the specific report you are running -- for instance "All Assets Monthly Summary
Report" — so that you can distinguish it readily from other possible reports of the same base type you may run.

Once you have selected the Frequency, please select the Assets you want o include in the report; to locate
specific assels, use the "Search” bar at the top of the "svailable” or "selected" columns. You can use the
arrows between the “available" anc "selected" columns to move assets back and forth, oryou can chocse
"Select AlL"
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Once you have selected the Frequncy and the Assets you wish 1o include, please select the Filter Options: fil-
ter options will vary by report type.

When you are cone, click on "Generate Report.” If you have selected a one-time report, report generation will
begin and you will be notified when itis complete. If you have selected a repeating report, the template you
have created will be saved in the "Templates” tab and itwill be run at the next scheduled time; in the "Tem-
plates” tab you can review and edit that information or generate the report immediately if desired.

Reponts | Yempletes | PascRepens

B Do
=) ; Terrplate Hame & Report Type Farmat Froqaency Nosag Run Trealnd
N 30 G
3 DaiySchedulingTest Exxcutive Summary POE Dagy Npw 11,2016 16
20¢ Eoverain Mew

Reporting in Sentinel Paga 7 {c) WhiteHat Security, 2016



—— WhiteHat

‘m}i hai 3
Leamat
Wy Seavs atatvs,

*

by

%
EERRIIINGEEL

Fasclitt 24 L]

FRI OIS
Votnreskiy e O wm D oewt G open

PO
B s e arsy Gt
RN |

Viewing Completed Reports

Pastreports are accessible from the Reports->Past Reports tab for thirty days from the date the report was
generated.

You can download any completed report in the Past Reports tab by clicking on the View link (most reports will
be PDF, and the link will be “View PDF,” but a few may be CSV and the link will indicate theat).

30 days after the report was generated, it will be deleted from the past reports tab; if you will need to retain the
report for more than 30 days, please download and save the file.
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Viewing or Modifying templates

A template is a set of opticns used to generate a report. Each template has a user-specified name.

You can view or modify templates by going to the Templates tab and clicking on the Edit link for a given tem-
plate.

Templates are used 1o generate reports according to a set schedule. You can also generate an on-gemand |
report by clicking on the Generate Now button on the template tab. ‘
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The Executive Summary Report

The Executive Summary report shows you a summary of vulnerabilities by assets or by groups and by vul-
nerability class; as well as showing your overall security profile. For those customers using both Sentinel and
Sentinel Source, this report will cover both dynamic and static test results.

For detailed findings, please see “Vulnerability Details Report - Applications” and “Vulnerability Details
Report - Sites.” ' ‘

The Executive Summary Report Options
The Executive Summary Report can be run for Assets or groups; select your preference under "Generate

For" in the Reports/Reports tab. This report can be filtered by vuinerability status — you can select all open
vulns, all closed vuins, or both open and closed vuins.

For more information on generating reports, please see Creating Reports and Tempiates.

Reporting in Sentinel ‘ Page 11 {c) WhiteHat Security, 2016
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The Asset Summary Report

The Asset Summary Report contains an overview of each asset's vulnerabilities by category, as well as
trends of vulnerabilities discovered by month over the past year. In addition, the report lists each asset's vul-
nerabilities prioritized by their risk and severity level, This report provides an asset-by-asset listing of vul-
nerabilities, along with an overall graph showing vulnerabilities by class and overall rating.

The Asset Summary Report - Options

For the Asset Summary Report, you can choose to see Open, Closed, or Both (all) vulnerabilities for any or
all severity level(s). For more information on generating reports, piease see Creating Reports and Tem-

plates.

Reporting in Sentinel ' Page 13 {c) WhiteHat Security, 2016
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WhiteHat Security Index (WSI) Report

Methods

Understanding and Using the WS Report

Sample WSI Report

The WhiteHat Security Index (WS} indicates the overall security profile of a given site. This value will change
as changes are made to the site, vulnerabilities found or remediated, or other factors the security index is
based on change for a given site. {The WSI can be calaulated only for dynamic sites, not for static applic-
ations.) The WS provides:

» A single numerical metric that usefully measures a single asset's security

An overall evaluation of the security of an asset for engineering managers and executives

Guidance for the security team in determining which vulnerabilities are most critical

A simple, transparent metric

An understanding of the asset's security in relation to the relevant industry and 10 our glohal set of clients
Sufficientt granularity that moderate changes by the client will be reflected in the index

Sufficient stability to ensure that small, short-fived changes do not result in large changes in the score
Easy dimensional modeling and analysis

Real-time display

® » & €& ¢ 6 » e

The WhiteHat Security Index (WS!) is designed to encourage clients to act in ways that increase security, and
to discourage dangerous behaviors and policies, to safeguard the index from deliberate manipulation ("gam-
ing the system”}, and tc encourage engagement with WhiteHat Security to improve web application security.

Running the WhiteHat Security Index Report

The WSI1 Report can be run as a PDF or a CSV report; for more information on generating this report, please
see Creating Reports and Templates.

Methods

The WhiteHat Security Index is based on measuring multiple factors over time. By including the current state
and history for each factor, we can evaluate the probability that significant new vulnerabilities will be dis-
covered and remediated appropriately, Additionally, fracking the past performance of an asset helps keep the
index value stable when new vulnerabilities are detected - so that major releases may introduce new vul-
nerabilities without causing a drastic change in the model, but failure to remediate those vulnerabilities over
time will be reflected by a decrease in the index.

The WhiteHat Security Indexis designed to reward security-conscious behavior; the weight given to a vul-
nerabiiity is based in part on how long it has been exposed, as well as on its rating, and the Index rewards clos-
ing vulnerabilities. ‘

Reporting in Sertinel Page 15 {c) WhiteHat Security, 2016
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Each factor that contributes to the Security Index is calculated using sophisticated statistical analysis, and
measures are included to prevent gaming the system.

Factors considered in the Security Index include:

Service Duration: How long has a site been under Sentinel service?

Vulnerability History: What s the site's history of opened and closed vuinerabilities?

Missing Authentication: Does the site have the necessary authentications?

Scan Frequency: What is the frequency with which a site is scanned, and what resources are allocated
for scanning?

PC] Compliance: Is the site PCI Compliant?

Window of Exposure: What is the historical window of exposure for this site?

Site Complexity: How complex is this site?

Omitted Vulnerability Classes: What vuinerability classes are not currently being scanned for this site?

e & & o

L3 & L 3 *

Service Duration

Service Duration reflects the length of time that a site has been under contract as of the date of evaluation.
Service Duration isimportant: the longer we have had the slot under contract the more detail we have col-
lected about it, and the more effective testing is. Service Duration for a slot is compared to the Service Dur-
ation across all siots and dlients at the same service level! (BE, SE, PE, eic.).

Vulnerability History

Vulnerability History consists of the number of vuinerabilities that are open vs. the number that have been
closed as of the date of the evaluation. By including closed vulnerabilities as mitigating factors in this metric,
we reward people who are closing vulnerabilities reliably. Closing vulnerabilities is a better indication of secur-
ity than not having discovered vulnerabilities in the first place because it demonstrates an active security
stance that involves seeking out and remediating vulnerabilities.

The longer a vulnerability is open, the negatively it will affect the WS!; the more promptly a vulnerability is
closed, the greater the reward is for closing it. Additionally, vulnerabilities are weighted based on how com-
mon they are and on the threat and severity associated with the vulnerability.

Missing Authentication

Slots that need authentication and do not have properly configured login handlers are evaluated as being less
secure because sections of that site are not being scanned. If the client has not indicated that login handlers
are unnecessary, and the service level for the slotis PE or SE, itis assumed that login handlers are required.
(BE slots are presurned not to need login handlers unless they are configured to require one.) The Missing
Authentication measure assumes the worst - it defaults to the assumption that the site has a large number of
open vuins, because there is no way for WhiteHat to confirm that they do not.

Reporting in Sentinel _ Page 16 {c) WhiteHat Security, 2016
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Scan Frequency

Scan frequency looks at the number of scans completed each week. The more regularly a site is scanned, the
more likely vulnerabilties are to be detected before they can be exploited. When scans are performed fre-
guently, even minor changes are reviewed in a timely way. Scan frequency also evaluates whether there are
sufficient resources allocated to scanning to allow scans'to complete reliably.

PCI Compliance

PCicompliance is a measure of the historical PCI compliance for a given slot as of the date of evaluation. PCI
compliance is largely based on vulnerability category, however, itis also affected by threat and severity val-
ues. The service level for a site may limit the nature and type of vulnerabilities that can be detected on a site; a
PE site that is non-compliant might be evaluated as being "compliant” if it were evaluated at the BE service
level, Therefore, values for slots with lower service levels will be adjusted to account for the vulnerabilities that
may not be discovered at this level.

Window of Exposure

Window of Exposure is a measure of the number of days out of the last 30 days that the site was exposed o a
particular vulnerability. Again, a weighting factor is used to adjust for the inconsistencies that may result from
differing service levels, and the Window of Exposure is tracked over 180 days - not just the number of days
out of 30 count - in order to monitor a pattern of behavior, rather than only the events of the past month.

Site Complexity

Larger and more complicated sites have a larger surface vulnerable to attack, and are therefore intrinsically
less secure; Site Complexity uses the number of form elements and the number of POST/PUT requests on
the site as a rough measure of the attack surface. The size of the site can be estimated based on the number
of GET requests made during scanning.

Omitted Vulnerability Classes

Clients can disable the scanning for Predictable Resource Location vuinerabiliies; therefore, the index cor-
rects for this by including the effect that could be associated with those vulnerabilities. That is, since scanning
for the vulnerability is disabled, the index treats the site as if it were in fact untrustworthy, estimating the num-
ber of predictable resource location vulnerabilities to be high.

Using the WhiteHat Security Index

Monitoring Your Security Status

The WS5I can be used to monitor the security status of assets. Specifically, you can use the WSI to:

« |dentify areas of security risk
» Provide guidance on what vulnerabilities to fix
» Compare security status of sites in an organization

Reporting in Sentinel Page 17 {¢) WhiteHat Security, 2016
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» Determine how you are doing relative to global and industry verticals by comparing percentile ratings
. Monitor frends in security status of assets and effectively manage application security program

Improving your WhiteHat Security Index Score

Your WS report recommends a set of actions that site owners can take 1o improve asset security. This
includes an ordered list of top vulnerabilities that need to be fixed to improve the score, along with con-
figuration-related recommendations such as increasing scan frequency, providing a scan schedule, or provid-
ing missing credentials.

Prerequisites for a WhiteHat Security Index Score

There are afew prerequisites for the WS score to be available.

« The site must have had at least three completed scans. This allows the scanner to be fully trained on the
site.

« The site must have been being scanned over at least 30 days following the third completed scan, to
provide sufficient history to allow the weighting factors to be calculated and to allow some of the model
parameters to be primed,

« WSlis availableon PE, SE, and BE service levels only.

Reporting in Sentinel Page 18 {c) WhiteHat Security, 2616
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Security Audit Report
The Security Audit report provides an overview of open vulnerabilities discovered in the assessment, includ-
ing summaries, metrics, and conclusions. For those customers using both Sentinel and Sentinel Source, this

report will cover both dynamic and static test results. For more detailed findings, please see “Vulnerability
Details Report - Applications” and "Vulnerability Details Report - Sites.”

Note that you can choose whether to include or refrain from including a count of the vuinerabilities.

For more information on generating reports, please see Creating Reports and Templates,
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PCI Compliance Report

The PCI Compliance Report declares the compliance state of the selected site(s) as defined in PCIDSS 3.0
Requirements 8.5.1-6.5.11.

This report is extremely useful for those cases when it is necessary or useful for you to demonstrate that a site
is PCl-compliant.

For more information on generating reports, please see Creating Reports and Templates,
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The Attack Vector Detail Report

The Attack Vector Detail Report contains up to five specific attack vectors for every vulnerability instance
found on the websites selected for this report. (Note that attack vectors are not reported for code scanned
using Sentinel Source (static assessment).) In addition to the location and time the vulnerability was dis-
covered, the attack vector details include a breakdown of the exact request sent so that developers may eas-
ity replicate the problem. This report is most likely to be of interest to developers engaged in remediating a
specific vulnerability.

The Attack Vector Detail Report - Options

For the Attack Vector Detail Report, you can select specific assets or groups and vulnerability classes you are
interested in, filter by date, specify whether you want to see Open, Closed, or Both (all) vuinerabilities, specify
the severity levelto include, and determine whether you want to limit the attack vectors, show the CVSS
scores, or show the response body in the report; you can alse choose to generate the report as apdfor asa
csy file. For more information on generating reports, please see Creating Reports and Templates.
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The Attack Vector Detail Report - Selection by Groups
You can also select sites based on groups.
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When you have made your selections and clicked on "Generate Report,” the report will return to you as a pdf
file.

For each vulnerability class included in the report, you will first see the description and solution for the vul-
nerability, and then the details of the attack vectors.
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Vulnerability Details Report - Site

The Vuln Detail Report groups findings by category for each website selected for the report. Each chapter of
the report gives a full description of the vulnerability class and the appropriate remediation instructions, fol-
lowed by a list of the specific instances of that vulnerability on each site. This is an excellent report for helping
developers remediate vulnerabilities, or providing an in-depth understanding of the specific vulnerabilities
found for a particular asset.

For the Vulnera bility Detail Report, you can select specific assets and specify:

« Whether you want 1o see Open, Closed, or Both (all) vuinerabilities.
« Which vulnerability ¢lasses you want to include in the detail report,

« Thedate range for the report.

- Which severity levels should be included in the report.

« Whether or not Attack Vectors shouid be shown.

» Whether or not the CVSS Score should be shown.

You can select what is to be included in the report by individual site or by group.

For more information on generating reports, please see Creating Reports and Templates.
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Vulnerability Details Report - Applications

The Vuln Detail Report groups findings by category for each application selected for the report. Each chapter
of the report gives a full description of the vulnerability class and the appropriate remediation instructions, fol-
lowed by a list of the specific instances of that vulnerability found in the application. This is an excellent report
for helping developers remediate vulnerabilities, or providing an in-depth understanding of the specific vul-
nerabilities found for a particular asset.

For the Vulnerability Detail Report, you can select specific assets and specify:

= Whether you want to see Open, Closed, or Both (all) vulnerabilities
« Which vulnerability classes you want to include in the detail report

+ The date range for the report

» VWhich severity levels should be included in the report

For more information on generating reports, please see “Creating Reports and Templates.
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Click on Generate Report, and you will see the pdf of the Vulnerability Detail Report.
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Scan Status Repert

The Scan Status Report will generate a csv file showing the scan status of all reports for which you have per-
missions. This report will include the assetinformation, service level, and scan status.

For more information, please see Creating Reports and Templates.
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Asset Permission Report

The Asset Permission Report creates a csv report showing the permissions for all the assets for which you
have permissions.

Asset permission will include the asset type, url, name, and the email and first and last name of users who
have access {o that asset.

For more information on creating reports, please see Creating Reports and Templates.
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Asset Group Mapping Report
The Asset Group Mapping Report will include the asset type, url, name, and the names of the group(s) to
which that asset belongs for all assets for which you have permissions. The asset's groups will be included in
a single cell, separated by the pipe mark ("").

For more information on generating reports, please see Creating Reports and Templates.
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WhiteHat Sentinel Onboarding Processes

WhiteHat's Customer Success unit will work with you to get your Sentine! services up and running as quickly
as possible, so that your web assets are being properly scanned and you are receiving accurate security
informaticn. The WhiteHat Sentinel Onboarding Processes document will outline how the onboarding process
wil: work, and what you can doto expedite it,

Additional information about onboarding and about making the best use of Sentinel and Sentinel Source is
available in our Customer Success Center; login information for the Customer Success Center will be sentto
you in e-mail on your contract start date. The Customer Success Center provides ready access to the cus-
fomer success team, to your tickets, to Q&A information, and to downloadable reference and training material
(including all user guides).

You wili receive several emails from the WhiteHat Service Deployment Team on your contract start date —
one providing you with your Sentinel interface login information, one providing your Customer Success
Center login information, and one asking to schedule an infroductory call. For that call, we will be asking you
for the following information:

For Sentinel Source (SAST) Services

« Source Code Repository and type(s) {e.g. SVN, CVS, Perforce) or Source Code Archive
» URI(s) of the repositories or archives and any associated code bases
« Read-only credentials or certificate information

For Sentinel (DAST) Services

« Web application hostname(s) and any associated host names }

« Web application credentials (two sets; one primary and backup set with the highest available level of
access, and one piimary and backup set with a standard level of access)

« Weekly assessment schedule(s) {continuous, evenings and weekends, or specified days and times)

For Sentinel Mobile Services

« All project files for your mobile application(s), both source code and build files
« Two sets of credentials

The better prepared you can be at the beginning of the onboarding process, the more quickly the WhiteHat
team can get your scan services running in a continuous mode.

For more detail, please see

« Onboarding Sentinel Source (Static) Services
« Onboarding Sentinel (Dynamic) Services
« Onboarding Sentinel Mobile Services

WhiteHat Sentinel Onboarding Guide Page 1 {c) WhiteHat Security, 2016




—— WhiteHat

Onboarding Sentinel Source (Static)
Services

Required Information

For onboarding your static analysis services, we need to know the type of Source Code Repository you're
using (if any), the URIs of the repositories/code bases or binaries we will be assessing, appropriate cre-
dentials, and the assessment schedule you want to use.

Source Code Repository Type(s)

We'll need to know what type of repository houses the application code you want us to assess, sothat we can
provision the correct connector for that repository within the satellite appliance you'll need to install prior to
beginning an assessment. Information on the types of repositories we currently supportis available in the
Adding a Code Base section of the Managing Your Applications user guide.

URI(s) of the Repositories and Associated Code Bases

You can add code bases that are part of the application to the scope of the Source scan. Doing this ensures a
complete scan of the application’s source code.

NoTE: Please ask your developers if there are any dependendies not declared within the application source
code. Ifthere are, please add these as additional code bases associated to the applic- ation withir the
Sentinel Ul This will ensure that our scanning engine can thoroughly test all source code related to the appiic-
ation.

Read-Only Credentials

You'll need to provide us with read-only credentials (if any) to the repositories on which your application
resides. This allows our source code scanning engine to automatically log into the repository at the beginning
of each schedule scan window.

Assessment Schedule

You can schedule scans of your source code on an as-needed basis. We recormend scheduling scan win-
dows regularly to ensure a current view of your application's security status.

s Scan Now - Scans source code only once to completion
« Daily - Scans source code once per day to completion

« Weekly - Scans source code once per week to completion

» Never Scan (Default)-- Your source code will not be scanned until you edit the scan schedule to allow

scanning
{nOTE: until you set a scan schedule, the assessment schedule will be set to the "Never Scan" default
vaiue) ' '
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Service Delivery Timeline and Setup

Source Appliance Download and Installation (1 Business Day)

- The Source VM not only houses our Source sc:aﬁning engine, but also creates a secure SSH tunne! from our
servers to yours that allows us to verify potentially vulnerable code snippets. These snippets are the only
pieces of your source code that will be passed via this secure connection to our TRC engineers.

Follow the steps outlined in the Source Appliance guide, attached to your welcome email, to download and
set up the VM Appliance within your network. NOTE: We recommend having someone who has experience
with ESX servers available for the setup process.

Once you've installed the VM, we will verify the connection to your intended repositories is successful.

Adding Applications and Code Bases

Since code checkoutis done remotely via automation, Sentinel does not support browsing from a repository
root, project listing, or web directory. If your application requires multiple repository projects to build, please
add each project as a separate codebase. Remember that adding codebases that do not make up a single
build may resultin build errors that prevent the scan from completing.

If your version control technology is not supported or if your application's build requires dependencies that are
not a_vailtable from a repository accessibl by the satellite appliance, you may use a "mock codebase” to provide
additional code to be used inthe scan via a gzipped tarball. In addition, you may set an application up to have
its binary files scanned, rather than its code.

For more information on adding applications and code bases, please see the user guide Managing Your
Applications, found on the Customer Portal under the Documentation and Tools tab.

Contact your customer service agent to discus alternate methods of tarball delivery.

Vulnerability Verification (Ongoing)

Any time Sentinel finds a vulnerabillity during a scheduled scan, it sends the potentially vulnerable code snip-
pet to our TRC engineers. Our engineers then verify that the vulnerability is true and actionable before post-
ingit.

Initial Assessment Complete (1-2 Weeks for initial
assessment)

When the first full scan has completed successfully and all verified vulnerabilities have been reported to you,
we recommend scheduling a Vulnerability Review call where our TRC engineers can discuss and explain vul-
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STANDARD

Standard Support is included with ail WhiteHat Sentinel subscriptions. It provides multiple contact options,
such a5 access Lo our secure Customner Success Center, email access, or via a direct phone number,

Customer support hours are
12:00 AM - 7:00 PM P5T, Monday through Friday, excluding holidays.

EERSEMRERY

GOLD

The Gold Support is designed for enterprise customers wihs require a highly personzlized, proactive support relationship. Aligning
peapie, processes and technoiogy to achieve operational readiness is 3 key goal of this program. Goid supportincludes
integrating tecnnology with crganizational processes, website deployment, change management, and support escalation to
reach ard remain 3¢ 3 state of eperaticnal readiness. To maet these ofjectives, Goid Support includes:

+ An assigned Customer Success Marager (TSN}

* Pricrity respofse times and service level agreements {SLAS)

*+ Regularly scheduled meetings with your CSM to ensure operational efficiency
+ Quarterly Busiress Reviews designed o maximize the value of your purchase
+ Custom vulnerability exploit and remediation review

Customer Success Manager

Your assigned Customer Success Manager (CSMY s 3 highly skilled security
professional who facilitates support requirements and escalates resclution requests
to ensure that your issues are resclved quickly. Based on monthly business reviews,
the {SM wiil manage your service requirements, including the review ¢l open
vulnerahilities and the management of each Case 1o ensure proper closure. Each
CSM serves 8s a cross-unctional, cross-company advocate, who guides your
organization in best practices and enables you to make rapid progress to align your
security program with your business gaals. The CSM coordinates support sanvices
and collaboration between WhiteHat Security, your web spplication business
cwners, developers, and security taams,

Custom Vulnerability Expiéit and
Remediation Review

. WhiteHat Security wil work with your

dewvelopers to diassify and understand the
reot causes and weaknesses of the discovered
website vidnerabllities. Our security engineers
are available to talk to your developers, provide
& proof of concept, and help thern understand
the best remediation options available and how
other wel technology leaders are addressing
these issues. :
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“platinum Support is ideal for corm
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bility data discavered during the ongoing Sentinel

¢ Reports with remediation statistics 2nd metrics.

witigation techniaues and security best practices.

Overview of the current web security landscape and how it affects
your organization.

-’

2rcial, governmery, enterprise, or giobal organizations utilizing the WhiteHat Sentine: family
& wadu:rs 1o deploy a comprehersive application security program across the software des:ﬂlaomwnt lifecycie, and for
,o(aan‘zapons hamg stakeholders acrass multipie divisions or countries.

s ;,mum ‘e«e! sap;:crt also 1 t‘ades an amuai orisi te strateglc orocess review, Piztinum :upport zm:ludes:

Direct Access to Senior Security Engineers

WhiteHal provides you direct access by phore and emall
10 senlor securly engineers. WhiteHat will respond o
your requests for assistance within two business hours on
Mondays through Fridays from 800 AM and 7,00 PM PST.
excluding WhiteHat holidays.

Platinum Support inciudes;

Quarterly Vuinerability Review

Once per quarter, WhiteHat conducts a detailed review of
high rigk velnerabilities discovered. The chiective S to help
your organization streamline the remediation process.
During this review, 8 WhiteHat security enginesr will give live
gdemonstations of the vulnerabiiities, o show how high-risk
vuirerzbilites ¢an threaten your business. By cigarly

undersiznding how =ach winerability can be exploited and

understanding the risk associated with each wilperability,
you will be able o prioritize, manage, and mitgate your
website risk more effectively.
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nerabiliies. This call includes a breakdown of each reported vulnerability class and their threat to your applic-
ation's security using some of your vulnerabilities as examples.

We encourage you and your security and development teams to request Vulnerability Reviews for specific vul-
nerabilities any time during vour subscription term.
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Onboarding Sentinel (Dynamic) Services

Required Information

Web Application Hostname(s) and Associated Host Names

The application hostname establishes the boundaries of the Sentinel assessment. Sentinel will only assess
content that is specified by the hostname.

Associated hostnames are those that are considered part of the same application where content is either
accessible from a single login entry or without authentication. These hostnames can be added to the assess-
ment scope under the same license, and will allow the assessment to encompass the entirety of the web
application. For example:

» Hosthame: www.sife.com
» Associated hosinames: secure.site.com, www.contact.site.com

NOTE: associated hostnames are critical {o ensure full testing of a site that may have multiple site URLs that
do not directly link to one another, as in the examples given above. As long as the content is accessible
with a single login entry (or with no authentication at all} and using a single session ID, it can be
included as part of the same application. If a new [ogin or an additional session ID is required, itis
considered to be a separate application for purposes of licensing and assessment.

Credentials

Though credentials are not required for your application assessments to begin, they're important to ensure
we're able to access and test all functionality, specifically for sites that contain authenticated content. Please
provide two sets of credentials with access o most or all functionality. One account serves as the primary
account for automated testing, while the second account serves as a backup in case the primary account
becomes invalid. For P& licenses, two additional test accounts for each user level are needed for business
logictesting.

Example:

+ Two administrator accounts
« Two expert or special user accounts
» Two standard user accounts

This allows us to perform both horizontal and vertical privilege testing across the various user roles of the
application. For example:

« Canlmanisee Dar's account profile data?
- Can a non-administrative user escalate their privileges to an administrative account?
« Can Shashi rotate through user accounts and perform transactions as another user?

WhiteHat Sentine! Onboarding Guide Page 5 {c) WhiteHat Security, 2016
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Assessment Schedule

The assessment schedule is the recurring weekly date and time range where Sentinel is allowed to actively
test your application. Sentinel saves its progress between scheduled windows, so if a scan is unable to com-
plete before the scan window concludes, it can pick up where it left off at the beginning of the next scan win-
dow.

You can set your weekly schedule within the Sentine! interface, and there are several scheduling 6pﬁons
available.

Continuous (highly recommended): Assessments run 24x7

Nights & Weekends (recommended): Weekdays from 8pm to 6am (based on the time zone you select), and
24 hours a day on weekends

Custom Schedule: You can choose 1o create a custom assessment schedule based on days of the week and
hours of each day. If this option is chosen, please ensure atleast 40 hours of scan time per week

CALENDAR RISK MITIGATION TiP: IF YOUR SITES ARE HOSTED BY A THIRD PARTY, NOTIFY
THEM AHEAD OF TIME REGARDING WHITEHAT [P RANGES AND YOUR PREFERRED SCAN
SCHEDULE.

All WhiteHat scans or manual work will come from one of our [P addresses or [P address ranges:

‘WhiteHat 1P Ranges

Scanning for Production Sites |Manual Testing
. 63.128.163.0/27 - ~ Santa Clara
*'63.128.163.33 oL © . 12.248.108.702

satellite Testing [ 51,2071, 226

us . o ’ | Houston’

. é}xl‘as.;'é?s.s:qutSOSG R 4 38.122.74.18

« 63.128:163.8-Port6511 EEN -l:’:sé‘Eé,é-:‘,léxﬁ‘5_',’.‘
T | Belfast |
R 52.28.188.156. . - e ,_194.4'@.*129.16_;
v 54.93.186.146 , o | e 82.68.82.33.
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Service Delivery Timeline and Setup
Initial URL Crawl (1-3 Weeks)

Once URLs and site credentials (if applicable) are received and a scan schedule has been entered, our TRC
engineers create a customized login sequence that teaches Sentinel to assess authenticated portions of the
web application. Sentinel will then begin crawling {alsc called "spidering™) your application. Completion time
for the initial crawl varies depending on'the number and size of pages within the application. During the initial
crawl, only GET requests are tested. For sites under an SE or PE license, all POST request functionality is
sent to a TRC engineer for custom test configuration. Sites under a BE license will siways be tested using
only GET requests.

Custom Test Configuration (PE and SE only) (1-10 Business
Days/Ongoing)

As Sentinel crawls your application, italerts our Threat Research Center (TRC) of anyforms your application
contains, so anengineer can make custom test configurations that both allow Sentinel to safely test each
form and permit the Sentinel scan to spider pages thatlay behind each form. We refer to this step as “form
training.” If your application contains several layers of forms, it may take several passes by Sentinel and sev-
eral rounds of form training to reach all pages within the application.

During this step, the TRC engineer may also enable URL rules for any template pages contained in your
application. These rules instruct Sentinel to test a sample number of pages for each template used, which
allows each Sentinel scan to complete more quickly while remaining thorough. As an example, an auction site
that contains millions of products and is constantly adding additional products may use a common template.
Instead of attempting to assess each individual product page, we will create a URL rule to assess only a sub-
set of them. This reduces scan completion time without sacrificing quality.

Any time Sentinel discovers new forms or templates during your subscription term, a TRC engineer will
recommence this phase. To ensure the safety and quality of the assessment, if anything unexpected is dis-
covered, we will reach out to you before making configurations or implementing changes,

Review of Site Coverage

Near the end of the custom test configuration phase, TRC engineers will examine all links discovered by
Sentinel. if there are pages known to exist that are missing from our scan coverage, an engineer will add
them 10 our testing scope as entry points. Directories or files that are not directly accessible from a link con-
nected to the web application are common examples of pages that may need to be added as entry points .

You can expedite this phase by reviewing the pages found and tested by Sentinel within your Sentinel Inter-
face and notifying us if sections of your application are missing.

WhiteHzat Sentinel Onboarding Guidz Page7 {c) WhiteHat Security, 2016
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Vulnerability Verification

Any time Sentinel finds a vulnerability, it flags the page and attack vector and sends a nofification to our TRC
engineers. Our engineers then verify by hand that the vulnerability is true and actionable before posting it.

Vuinerabilities are grouped by the URL on which they are discovered, and then into the various vulnerability
classes found within the Web Application Security Consortium V2 (WASC v2). The various methods to
exploit discovered vulnerabilities are categorized by vulnerability parameters known as "attack vectors”.

Business Logic Assessment (5 Business
Days/Ongoing)

1 you've purchased PE Service, our TRC engineers will assess your application for vulnerabiities in its busi-
ness logic. This testing is done by hand and begins during the Custom Test Configuration phase (see above).

Initial Assessment Complete

The initial assessment is understood to be complete when the phases detailed above have been completed.

At this point, we recommend scheduling a Vulnerability Review call where our TRC engineers can discuss
and explain vulnerabilities. This call includes a detailed breakdown of each vulnerability, as well as a live
demonstration of the vulnerabilities discovered, and is a great opportunity to involve other members of your
security and development teams.

We encourage you 1o request a Vulnerability Review any time during your subscription term.

WhiteHat Sentinel Onboarding Guide ‘ Page 8 {c) WhiteHat Security, 2016
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Onboarding Sentinel Mobile Services

Required Information

« Project Files for your Mobile Application(s)
« Source Code
« Build Files

Our TRC engineers will need your application’s projectfiles, including source code and build files. You can
upload these files to the SFTP account we create for you.

Cur Mobile Assessment Team securely downloads these files to conduct the assessment, and deletes them
permanently when the assessment is compiete.

Service Delivery Timeline and Setup
SFTP Account Setup (1 Business Day)

Our Service Deployment Team will create an account for your team on our SFTP server and provide you with
access details. This is where you'll need to upload your application's project files.

Assessment (10-15 Business Days)

During this time, TRC engineers will be assessing your mobile application for vulnerabilities,

WhiteHat Sentine! Onboarding Guide Page § ‘ {c) WhiteHat Security, 2016
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SECURITY.

[N .

Optimizing your use of WhiteHat Sentine!
with fast, reliable support

whiteHat empowers you to protect critical data, ensure compliance,
reduce risk and accelerate the deployment of secure applications
and websites, By providing accurate, comprehensive, and risk-based
appiication security assessments as a software-as-a-service, we
celiver the visibiiity, flexibitity, and guidance that organizations need
to prevent wes attacks,

whiteHat Support services ensure that you are effectively leveraging
all the web application security information that WhiteHat Sentingl
delivers, With over 40,000 web applications under management,
many in the Fortune 500 companies, WhiteHst's customer support
team has superior technical experience in application security,
delivering the rescurces you need to reduce risk, and improve
seCurity processes.

WhiteHat Security's highly trained security teams provide enterprise-
class software security support. Qur engineers xNow web servers,
web applications, and web application software development,
including hands-or experience with leading software development
frameworks, design patterns, and implermnentation practices, as they
relate to security, There are three levels of support available to
Sentinel customers; Standard, Gold, and Platinum.

HIGHLIGHTS
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ling, Whenever you need
axpert assistance, we arg
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Access-our Customer
Suzcess Center instantly
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A?P‘ENDIX A TO CONTRACT
SERVICE DESCR[PTION

Subject to the terms of the Contractand any Service Order (as defined below), WhiteHat will provide VCU the
Servmes, Support and/or Training pursuant to the terms of this Appendix.
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1.17

DEFINITIONS

4

“API” means a weh service that is accessed via a URL; and is described using the web services
deseription langnage {(WSDL) {limited to simple object access protocol (SOAP] or hypertext transfer

" protocol (HTTP)) or a representational state transfer (RESTful} API (limited to HTTP).

“Application” or"Applii:aticns" means individually or collectively, a (i) Web Application, {ii) Source
Application and {iii} Mobile Application, each as defined in this Section 1.

“Available” means that WhiteHat customers are able to log on to the WhiteHat Sentinel website as
measured at ats.pingdn i5dh0u and/or

httyi//stats gmgdam com/8645 ghﬁuwgﬂléé'}’tm , a8 applicable.

“Claim” ‘means any third party claim that the Services or the Training, when used in accordance with
this Contract, infringe any United States patent, copyright or trademark of a third party.

“Custorﬁer means VCU and any (i) public body, (i) public or private health or educational institution or
(iif} lead-issuing institution's affilisted foundations, based in the Commounwealth of qu,xma Ay access
any resulting contract(s) if authorized by the Contractor,

“Customer Support Web Portal” means WhiteHat's web poﬁrtai for customer support.

“Documentation” means any oniine information, product descriptions, technical specifications,
manuals and materials made available to the Customer, relating to the use of the Services.

“Double-Extra Large Source Application” means a Source Application that is less than {i) 200MB in
Uncompressed Source File Size or {if] five millon (5,000,000) Lines of Code.

“Environment” means the environment {for exa‘rnple. development, staging or production) in which a
particular Source Application is housed when scanned by the Services. ‘

“Extra-Large Source Appiicatim{” means a Source Application that is less than {i) 120MB in
Uncompressed Source File Size or (i) three millien (3,000,000} Lines of Code.

“Extra-Small Source Application” means a Source Application that is less than (i) 4MB in
Uncompressed Source File Size or (ii) one hindred thousand {100,000) Lines of Code.

“Large Source Application” means a Source Application that is less than {i) 60MB in Uncompressed
Source File Size or {if) one million five hundred thousand {1,500,000) Lines of Code.

“Lines of Code” means the lines of Customer’s source code containing any characters (excluding
comments and whité spaces), as measured by WhiteHat based on the average of up to the Iast twenty
{20] scans of such Source Apphcanon by the Services.

"Medium Source Application” means a Source Application that is Jess than (i) 20MB in Uncompressed
Source File Size or (ii} five hundred thousand (500,000) Lines of Code.

"Mobxle Application” means an application that can run on one platform, either 10S or Android
Platform, and can be written in either Objective-C for 108, Java for Android, orin
HTML/CSS/Javascript "

“Operation” means a discrete function accessed viaa. corrbmanon of its API's base URL the
Operation’s name, and a request payload.

“Reports” means data reports that contain the results of the tests performed by the Services.


http://stat,:;,pjngdom.com/86tjSdhOuwri:4/113541

1.18 "Services” means the application and API security testing services {Including {i) the associated
software and (i) access to WhiteHat's hosted software application) for the Applicztions and/or APIs
as described on an applicable Service Order.

1.19  “Sriall Source Application” means a Source Application that is less than (i} 10MB in Uncompressed
' Source File Size or (i) two hundred fifty thousand [250,000) Lines of Code.

1,20 "Service Order” means any (i) duly executed service order, (i) duly executed statement of work, (iii)
duly executed order form or {iv) WhiteBat quote with corresponding purchase order incorporating a
reference to the WhiteHat quote number, provided for the purpose of acquiring the Services and/or
the Training and that incorporates the Contract by reference, and contains a description of the
Services and/or Training ordered by Castomer and the applicable Fees and term of the Service
Order.

121 "Services” means the application and AP) security testing services (including (i) the associated
software and (ii) access to WhiteHat's hosted software application) for the Applications and/or APls
as described on an applicable Service Order.

1.22 “Source Application” meaﬁs the smallest single unit of source code in 2 single Environment that can
run independently on a server or mobile dev;w, the code base of which does not change movre than
20% between Service scans.

1.23 “Training” means any computer-based training or onsite training provided by WhiteHat.

1.24  “Training Materials” means any training materials and handouts provided to Customer as partof the
Training, including, but not limited to, documents, data, drawings, models, code, applications and
reports, and associated software and materials, including any modifications or improvements
thereof. Training Materials may include third party materials Heensed to WhiteHat.

1.25  "Uncompressed Scurce File Size” means the size of the source code contained in a Source Application
in megabytes (MB) as measured by WhiteHat based on the average of up to the last twenty (20) scans
of such Source Apphcatxon by the Services. .

1.26  “Web Application” means an application that consists of a group of related hostnames and one set of
user login credentials.

2. LICENSE

During the Term and subject to the terms and conditions of this Contract, WhiteHat shall provide to Customer
a limited, non-exclusive, non-transferable license to use and access the {i} Services for the number of
Applications and/or AP] Operations set forth in a Service Order, {ii} the Training, and [iii} the associated
Documentation and Training Materials, subject to any additional terms and conditions reguired by any third
party providers, as described in a Service Order. Such license grant for any software associated with the
Services that must be downloaded by Customer shall include the right to make one copy for internal use in
accordance with the Documentation, and sach license grant for the Training Materials is provided solely for
Customer's internal use to further expand and improve the knowledge base of its employees who have a need
to know such information, and expressly prohibits use of the Training Materials for production or commercial
purposes. Unless otherwise specified in a Service Order, the terms of this Contract will govern the Service
Order. This Contract shall take precedence over any other agreements, contracts or general terms that
Customer may have entered into with a Reseller as it relates to the Services and/or Training only. A Service
Order is an integral part of this Contract and is fully incorporated herein. .

3. STANDARD SUPPORT

The following terms describe WhiteHat's standard support offering. Additicnal support and service Jevel
agreements may be procured by Customer as described in a Service Order. .

3.1 Customer Support, Customer may contact WhiteHat customer support using WhiteHat's Customer
Support Web Portal, which will be made available to Customer during the onboarding process. From the
Customer Support Web Portal, Customer will have the ability to log and track all of its service support




requests, Customer will also be able to review a support portal dedicated to documentation relevant to the
Services such as service manuals user guides, and other web security information, After the Effective Date of
the customer’s initlal Service Order, Customer will receive an email from WhiteHat with a URL link to set up
Customer’s password for the Customer Support Web Portal. Customer may also contact customer support via
email to support@whitehatseccom or by calling (408) 343-8340 (Monday through Friday, 6:00 a.m. - 7:00
p.m. Pacific tsme, excluding any WhiteHat-ohserved holidays).

3.2 System Upgrades. ‘WhiteHat may periodically schedule a maintenance window to conduct upgrades to
the Services, during which the Services will not be Available. WhiteHat will use commercially reasonable
efforts to inform Customer of the date, time and duration of such maintenance window at least twenty-four
{24) hours in advance of the commencement of such maintenance. WhiteHat shall take into consideration
minimizing the disruption to Customer's use of the Services when scheduling regular maintenance windows,

3.3 Service Availability and Credits

{a) Service Uptime. Subject to the terms of this Contract, including but notlimited to Section 3.3(¢), during
the Term the Services for each Appixcauom or AP] shall be Available to Customer potless than 99.5% of the
time each calendar month.

(b) Credits. If the Services for an Application or API are Available less than 99.5% of the time in a
particular calendar month during the Term as measured by WhiteHat, and WhiteHat is unable io provide
such Services via mutually agreeable alternative methods, WhiteHat will issue to Customer a credit equal
to 1/{365%24} multiplied by the then-applicable subscription fee for such Application or API for each hour
that the Services for such Application or APl were not Available during such calendar month, Such credit

“will be applied against the next invoice {provided by WhiteHat or the applicable Reseller, as appropriate)
for such Application or APL In order to obtain a credit under this Section 4.3(b), Customer must provide
WhiteHat with written notice of its credit request that identifies the affected Application or AP within
fourteen [14) days after the date of an availability violation. Credits under this Section 4.3(b) are
WhiteHat's sole liability, and Customer’s sole and exclusive remedy, for WhiteHat's failure to meet any
service uptime levels.

{c} Exclusions. Customer shall not receive any credits in connection with any failure or deficiency of
Services availability to the extent caused by or associated with: (i) a Force Majeure Event; (i) regularly
scheduled or emergency maintenance and upgrades {including, but not limited to the system upgrades
described in Section 3.2 above); (lii) any causes attributable to Customer or its contractors, {iv) software
or hardware not provided or controlled by WhiteHat; and (v) outzges elsewhere on the Internet, including
but not limited to interruptions at any Customer or third party data center or internet service provider,
that hinder Customer’s access to the Services,

4. PROPRIETARY RIGHTS

4.1 Applications and APls. Costomer hereby grants WhiteHat the right to access, use, assess and test the
Application(s) and/or API(s) in connection with providing Services. Customer acknowledges and agrees that
WhiteHat's access and use of the Application(s) and/or API{(s) to provide Services, is not subject to any "Terms
of Use” or other terms or conditions that may be posted on, linked or otherwise provided with, the
Applicaton(s) and/or API(s), Customer represents that it is either the owner of the Application{s) and/or
API(s) or has the authority to permit WhiteHat 10 provide Services. Customer shall provide WhiteHatadequate
written evidence thereof upon WhiteHat's request. In the eventany of the Applications and/or APlsare subject
to third-party rights and any such third party files a claim against Whitehat related to the performance of the
Services on such Applications and/or APIs, such action shall be considered a material breach of the Contract
and WhiteHat will have the immediate right to terminate this Contract (and any active subscriptions for
Services under this Contract) and seek all legal remedies available to it

4.2 Restrictions. Customer shall not: (a) copy or otherwise reproduce, whether in whole or in part, the
Services (or software associated therewith}, Documentation, Training or Training Materials; (b} modify or
create any derivative work of the Services (or software associated therewith), Documentation, Training, or
Training Materials; (c) sell, rent, Joan, license, sublicense, distribute, assign or otherwise transfer the Services
{or software associated therewith), Documentation, Training or Training Materials; (d) cause or permit the
disassembly, decompilation or reverse engineering of the Services {(or software associated therewith),



Documentation, Training or Training Materials, or otherwise attempt to gain access to the source code of the
Services or software associated therewith; or (¢} cause or permitany third party to do any of the foregoing.

4.3 Reservation of Rights. Each party reserves all rights not expressly granted in thisContractand no licenses
are granted by either party to the other party under this Contract except as expressly stated in a Service Order,
whether by implication, estoppel or otherwise, WhiteHat or its licensors own and retain all right, title and
interest (including all intellectual property rights) in and to the Services, Training, Documentation, Training
Materials, and associated software, as applicable, including any modificarions or improvements
thereof. Subject to the terms of this Contract, Customer shall own all right, title and interest to all Reports.

5. CUSTOMER RESPONSIBILITIES, Customer further acknowledges and agrees that {i} as between Customer
and WhiteHat it is Customer’s sole responsibility to update and maintain the Application(s) and/or API(s),

including without limitation, fixing any security vulnerabilities; (if) the Reports are not guaranteed to show all
vulnerabilities in the Application{s) and/or API{(s}; (iil) it is Customer’s sole responsibility to test, vet and
confirm that any proposed remedial measures referenced in the Reports or otherwise referenced by WhiteHar
ta Customer are appropriate for Customer’s purpeses; and (iv) Customer's use of the Services does not render
or guarantee that the App) ication{s}s and/or API(s) will be invuinerable or free from unauthorized access.

Customer further acknowledges and agrees that Customer’s use of the Services starts on the effective date of
the Service Order-applicable to such Services and the Customer is responsible for providing to WhiteHat all
configuration data {hostnames, user accounts, APl documentation, etc.) needed o perform the Services. Failure
to provide configuration data does not release Customer from any responsibility in this Contract. Customer
acknowledges and agrees that Customer’s and its users’ use of the Services and Training may be dependent
upon access to telecommunicatons and Internet services. Customer shall be solely responsible for acquiring
and maintaining all telecommunications and Internet services and other hardware and software required for
its access and use of the Services and/or Training, including, without Jimitation, any and all costs, fees,
expenses, and taxes of any kind related to the foregoing, WhiteHat shall not be responsible for any loss or
carruption of data, lost communications, or any other loss or damage of any kind arismg from any such
telecomnmunications and Internet services.



WHITEHAT SECURITY, INC.

SERVICE CRDER

Quote Number: Q00038463
Contract Number: 728565283C

Customer Name:
(VCU)

Primary Contact Name: Guy Broome
Phone: (804) 827-2072
Email: gmbroome@veu, edu

Virginia Commonwealth University

Customer Accounting Contact (Required):
Bil to Name: V(U Accounts Payable
Address: Box 980327

Phone: (804) 828-1077
Email; jaholcomb@vcu.edy

Richmond, VA 23298-0327

LA DESCRIPTION OF SERVICES AND PRICING!

Pursuarnt to this Service Order, Customer is purchasmg‘ a total of 253 Points as set forth in Table A-1 helow.
Each "Point” is equal to $400.00 in value. During the Term of this Service Order, Customer has the right to
exchange each of the Points for the Services listed in Table A-2, over the remaining Term, based on the Point

Value of each such Service.

Customer will notify the WhiteHst on-boarding team in writing (email s

acreptable) of each request to exchange the Points for Services. In the event Customer exchanges all 253 of
the Points during the Term and wishes to deploy additional Services, Customer agrees to enter into a Service
Order to purchase the applicable additional Points at $400 per Point.

Table A-1
Description Per Point Fee | Quantity Fees
WhiteHat Sentinel Points (WHS-POINTS) - per Point -
annual subscription $400.00 253 $101,200.00
Total Fees $101,200.00
Table A-2
Example | Example
| Bervice Service Total - Total
Point Frice Example Point Price
. Type of Service Value Value Quantity Value Value
WhiteHat Sentinel Gold Support — annual
. subscription {WH-SUP-AL)
3 User licenses for WhiteHat Computer Based
Training {WH-CBT-250) are included with
Gold Suppert at no additional cost. 75 $30,000° 1 .75 $30,000
whiteHat Sentinel Standard Edition - per ‘ :
Web Application - annual subscription 6 $2,400 5 30 12,000
WhiteHat Sentinel Premium Edition - per Web
Application ~ annual subscription 12 $4,800 4 48 $18,200
“WhiteHat Sentine] Source Edition - Small App
- per Small Sguree Application — annual ~
subscription (WHS-SRC-SML) 12 $4,800 5 &0 524,000
WhiteHat Sentinel Source Edition -~ Medium :
App - per Medium Source Application - .
annual subscription (WHS-SRC-MED) 20 $8,000 1 20 $8,000
WhiteHat Sentinel Business Logic Assessment
- per Web Application - annual subscription ‘ ) o
{WH~BIZ-LG) ID $4,000 2 20 $8,000

In exchange for executing this Service Order no later than June 30, 2017, WhiteHat shali provide

the above incentive pﬂcmg.

Version - Nov. 2016

Pagel of 3
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Subject to the terms of the Agreement (defined betow), Customer is hereby granted a license to access and
use the Services and Training as identified in this Service Order for the Term (defined below}, unless otherwise
specified in this Service Order.

LB USAGE RIGHTS

Hosthames: Customer acknowledges and agrees that {a) Customer is required to provide to WhiteHat in
writing the hostnames representing the Web Application{s) to be tested by the Services, and (b) Customer
may niot change the hostnames that represent a given Web Application during the Term without purchasing
an additional Services subscription in connection with such change.

WhiteHat Sentinel Source: At any time during the Term, if Customer is using the Services to perform scans
on a Source Application that exceeds the maximum allowable Uncompressed Source File Size and the number
of Lines of Code (both a5 measured by WhiteHat), as applicable, purchased by Customer undér this Service
Order for such Source Application, WhiteHat has the right to invoice Customer for the Fees applicable to the
actual Uncompressed Source File Size or nurmber of Lines of Code of such Source Application used by Customer.
On such invoice, Customer will be charged the applicable incremental Fee for the licenses required to bring
Customer into compliance with s actual usage for each Source Application, usmg the prices set forth below
prorated over the remaining Term of this Service Order.

' Large Source Application Annual Fee - per Source Application (WHS-SRC-LRGY: $18,400 (46 Points)

Extra-Large Source Application Annual Fee - per Source Application (WHS-SRC-XLG): $33,600 (B4 Points)
Double-Extra Large Source Application Annual Fee ~ per Source Application (WHS-SRC-XXL): §56, 000 {140
Points)

Computer Based Training: Customer acknowledges end agrees that the use of Computer Based Training is
subject to third party license terms and conditions {"CBT Terms”) contained within the online training
modules, In the event of a conflict betwaen the terms of the MSSA (inciuding this Service Drder) and the CBT
Terms, the terms of the MSSA will prevail, to the extent of any confi;ct,

Term: This Service Order shall continue for a period of one (1) year from the Effective Date (as defined

below). Any renewal of the subscriptions purchased under this Service Order wil] be aubgect to the terms of
Section O of the Special Tems and Conditions set forth in the Contract.

- Customer acknowledges thdt for the Services to commence and for ongeing support to be provided the

Customer contact information requested below must be accurstely provided to WhiteHat.

2 ;red} g contact(Iprpﬁcab;e) R

Dan Han

Chief Information Security Officer

(804) 828-1015

S2dhan@vcu.edy

[COPAYMENTTERMS . 0 .~ v e e e ]

Fees are prepaid for the Term, net 30 days after receipt' of invoice. All Fees to be paid in U.S. Dollars.

FDSERVICETERMS L i bl Sban il aadnin i il o

" This Service Order (the “Service Order”) is entered into as of the date of the last party to sign below

(“Effective Date”) by and between Customer and WhiteHat Security, Inc., ("WhiteHat") and is subject
tn the terms and conditions in the contract $72865281C - Application Vulnerability Scanner between WhiteHat
and Customer dated as of the date of the last party to sign below. {the "Contract™). If signed below, Customer
accepts that this Service Order, the Contract and any other duly executed Service Drders under the Contract
constitute the entire agreement between WhiteHat and Customer governing WhiteHat's provision of Services
to Customer, to the exclusion of all ather terms {the "Agreement”). Capitalized terms used, but not defined,
in this $Service Order are used with the meanings ascribed to such capitalized terms in the Contract.

Version - Kov, 2016 ’ Page 20f 3




This Service Order is accepted and approved as of the Effective Date.

WhiteHat S% ne, %/ / Virginia Commonwealth University (VCU)
Slgna‘wi‘e / , Signature: Xm\cﬁgﬁ&%;)\_&\__a:)

=
Name: __ Garrett McGomga/ Name: Karol Kain Gray,

Title: _Senior Contract Manager ~ Title: Vice President for Finanice and Budget

: . June 23, 2017 V
Pate: e Date: 1P l‘&-q hj

Version ~ Nov. 2016 Page 3 of 3
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to “Step 2°. This action will be repeated until the functionality is covered thomughly
and as long as the submitted request is deemed safe.

Also as part of the configuration process, the Threat Research Centre examines every

link discovered by Sentinel for overall coverage and streamlines the automated

assessment for safe and efficient scanning.

WhlteHat Senime is best des\,nbed as a “low and slow scanner. Sentme! leverages
single threaded requests when performing the automated assessment of the web
application. Sentinel will send a request to your website and wait for a response back
before submitting the next request. In addition, Sentinel is also capped at four
requests per second, by default. You have the ability to confrol this cap within the
Sentine! interface. This single threaded method of testing essentially makes Sentinel
the equivalent of a single user slowly navigating the website.

Other scanners will bombard your website with hundreds if not thousands of requests
simultaneously, running the risk of severely impacting or taking down the website.
This is not possible with Sentine! due to this single threaded process. In the event
increased response times are defected, we will proactively stop the assessment and
contact you to ensure everything is running smoothly.

WhiteHat Sentinel will not execute live code!

By leveraging customised testing methodology unique to Sentinel in combination with
the vulnerability verification process of our Threat Research Centere, Sentinel is ableto
detect vulnerabililies in a safe manner without having to execute live code on your web
application. This separates Sentinel from other scanners out there that may execute
javascript strings to find Cross-Site Scripting or live SQL queries to discover SQL
Injection. You can rest assured that Sentinel will never execute real code in an
automated fashion on your website. This greatly reduces the chance of negatively
impacting the application.

[WHiTEHAT SENTINEL SOURCE —~ STATIC ANALYSIS

WhitetHat Sentinel Source is part of the WhiteHat Sentinel suite of vuinerability
management solutions. Sentinel Source is a subscription-based Static

. Application Security Testing (SAST) solution, directly inspecting source code
for vulnerabilities. ‘

WhiteHat Sentinel Source directly assesses source code and gives
developers accurate vulnerability data, enabling them to assess and fix code
continuously throughout the software development lifecycle (SDLC). Sentinel
Source includes verification of all vulnerabilities by the WhiteHat Threat
Research Center (TRC). ,
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WhiteHat Sentinel Source, when combined with WhiteHat Sentmel DAST
delivers a proven, scalable and affordable enterprise website security platform
across the SDLC, reducing the risk of exposure for websites.

EHAT SENTINEL SOURCE ADVANTAGES _

WhiteHat has designed a solution from the ground up to address the unique
characteristics of SAST. Source code assessment permits the discovery of
vuinerabilities that are harder io detect in production, and by doing
assessments in the development phase, vulnerabilities are remediated earlier.

As a SaaS based service, Sentinel Source enables continuous update of
attack vectors via Rule Packs that identify and verify vulnerabilities — this
ensures that developers stay up-to-date on the latest attacks.

' INTEGRATION INTO SDL

Sentinel Source makes it easy to do ongoing assessment of code. Unlimited
assessments make it easy to integrate into the normal activities during
development. Code may be reviewed before it is built into an executable
image. WhiteHat vulnerability data can be easily integrated into existing
systems and platforms via fully supported plugins, so that development
organizations’ view WhiteHat Sentinel Source as an augmentation to the
SDLC, rather than an obstacle

All vulnerabilities are verified and prioritized by the WhiteHat TRC. As a result,
Sentinel Source enables developers to focus their efforts on fixing the most
critical vulnerabilities,
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Softa:\rare Cmmpos:txcm Ana!ys:s (SCA) allows you to sdentn‘y thxrd party and open
source components that have been integrated info all your applications. if informs you
about the licenses for each of them and identifies out-of-date libraries thzt should be
upgraded or patched. SCA can let you know if any open-source frameworks have
open CVEs that must be addressed. Click on a specific CVE and you'll be brought ta
MITRE page with recommendations on how to upgrade or downgrade out of a
common vulnerability. Libraries written internally and used by other apps within your
organization can also be tracked by SCA. The SCA report includes:

« Per application breakdown of every component that is used

= License information for each component

+ Information on components that are out-of-date

* Component version and whether it's the most current

« |dentification of Common Vulnerabilities and Exposures (CVEs)

'DIRECTED REMED!ATJ y

How it Works

s Sentinel Source scans the entire source code and identifies secunty
viinerabilities.

« Sentinel Source Remediation Engine expresses a security fix using state-of-the-
art algerithms utilizing positional analysis and data flow analysis and each
security fix is verified by security experts in WhiteHat Security’'s Threal Research
Center (TRC).

¢ The end user views the recommended security fix in Sentinel Source and
chooses to apply the fix to their source

e - code or to adjust the proposed solution according to their environment,

« The end user then runs a new scan and confirms that the vulnerability has been
fixed.
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'LOWER COSTS

Sentinel Source is 2 Saa8S solution, resulting in drastically lowered corporate
maintenance costs and up-fo-date vulnerability criteria. .

o st s o

LEXIBILITY IN'ASSESSMENTS

Sentinel Source allows for flexible assessment schedules. An assessment
may be scheduled as frequently as weekly or nightly, in conjunction with a
sprint, or on demand as a post-build component in a continuous integration
environment.

Sentinel Source was designed to fit within the way organizations work. As a
result, WhiteHat deploys a H/W or VM appliance at the customer's site. So, no
code is removed from the network. Because assessments are done on the
premises and only small code snippets are available to WhiteHat TRC
engineers for verification, source code will not leave the developer’s site —
eliminating the possibility of IP loss or theft.

‘The WhiteHat Sentinel vulnerability verification process identifies real
vulnerabllities, eliminating false positives. Accurate results help developers
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get their code right before it goes fo the staging site, pushmg fewer -
vulperabilities onto the production website where attacks ocour.

Sentinel Source uses the same Ul as all other Sentinel solutions, This

© common user experience significantly reduces the amount of configuration,
fraining and management needed. Also, with a RESTful AP, integration with
other applications such as bug-fracking systems is simplified.

Sentinel Source works well in agile environments and provides developers
with rapid feedback, increasing their skills and productivity.

}MGB!LE APPLICATION SECURITY TESTING

WhiteHat Sentinel Mobile, an industry-leading mobile application security assessment
platform, has solutions for testing applications in production as well as source code
reviews in developmenl. WhileHat employs state-of-the-art {ools and mature review
processes, as well as forensic investigation into the business processes and data cals
each app makes. Every vulnerability found in your mobile application is verified by the
TRC. WhiteHat Security offers two main forms of Mobile security assessments, Mobile
Express, and Sentinel Source for Mobile. In addifion {o both of these, customers can
purchase a Sentinel Business Logic Assessment (BLA), which is a one-time
penetration test of a mobile application.

WhiteHat understands that not every organization has developers for web- and mobile-
application creation alike. Often, mobile apps are cutsourced to third-party vendors. In

these instances, or when the source code is simply not available for other or legacy
reasons, Mobile Express can scan for vulnerabilities in i08 and Android platforms, and
additionally the Swift language, for developer-signed binaries. Mobile Express covers
client-side testing, behavioral tesling, and network testing.

When the source code is available for the mobile application, WhiteHat recommends
the deeper assessment found in Sentinel Source for Mobile, source code checking
using our SAST engine and methodology. Sentinel Mobile BLA covers all the testing of
Mobile Express, and adds client-server interaction, business logic testing, and source
code testing and evaluation with tests done on real mobile devices — not just
emulators. This runfime analysis of traffic and testmg is available for both Android and
iOS platforms,



}WH%TEHAT SENTINEL CUSTOMER SUPPORT

Platinum support provides the highest level of a personalized support relationship with
WhiteHat Security by providing both a Customer Success Manager (CSM) and giving
you direct access fo senior Threat Research Center (TRC) security engineers.
Platinum level support also includes an annual onsxte strategic process review.
Platinum Support includes:

Annual onsile sirategic process review

Quarterly vulnerability review

Direct access to senior security engineers

An assigned Customer Success Manager (CSM)

Priority response fimes and service level agreements (SLA)
Custom vulnerability exploit and remediation review
24171365 access to the Customer Success Center
WhiteHat Sentinel interface training

* * E & * L [

Annual Onsite Strategic Process Review

WhiteHat Security will provide a senior securify engineer to spend three days onsite at
your facility to help your team develop and execute strategic website risk management
plans tailored to your specific business environment. During an annual review, for
exampie, siralegies can be developed that enable different business stakeholders —
including risk management and compliance, product management and software
development teams ~ to share ideas with WhiteHat experts and strategize on best
practices for web security.

Annual Onsite Strategic Process Reviews cover:

. Vulnerability data discovered during the ongoing Sent nel assessments.
. Reports with remediation statistics and metrics.

. Mitigation techniques and security best practices.

e QOverview of the current web secunty landscape and how it affects your
orgamzatxon

Quarterly Vu!nerabmty Review

Once per quarter, WhiteHat conducts a detailed review of high risk vulnerabilities
discovered. The objective is to help your organizatlon streamiine the remediation
process. During this review, a WhiteHat security engineer will give live demonstrations
of the vulnerabilities, to show how high-risk vulnerabilities can threaten your business.
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By clearly understanding how each vulnerability can be exploited and unders!:andmg
the risk associated with each vulnerability, you will be able to prioritize, manage, and
mitigate your website risk more effectively.

‘Case Managerzient o
Secuﬂ“y Documenta&on ;

Sentmel mterface Training - L
= {Onsite training 1 notmcluded in any

: Sewice Request R&sponse 'ﬁme. . :
(cases subm?tted dunng buszness heurs:

Agreements (SLAY
Severzty Crlt;cai -1 busmess day .
. , 3busine§s days : -

: Quarterty Vuinerabth‘fy RevieWs

. ‘Direct Une Senior Secunty Engmears '
(1 2AM ~7PM) mc!udsng hohdays s

I—APPLICATION VULNERABILITY TYPES & PRIORITIZATION
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Our testing process can znclude testing for both technical and busmess logic
vulnerabilities. WhiteHat's TRC can perform manual custom testing to identify business
logic flaws. The WhiteHat Security experts who uncover these fypes of vulnerabilities
are capable of understanding account structures, coniextual logic, and similar

characteristics of Web applications. Sentina! prowdes support for the following types of
vulnerabilities:

:Te(:hmca} Vulnerah;htles —WASC -

Credenha i!Sess»on
Prediction

lnsuff’ caerx’t Ant;— ~
automat:o ‘

" Insuffi cnert’c Process
Validation:

Sesscn Faxatron
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The Sentinel solution combines highly advanced proprietary scanning technology with
custom festing by the Threat Research Center (TRC), a team of webslte security
experts who act as a critical and integral component of the WhiteHat Sentinel website
vulnerability management service. Sentine! focuses the testing on the web application
itself and not the plalform that the application is running on. WhiteHat foliows the
WASC Threst Classification 2.0 for a comprehensive list of design flaws and
vulnerabilities enumerated; we also associate CVSS scoring to our vulnerability data
within our portal.

| DELIVERABLES & REPORTING

Detalled assessment results are available within the Sentinel platform. Users can
generate CSV, PDF and HTML reports via the Sentinel interface or interactively drill into
the results via the Sentinel interface. Sentine! also. provides Executive Dashboard
reporting in the portal, which contains trending dala and aggregated vulnerability
information o provide an overall view of the security posture of the enfire enterprise
andfor a specific application (or groups thereof). Dashboards are dynamicaily updated
in real time and are available to users with sufficient access privileges, as provisioned by
administrator users.
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Sentinel also provides views in the portal and in generated reports 1hat provide
information on each vulnerability including details on the location, the exact request sent
and response received during the test, a description of the vulnerability, a list of external
resources for the vulnerability category and a solution to explain how {o remediate the
vulnerability. Sentinel can also generate specialized reports such as a PCl Compliance
report. Sentinel reporting has extensive data fillering capabmtaes aliowing users to
control which results will be included in the reports.

In addition fo reporting within the WhiteHat Sentinel user portal, all WhiteHat data is
supported by an open-AML API. This APl can be used o extract data directly info
various other systems, plafforms or programs that may be utilized by clients. WhileHat
also maintains fully supported plugin integration with various IDEs, bug tracking
systems, ALM tools, and other software at no additional cost to clients.

| TRAINING

WhiteHat offers both onsite and online training. The training curmiculum teaches
software developers and securily professionals {o understand and apply the principles
of secure application development. WhiteHat's computer-based training (CBT) is a
scalable application security fraining for your staff, buil by application security experts.
Give developers and security personnel the tools they need to meet the real-world
requirements of building secure code in fast-paced production environments.

WhiteHat Sentinel computer-based training offers several important capabilities:

A compelling, effective learning environment with high-quality animation.
Full support for Java and .NET.

Integration with your SCORM-compliant LMS.

Embedded quizzes {o track pariicipation and comprehension,
Predictable deployment — without any last minute security headaches
Unlimited access for each participant.

# & & B e ¢

IDATA COLLECTION & PROTECTION POLICY
WhiteHat Security is Safe Harbor. As a "Software-as-a-Service” vendor for web
application security services, WhiteHat recognises the sensitive nature of the dala
collected and therefore takes every step to secure and maintain the confidentiality,
integrity, and availabilify of our clients’ vulnerability information. These include controls
at the physical, network, application layer, and business controls including background
checks and monitoring.

Sentinel’s infrastructure is located at Quality Technology Data Centre's state of the art
SAS 70 Type |, PCI DSS Level 1 compliant data center providing physical protection,
monitoring, and redundancy:
o Secure building infrastructure with server rooms that are environmentally and
physically independent (data center within a data center).
« N-+1 Redundant power supplies, chillers, and fire suppression.
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o Security guards to manage phystcai and eleclronic mcmtormg Sta’ac and
roving teams 24x7 with roving pafrols audited by interactive confirmation
system.

e Surveillance of all passageways entrances and exits are captured on
videctape and coverage retained for 80 days.

+« Security zones provide segmentation for low, medium-low, medfum medium-
high, and high securify zones used to reduce risk of intrusion.

¢ Multi-level authentication methods including PIN, badges, and biometric palm
scanners for access to various security zones.

+« Dala center employee access is based on job function and fimited based on
security zones. Personnel screening includes drug {ests and background
checks going back 7 years.

- All network traffic flows through multi-purpose network appliances that provide:

= High avsilability data assurance, enabling one network device to take over for
ancther if there is a failure or the device needs to be replaced.

» Network intrusion / detection - network iraffic palterns are analyzed 1o
determine if they match known attack pattemns, generating a system alert and
dynamically blocking network traffic that matches known attack signatures.

¢ Network Firewalls to aliow granular contro! of network traffic and govern denied
protocols, source and destination IPs,

« Web Application Firewalls to analyze web application traffic and dynamically
block known attack pattermns.

At the application layer, WhiteHat's secure Sentinel portal {(over SSL) also includes
detailed access control mechanisms and user management options. WhiteHat Sentinel
is continually assessed for vuinerabilities. WhiteHat Security removes all assessment
& account data from their systems 30 days after a contract has lapsed. All other data is
retained based on the following criteria. Retain the Jast three completed scans for 365
days. Retain all referenced data for 7 years. Retain all data for rolling 90 days. (3
months). Data thaf has satisfied their requxred period of retention must be destroyed in
an appropriate manner that protects the privacy and confidentiality of all information
being destroyed. Data containing confidential and/or proprietary information must be
securely maintained, controlied and protected o prevent unauthorized access. The
unauthorized destruction, removal or use of any Company record(s} is prohibited and
will result in sanctions. No one may falsify or inappropriately alter information in any
record or document.



WhiteHat Negotiation Questions for RFP §7286528iC
Application Vulnerability Scanner

Please clarify the WhiteHat response to Section VLF. Procurement Requirements. The
Reguirements are restated in the response to this section in the WhiteHat proposal. Does your
company agree with the Procurement Requirements in Section VLLF.?

Yes No o

If “NO,” identify the specific term and condition{s) and the reason for non-compliance.

. Utilization of the words “should” or “may” in Section VI, Statement of Needs, ltems A through E
indicates a non-mandatory requirement. :

Does / Shall your campany comply with the non-mandatory technical requirements as presented in

Section VI, Statement of Needs, items A through E (i.e. “should” becomes “shall”)?

Yes No

If "NO,” identify the specific requirement and the reason for non-compliance.

On page 7 of the WhiteHat proposal, the information about the warranty is not clear. Is the
information submitted the entire warranty? What is the reference to Section 4.3? s there
warranty/indemnification to protect VCU from any third party mfrmgemem: claims? Please
provide a copy of the complete warranty.

Confirm that the offer from WhiteHat to provide the Application Vulnerability Scanner is not
expired. Does WhiteHat agree to extend the offer until June 30, 20177

Small, Womer-Owned and Minority-Owned Business Commitment:
Complete and submit Appendix I of the RFP. (Attached) VCU has a 42.0% SWaM expenditure
goal.

Invoicing and Payrﬁent:
Complete and submit Appendix I of the RFP. {Attached)

Please indicate how long after the contract award your firm can commit the proposed resources to
the project.

While VCU does have 247 Web Applications, the proposed price for the Sentinel Application
Vulnerability Scanner solution is significantly over budget,” At this time VCU is considering phasing in
the number of Web Applications starting with the forward facing applications. Please come
prepared to discuss reducing the number of applications, the DAST Pricing Weighted Average, and
the size of the Web Applications. Also, it would be helpful to know what actual price differences
there are between Platinum Support, Gold Support and other support offerings. "

Is the pricing offered the most favorable pricing offered to any customer for the same volume at this
particular time? What additional discounts or price breaks can be offered?

- 10. Please elaborate on the coverage.



11. Confirm that the Clarification Response dated March 10, 2017 isjncorporated into the Negotiation
Response by reference. ‘




WhiteHat Security, Inc. (herinafter "Offeror”, “Contractor”, ‘Prime Contractor”, "Vendor” or

"WhiteHat") has submitted a proposal dated January 5, 2017 (“Proposal™) to VCU's Reguest for
Proposal {RFP] for the provision of application security testing services to VCU,
VCU has ensaged WhiteHat to provide the Servi or Traini each defined in Appendix s
further described under the Appendix A (“Service Description”), pursuant to the terms and
conditions contained herein, inclusive of th ice Description {collectively the “Contract”
X1. GENERAL TERMS AND CONDITIONS: »

A. PURCHASING MANUAL: This Contract is subject to.the provisions of the Commonwealth of

Virginia's Purchasing Manual for Institutions of Higher Education and their Vendors and any
revisions thereto, which are hereby incorporated into this Contract in their entirety. A copy
of the manual is available for review at the VCU Procurement Services Office. {n addition, the

manual may be accessed electronically at http://procurementvcuedu/ or a copy can be
obtained by calling VCU Procurement Services at {804) 8§28-1077.

B. APPLICABLE LAW AND COURTS: This Contract shall be governed in all respects by the laws
of the Commonwealth of Virginia and any litigation with respect thereto shall be brought in
the courts of the Commonwealth. The Contractor shall comply with all applicable federal,
state and local Jaws, rules and regulations.

C. ANTI-DISCRIMINATION: By entering into this Contract, Offerors certify to the
Commonwealth and to VCU that they will conform to the provisions of the Federal Civil Rights
Actof 1964, as amended, as well as the Virginia Fair Employment Contracting Act of 1975, as
amended, where applicable, the Virginians With Disabilities Act, the Americans With
Disabilities Act and Section 2.2-4311 of the Virginia Public Procurement Act. If the Contractis
made to a faith-based organization, the organization shall not discriminate against any
recipient of goods, services, or disbursements made pursuant to the Contract on the basis of
the recipient’s religion, religious belief, refusal to participate in a religious practice, or on the
basis of race, age, color, gender or national origin and shall be subject to the same rules as
other organizations that contract with public bedies to account for the use of the funds
provided; however, if the faith-based organization segregates public funds into separate
accounts, only the accounts and programs funded with public funds shall be subject to audit
by the public body. (Code of Virginia, § 2.2-4343.1).

In every Contract over $10,000 the provisions in 1. and 2. below apply:
1. During the performance of this Contract, the Contractor agrees as follows:

a) Virginia Commonwealth University is an equal opportunity/affirmative action
institution providing access to education and employment without regard to age,
race, color, national origin, gender, religion, sexual orientation, veteran’s status,
political affiliation or disability. As such, the Contractor will not discriminate
against any employee or applicant for emplovment because of age, race, color,
national origin, gender, religion, sexual orientation, veteran’s status, political
affiliation or disability or any other basis prohibited by state law related to
discrimination in employment, except where there is a bona fide occupational
qualification reasonably necessary to the normal operation of the Contractor. The


http:/!procurement.vcu,eduL

H.

Contractor agrees to post in conspicuous places, available to employees and
applicants for employment, notices setting forth the provisions of this
nondiscrimination clause.

b}  The Contractor, in all solicitations or advertisements for employees placed by or
on behalf of the Contractor, will state that such Contractor is an equal opportunity
employer.

¢}  Notices, advertisements and solicitations placed in accordance with federal law,
rule or regulation shall be deemed sufficient for the purpose of meeting these
requirements.

2. The Contractor will include the provisions of 1. above in every subcontract or
purchase order over $10,000, so that the provisions will be binding upon each
subcontractor or vendor.

ETHICS IN PUBLIC CONTRACTING: By entering into this Contract, Offeror certifies that its
Proposals are made without collusion or fraud and that they have not offered or received any
kickbacks or inducements from any other Offeror, supplier, manufacturer or subcontractor
in connection with their Proposal, and that they have not conferred on any public employee
having official responsibility for this procurement transaction any payment, loan,
subscription, advance, deposit of money, services or anything of more than nominal value,
present or promised, unless consideration of substantially equal or greater value was
exchanged.

IMMIGRATION REFORM AND CONTROL ACT OF 1986: By entering into this Contract, Offeror
certifies that it does not and will not during the performance of this Contract employ illegal
alien workers or otherwise violate the provisions of the Federal Immigration Reform and
Control Act of 1986.

DEBARMENT STATUS: By submitting its Proposal, Offeror certifiesy that it is not currently
debarred by the Commonwealth of Virginia from submitting proposals on contracts for the
type of goods and/or services covered by this solicitation, nor is it an agent of any person or
entity that is currently so debarred. ’

ANTITRUST: By entering into this Contract, the Contractor conveys, sells, assigns, and
transfers to the Commonwealth of Virginia all rights, title and interest in and to all causes of
the action it may now have or hereafter acquire under the antitrust laws of the United States
and the Commonwealth of Virginia, relating to the particular goods or services purchased or
acquired by the Commonwealth of Virginia under said contract.

CONFIDENTIALITY:

1. Definition of Confidential Information. By virtue of this Contract, the parties may have
access to each other's Confidential Information. "Confidential Information” shall mean
any written, machine-reproducible and/or visual materials that are clearly labeled as
proprietary, confidential, or with words of similar meaning, and all information that is
orally or visually disclosed, if not so marked, if it is identified as proprietary or
confidential at the time of its disclosure or in a writing provided to the receiving party
within thirty (30) days after disclosure. Confidential Information does not include
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information that: (a} is now, or hereafter becomes, through no act or failure to act on
the part of the receiving party, generally known or available to the public; (b} was
acquired by the receiving party before receiving such information from the disclosing
party and withoutrestriction as to use or disclosure; (¢} is hereafter rightfully furnished
to the receiving party by a third party, without restriction as to use or disclosure; or (d)
is information which the receiving party can document was independently developed
by the receiving party without use of the disclosing party’s Confidential Information.

Use of Confidential Information. Neither party shall disclose any of the other party’s
Coniidential Information to any third party or use such Confidential Information for any
purpose other than to (i) perform its obligations or exercise its rights under this
Contract; or (i1} as otherwise required by law. Each party shall use the same measures
to protect the Confidential Information of the other party as it uses with respect to its
own confidential information of like importance, but in no event shall it use less than
reasonable care, including, instructing its employees, vendors, agents, consultants and
independent contractors of the foregoing and requiring them to be bound by
appropriate confidentiality agreements. If a party is required to disclose by law the
Confidential Information of the other party, such party shall use best efforts to give the
other party reasonable advance notice of such required disclosure. WhiteHat reserves
the right to disclose the terms and conditions of this Contract, in confidence, (2) to
accountants, banks and financing sources and their advisors for the purpose of securing
financing; and (b) in connection with an actual or proposed merger or acquisition or
similar transaction. Upon termination or expiration of this Contract the receiving party
will promptly return to the disclosing party or destroy, at the disclosing party's option,
all tangible items containing or consisting of the disclosing party’s Confidential
Information.

I. PAYMENT:

1.

To Prime Contractor:

a) Invoices for items ordered, delivered and accepted shall be submitted by the
Contractor directly to the payment address shown on the purchase
order/Contract. All invoices shall show the VCU Contract number and/or
purchase order number; social security number (for individual Contractors) or
the federal employer identification number (for proprietorships, partnerships,

" and corporations].

b} Any payment terms requiring payment in less than thirty {30) days will be
regarded as requiring payment thirty (30) days after inveice or delivery,
whichever occurs last. This shall not affect offers of discounts for payment in less
than thirty (30) days, however.

¢}  All goods or services provided under this Contract or purchase order, that are to
be paid for with public funds, shall be billed by the Contractor at the contract
price, regardless of which public institution is being billed.

d)  The following shall be deemed to be the date of payment: the date of postmark in
all cases where payment is made by mail, or the date of offset when offset



proceedings have been instituted as authorized under the Virginia Debt Collection

~Act

Unreasonable Charges. Under certain emergency procurements and for mosttime
and material purchases, final job costs cannot be accurately determined at the
time orders are placed. In such cases, contractors should be put on notice that

- final payment in full is contingent on a determination of reasonableness with

respect to all invoiced charges. Charges which appear to be unreasonable will be
researched and challenged, and that portion of the invoice held in abeyance unti]
a settlement can be reached. Upon determining that invoiced charges are not
reasonable, VCU shall promptly notify the Contractor, in writing, as to those
charges which it considers unreasonable and the basis for the determination. A
Contractor may not institute legal action unless a settlement cannot be reached
within thirty (30) days of notification. The provisions of this Section do not relieve
VCU of its prompt payment obligations with respect to those charges that are not
in dispute {Code of Virginia, § 2.2-4363).

2. To Subcontractors:

a)

b)

Contractor awarded a contract under this RFP is hereby obligated:

i.  To pay the Subcontractor(s) within seven (7} days of the Contractor's
receipt of payment from VCU for the proportionate share of the payment
received for work performed by the Subcontractor(s) under the contract;
or .

fi.  To notify VCU and the Subcontractor(s), in writing, of the Contractor's
intention to withhold payment and the reason.

The Contractor is obligated to pay the Subcontractor(s) interest at the rate of one
percent per month (unless otherwise provided under the terms of the contract)
on all amounts owed by the Contractor that remain unpaid seven (7) days
following receipt of payment from VCU, except for amounts withheld as stated in
2. above. The date of mailing of any payment by U.S. Mail is deemed tc be
payment to the addressee. These provisions apply to each sub-tier Contractor
performing under the primary contract. A Contractor’s obligation to pay an
interest charge to a Subcontractor may not be construed to be an obligation of
VCuU.

j. PRECEDENCE OF TERMS: Paragraphs A-] of these General Terms-and Conditions shall apply
in all instances. In the event there is a conflict between any of the other General Terms and
Conditions and any Special Terms and Conditions in this solicitation, the Special Terms and
Conditions shall apply.

K. QUALIFICATIONS OF OFFERQRS: VCU may make such reasonable investigations as deemed

proper and necessary to determine the ability of the Offeror to perform the services/furnish
the goods and the Offeror shall furnish to VCU all such information and data for this purpose
as may be requested. VCU reserves the right to inspect Offeror's physical facilities prior to
award to satisfy questions regarding the Offeror's capabilities. VCU further reserves the right
to reject any Proposal if the evidence submitted by, or investigations of, such Offeror fails to



satisfy VCU that such Of‘femr is properly qualified to carry out the obligations of the Contract
and to provide the services and/or furnish the goods contemplated therem

TEST iﬁﬁ'j AND INSPECTION: VCU reserves the right ,to conduct any test/inspection it may
deem advisable to assure goods and services conform to the specifications.

ASSIGNMENT OF CONTRACT: A Contract shall not be assignable by the Contractor in whole

or in part without the written consent of the VCU Director of Procurement Services, except

that Contractor may assign this Contract to any successor to substantially all of its business
or assets to which this Contract relates, upon written notice to VCU. This Contract shall inure

to the benefit of and be binding on the respective successors and assigns of the parties.

CHANGES TO THE CONTRACT: Changes can be made to the Contract in any one of the

following ways:

1.

The parties may agree in writing to modify the scope of the Contract. An increase or
decrease in the price of the Contract resulting from such modification shall be agreed
o by the parties as a part of their written agreement to modify the scope of the

’ Contract.

The VCU Procurement Services Department may order changes within the general
scope of the Contract at any time bywritten notice to the Contractor. Changes within
the scope of the contract include, but are not limited to, things such as services to be
performed, the method of packing or shipment, and the place of delivery or
installation. The Contractor shall comply with the notice upon receipt. The Contractor
shall be compensated for any additional costs incurred as the result of such order and
shall give VCU a credit for any savmgs Said compensation shall be determined by one
of the following methods:

a} By mutual agreement between the parties in writing; or

b}  Byagreeing upon a unit price or using a unit price set forth in the Contract, if the
work to be done can be expressed in units, and the Contractor accounts for the
number of units of work performed, subject to the VCU's right to audit the
Contractor's records and/or to determine the correct number of units
independently; or

¢} Byorderingthe Contractor to proceed with the work and keep a record of all costs
incurred and savings realized. A markup for overhead and profit may be allowed
if provided by the Contract. The same markup shall be used for determining a
decrease in price as the result of savings realized. The Contractor shall present
VCU with all vouchers and records of expenses incurred and savings realized. VCU
shall have the right to audit the records of the Contractor as it deems necessary
to determine costs or savings. Any claim for an adjustment in price under this
provision must be asserted by written notice to VCU within thirty (30) days from
the date of receipt of the written order from VCU. If the parties fail to agree on an
-amount of adjustment, the question of an increase or decrease in the Contract
price or time for performance shall be resolved in accordance with the
procedures for resolving disputes provided by the Disputes Clause of this



Contract or, if there is none, in accordance with the disputes provisions of the
Commonwealth of Virginia's Purchasing Manual for Institutions of Higher
Education and Their Vendors. Neither the existence of a claim or a dispute
resolution process, litigation or any other provision of this Contract shall excuse
the Contractor from promptly complying with the changes ordered by the VCU
Procurement Service Office or with the performance of the Contract generally.

0. DEFAULT:In case of failure to deliver goods or services in accordance with the Contract terms
and conditions, VCU after due oral or written notice, may procure them from other sources
and hold the Centractor responsible for any resulting additional purchase and administrative
costs. This remedy shall be in addition to any other remedies which VCU may have in law or

equity.

P. USE OF BRAND NAMES: Unless otherwise provided in this Contract, the name of a certain
brand, make or manufacturer does not restrict Offerors to the specific brand, make or
manufacturer named, but conveys the general style, type, character, and quality of the article
desired. Any article, which the public body, in its sole discretion, determines to be the equal

- ofthat specified, considering quality, workmanship, economy of operation, and suitability for
the purpose intended, shall be accepted. The Offeror is responsible to clearly and specifically
identify the product being offered and to provide sufficient descriptive literature, catalog cuts
and technical detail to enable VCU to determine if the product offered meets the requirements
of the solicitation. This is required even if offering the exact brand, make or manufacturer
specified. Unless the Offeror clearly indicates in its proposal that the product offered is an
"equal” product, such proposal will be considered to offer the brand name product referenced
in the RFP.

Q. TRANSPORTATION AND PACKAGING: By submitting their Proposals, all Offerors certify and
warrant that the price offered for FOB Destination includes only the actual freight rate costs
at the lowest and best rate and is based upon the actual weight of the goods to be shipped.
Except as otherwise specified herein, standard commercial packaging, packing and shipping
containers shall be used. All shipping containers shall be legibly marked or labeled on the
outside with purchase order number, commodity description, and quantity. Further, Offeror
shall bear the risk of loss until the goods and equipment until VCU accepts Delivery of them.

R. INSURANCE: By signing and submitting a Proposal under the RFP, the Offeror certifies that if
awarded the Contract, it will have the following insurance coverages at the time the Contract
is awarded. For copstruction contracts, if any Subcontractors are invoelved, the subcontractor
will have workers’ compensation insurance in accordance with §§ 2.2-4332 and 65.2-800 et
seq. of the Code of Virginia. The Offeror further certifies that the Contractor and any
Subcontractors will maintain these insurance coverages during the entire term of the
Contract and that all insurance coverage will be provided by insurance companies authorized
to sell insurance in Virginia by the Virginia State Corporation Commission.

Minimum Insurance Coverages and Limits Required for Most Contracts:

1.~ Worker's Compensation - Statutory requirements and benefits. Coverage is compulsory
for employers of three or more employees, to include the employer. Contractors who
fail to notify VCU of increases in the number of employees that change their workers’




compensation requirements under the Code of Virginia during the course of the
Contract shall be in noncompliance with the Contract.

2. Employers Liability - $100,000.

3.  Commercial General Liability - $1,000,000 per occurrence. Commercial General

' Liability is to include bodily injury and property damage, personal injury and
advertising injury, products and completed operations coverage, VCU must be named
as an additional insured and so endorsed on the policy.

4, Automobile Liability - $1,000,000 per occurrence. {Only used if motor vehicle is to be
used in the contract.}

S. Reserved,

T. DRUG-FREE WORKPLACE: During the performance of this Contract, the Contractor agrees to .
(i) provide a drug-free workplace for the Contractor’s employees; (ii) post in conspicuous
places, available to employees and applicants for employment, a statement notifying
employees that the unlawful manufacture, sale, distribution, dispensation, possession, or use
of a controlled substance or marijuana is prohibited in the Contractor's workplace and
specifying the actions that will be taken against employees for violation of such prohibition:
{iii) state in all solicitations or advertisements for employees placed by or on behalf of the
Contractor that the Contractor maintains a drug-free workplace: and (iv) include the
provisions of the foregoing clauses in every Subcontract or purchase order of over $10,000,
so that the provisions will be binding upon each Subcontractor and/ or Vendor.,

For the purposes of this section, “drug-free workplace” means a site for the performance of
work done in connection with a specific Contract awarded to a Contractor, the employees of
whom are prohibited from engaging in the unlawful manufacture, sale, distribution,
dispensation, possession or use of any controlled substance or marijuana during the
performance of the Contract.

U. NONDISCRIMINATION OF CONTRACTORS: A Bidder, Offeror, or Contractor shall not be

discriminated against in the solicitation or award of this Contract because of race, religion,
color, sex, national origin, age, disability, or against faith-based organizations or any other
basis prohibited by state law relating to discrimination in employment. If the award of this
Contract is made to a faith-based organization and an individual, who applies for or receives
goods, services, or disbursements provided pursuant to this Contract objects to the religious
character of the faith-based organization from which the individual receives or would receive
the goods, services, or disbursements, the public body shall offer the individual, within a
reasonable period of time after the date of his objection, access to equivalent goods, services,
or disbursements from an alternative provider. '

V. eVA BUSINESS-TO-GOVERNMENT VENDOR REGISTRATION, CONTRACTS. AND ORDERS:

The €VA Internet electronic procurement solution, website portal www.eVA.virginia.gov,
streamlines and automates government purchasing activities in VCU. The eVA portal is the
gateway for vendors to conduct business with VCU Institution and other public bodies. All
Vendors desiring to provide goods and/or services to VCU shall participate in the eVA
Internet e-procurement solution by completing the free eVA Vendor Registration. All
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Bidders or Offerors must register in eVA and pay the Vendor Transaction Fees specified
below; failure to register will result in the bid/proposal being rejected.

Vendor Transaction Fees are determined by the date the original purchase order is issued
and are as follows:

1.  Fororders issued July 1, 2014 and after, the Vendor Transaction Fee is:

a)  DSBSD-certified Small Businesses: 1%, capped at $500 per order.
b}  Businesses that are not DSBSD-certified Small Businesses: 1%, capped at
$1,500 per order.

2. Fororders issued July 1, 2014 the vendor transaction fees can be found at

www.eVAvirginia.gov

The specified vendor transaction fee will be invoiced, by the Commonwealth of Virginia
Department of General Services, approximately thirty (30) days after the corresponding -
purchase order is issued and payable thirty (30) days after the invoice date. Any adjustments

" (increases/decreases) will be handled through purchase order changes.

. FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT (FERPA). The Selected Offeror/Vendor

acknowledges that for the purposes of this Contract it will be designated as a "school official”
with “legitimate educational interests” in the University education records, as those terms
have been defined under FERPA and its implementing regulations, and the Selected
Firm/Vendor agrees to abide by the limitations and requirements iImposed ¢n school officials.
Selected Firm/Vendor will use the education records only for the purpose of fulfilling its
duties under this Contract for University’s and its students’ benefit, and will not share such
data with or disclose it to any third party exceptas provided for in this Contract, required by
law, or authorized in writing by the University.

X1I. SPECIAL TERMS AND CONDITIONS:

A. ADVERTISING: Inthe event a contractis awarded for supplies, equipment, or ser?ices

C.

resulting from this proposal, no indication of such sales or services to Virginia
Commonwealth University will be used in product literature or advertising. The Contractor
shall not state in any of the advertising or product literature that the Commonwealth of

© Virginia or any agency or institution of the Commonwealth has purchased or uses its

products or services.

AUDIT: The Contractor shall retain ail books, records, and other documents relative to this
contract for five (5) years after final payment, or until audited by the Commonwealth of
Virginia, whichever is sooner. The agency, its authorized agents, and/or State auditors shall
have full access to and the right to examine any of said materials during said period.

AVAILABILITY OF FUNDS: It is understood and agreed between the parties herein that the
agency shall be bound hereunder only to the extent of the funds available or which may
hereafter become available for the purpose of this agreement.

PROPOSAL ACCEPTANCE PERIOD: Anyyproposzﬂ in res;ﬁonse to this solicitation shall be
valid for sixty (60) days. At the end of the sixty {60) days, the proposal may be withdrawn
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at the written request of the Offeror. If the proposal is not withdrawn at that time it
remains in effect until an award is made or the solicitation is cancelled.

PROPOSAL PRICES: Proposai prices shall be in the form of a firm unit price or service
offering for each item during the contract period.

:TCANCELLATIGN QF CONTRACT: The purchasing agency reserves the right to cancel and

terminate any resulting Contract, in part or in whole, without penalty, upon sixty (60) days
written notice to the Contractor. Inthe event the initial contract period for the Services is
for more than twelve {12) months, the resulting Contract may be terminated by either
party, without penalty, after the initial twelve (12) months of the contract period upon 60
days written notice to the other party. Either party will have the right to terminate the
resulting Contract for a material breach of the terms and conditions of such Contract by the
other party (“Material Breach”) that is not cured within thirty (30) days of receipt by the
breaching party of a notice of such breach. Any Contract cancellation notice shall not
relieve the Contractor of the cbligation to deliver and/or perform on all outstanding orders
issued prior to the effective date of cancellation. For clarity, Service fees are non-refundable
for cancellation of the Contract during an active service subcription period, other than in
connection with a termination by VCU as aresult of a Material Breach. In the event VCU
terminates the Contract as a result of a Material Breach, VCU miay request a refund of the
remaining prorated, prepaid and unused fees associated with any of VCU’s then active
subscriptions for Contractor Services.

SPECIAL EDUCATIONAL OR PROMOTIONAL DISCOUNTS: The Contractor shall extend any
special educational or promotional sale prices or discounts immediately to the
Commonwealth during the term of the contract. Such notice shall also advise the duration
of the specific sale or discount price.

DRUG FREE WORKPLACE: The Contractor acknowledges and certifies that it understands
that the following acts by the Contractor, its employees and /or agents performing services
on state property are prohibited:

1. The unlawful manufacture, distribution, dispensing, possesSion or use of alcohol or other
drugs; and

2. Any impairment or incapacitation from the use of alcohol or other drugs (except the use

of drugs for légitimate medical purposes).

3. The Contractor further acknowledges and certifies that it understands that a violation of

these prohibitions constitutes a breach of contract and may result in default action being
taken by the Commanwealth in additior to any criminal penalties that may result from
such conduct.

EXTRA CHARGES NOT ALLOWED: The proposal price shall be for complete installation
ready for Commonwealth's use, and shall include all applicable freight and installation

charges; extra charges will not be allowed.

FINAL INSPECTION: At the conclusion of the work, the Contractor shall demonstrate to the
authorized owners representative that the work is fully operational and in compliance with
contract specifications and codes. Any deficiencies shall be promptly and permanently

corrected by the Contractor at the Contractor’s sole expense prior to final acceptance of the

work. For clarity, the foregoing inspection and acceptance will only apply where Contractor
is providing professional services, and not to software as a service offerings provided on a
subscription basis.
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L. INDEMNIFICATICN: Contractor agrees to indemnify, defend and hold harmless the
Commonwealth of Virginia, its officers, agents, and employees from any claims, damages
and actions of any kind or nature, whether at law or in equity, arising from or caused by the
use of any materials, goods, or equipment of any kKind or nature furnished by the
Contractor/any services of any kind or nature furnished by the Contractor, provided that
such liability is not attributable to the sole negligence of the using agency or to failure of the
using agency to use the materials, goods, or equipment in the manner already and
permanently described by the Contractor on the materials, goods, or equipment delivered,
and that any intellectual property infringement indemnification is limited to third party
claims and is subject to the terms below under Intellectual Property Indemnification.

INTELLECTUAL PROPERTY INDEMNIFICATION [limit IP claims to third party only]

Subject to the terms of this Section, WhiteHat shall, at its sole cost and expense, defend {or at
its sole option settle), indemnify and hold harmless VCU and the VCUIndemnitees from and
against any Claims {as defined in Appendix 4).

WhiteHat's obligations of indemnification shall be subject to the following: (a} VCU shall
notify WhiteHat of any such Claim promptly after it obtains knowledge of such Claim, () VCU
shall provide WhiteHat with reasonable assistance, information, and cooperation in
defending the lawsuit or proceeding, at WhiteHat's sole cost and expense, {¢} VCU shall give
WhiteHat full control and scle authority over the defense and settlement of such Claim,
provided settlement fully releases the VCU Indemnitees and is solely for monetary damages
and does not admit any liability on behalf of the VCU., Notwithstanding the foregoing, VCU
may join in defense and settlement discussions directly or through counsel of VCU’s choice at
VCU’s own cost and expense. ‘

Following notice of a Claim or upon any facts which in WhiteHat's sole opinion are likely to
give rise to such Claim, WhiteHat shall in its sole discretion and at its sole option elect to (a)
procure for VCU the right to continue to use the Services or Training, at no additional cost to
VCU or VCU Indemnitees, (b) repiace the Services or Training so that it becomes non-
infringing but functionally equivalent, (¢} modify the Services or Training to avoid the alleged
infringement but in a manner so that it remains functionally equivalent, or (d) terminate this
Contract and provide a refund to VCU of all arnounts prepaid by VCU to WhiteHat for Services
or Training that have not yet been provided.

Notwithstanding anything contrary contained herein, WhiteHat shall have no obligation to
indemnify, defend or hold harmless the VCU hereunder to the extent a Claim is caused by or
results from: {a) VCU’s combination or use of the Services or Training with software, services
or products developed by VCU or other third parties, unless specifically contemplated by this
Contract, (b} modification of the Services or Training by anyone other than WhiteHat or its
agents without WhiteHat's express approval, (¢} VCU’s continued allegedly infringing activity
after being notified thereof or after being provided modifications that would have avoided
the alleged infringement, {d} VCU's use of the Services or Training in a manner not
contemplated by this Contract, the Documentation or the Training Materials, or (e) VCU's
negligence, recklessness or intentional misconduct or its failure to abide by all laws, rules,
regulations or orders applicable to the Services and/or the Training.
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The foregoing states the sole and exclusive liability and sole remedy of WhiteHat for any
mfnngement of intellectual property rights.

LIMITATION OF LIABILITY: To the maximum extent permitted by applicable law, the
Contractor will not be liable under this contract to VCU or any third party for any indirect,
incidental, special or consequential damages, or damages from lost profits, revenue, data or
use of the supplies, equipment and/or services delivered under this Contract or any ording
document for the Services governed by this Contract. The above stated limitation of liability
will not apply, however, to liability arising from: (a) personal injury or death; (b) defect or
deficiency caused by willful misconduct or negligence on the part of the Contractor; or {c)
circumstances where the Contract expressly provides a right to damages, indemnification or
reimbursement. EXCEPT WITH RESPECT TO LIABILITY ARISING FROM {1} APARTY'S NEGLIGENCE
OR WILLFUL MISCONDUCT, (2) PROPERTY DAMAGE, OR (3) PERSONAL INJURY, TO THE MAXIMUM
EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL EITHER PARTY'S AGGREGATE
LIABILITY HEREUNDER FOR ANY CAUSE OF ACTION OR THEORY OF LIABILITY EXCEED THE -
AMOUNTS PAID BY VCU TO WHITEHAT HEREUKDER DURING THE TWELVE {12} MONTH PERIOD
PRECEDING THE DATE THE CAUSE OF ACTION AROSE. THESE LIMITATIONS ARE AN ESSENTIAL
BASIS OF THE BARGAIN AND SHALL APPLY NOTWITHSTANDING ANY FAILURE OF THE ESSENTIAL
PURPOSE OF ANY REMEDY.

PRIME CONTRACTOR RESPONSIBILITIES: The Contractor shall be responsible for
completely supervising and directing the work under this contract and all subcontractors
that he may utilize, using his best skill and attention. Subcontractors who perform work
under this contract shall be responsible to the prime Contractor. The Contractor agrees that
he is as fully responsible for the acts and omissions of his subcontractors and of persons
employed by them as he is for the acts and omissions of his own employees.

RENEWAL OF CONTRACT: This contract may be renewed by the Commonwealth for four
(4) successive one (1) year periods under the terms and conditions of the original contract
except as stated in 1. below. Price increases may be negotiated only at the time of
renewal. Written notice of the Commonwealth's intention to renew should be provided
approximately 60 days prior to the expiration date of each contract period:

1. Ifthe Commonwealth elects to exercise the option to renew the contract for an additional
one (1) - year period, the contract price(s) for the additional one {1) year shall not
exceed the contract price(s) of the previous contract period increased/decreased by
more than the percentage increase/decrease of the All Items category of the CPI-W
section of the Consumer Price Index of the United States Bureau of Labor Statistics for
the latest twelve months for which statistics are available.

SUBCONTRACTS: No portion of the work shall be subcontracted without prior written
consent of the purchasing agency. In the event that the Contractor desires to subcontract
some part of the work specified herein, the Contractor shall furnish the purchasing agency
the names, qualifications and experience of their proposed subcontractors. The Contractor
shall, however, remain fully liable and responsible for the work to be done by its
subcontractor(s) and shall assure compliance with all requirements of the contract. For
clarity, VCU acknowledges that Contractor engages data centers, and consents to such
engagement, as a part of Contractor’s provision of Services.

WARRANTY {COMMERCIAL}: The Contractor agrees that the supplies or services furnished
under any award resulting from this solicitation shall be covered by the warranties, as




described below, and that the rights and remedies provided therein are in addition tc and
do not limit those available to the Commonwealth by any other clause of this solicitation.

LIMITED SERVICE WARRANTIES.

Conformance with Documentation. Contractor warrants that the Services will
substantially conform in all material respects in accordance with the Documentation. VCU
will provide prompt written notice of any non-conformity and provide Contractor a
reasonable opportunity, not to exceed thirty (30} days, to remedy such non-conformity.
Contractor may modify the Documentation in its sole discretion, provided the functionality
of the Services is not materially decreased during the Term {as defined in Appendix A).

Service Availability. Contractor warrants that the Services will meet the requirements set
forth below (Service Availability). Int the event of a breach of the foregoing warranty, as
VCU’s sole and exclusive remedy, Contractor will provide the remedy set forth under the
Service Availability and Credits section in Appendix A.

No Viruses. Contractor warrants that the Services and the Training do not contain any
computer code that is intended to (i} disrupt, disable, harm, or otherwise impede in any
manner, the operation of VCU’s software, firmware, hardware, computer systems or network
(sometimes referred to as “viruses” or “werms™), (i) permit unauthorized access to VCU’s
network and computer systems (sometimes referred to as “traps”, “access codes” or “trap -
door” devices), or any other similar harmful, malicious or hidden procedures, routines or
mechanisms which could cause such programs to cease functioning or to damage or corrupt
data, storage media, programs, equipment or communications, or otherwise interfere with
VCU’s operations.

Warranty Disclaimer. EXCEPT AS PROVIDED HEREIN, WHITEHAT PROVIDES THE
SERVICES AND TRAINING "AS IS" AND MAKES NO WARRANTIES, EXPRESS, IMPLIED,
STATUTORY OR OTHERWISE, WITH RESPECT TC THE SERVICES, TRAINING, REPORTS,
DOCUMENTATION, TRAINING MATERIALS OR ANY OTHER RELATED DATA, AND
SPECIFICALLY DISCLAIMS ANY WARRANTY OF AVAILABILITY, ACCURACY, RELIABILITY,
USEFULNESS, ANY IMPLIED WARRANTY OF MERCHANTABILITY, NONINFRINGEMENT,
TITLE OR FITNESS FOR A PARTICULAR PURPOSE AND ANY CONDITION OR WARRANTY
ARISING FROM COURSE OF PERFORMANCE, DEALING OR USAGE OF TRADE. SOME
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES IN CERTAIN
CIRCUMSTANCES. ACCORDINGLY, SOME OF THE LIMITATIONS SET FORTH ABOVE MAY
NOT APPLY. THE FACT THAT AN ORGANIZATION OR WEBSITE IS REFERRED TC IN THE
TRAINING OR TRAINING MATERIALS AS A CITATION AND/OR AS A POTENTIAL SOURCE
FOR FURTHER INFORMATION DOES NOT MEAN THAT WHITEHAT ENDORSES THE
INFORMATION - SUCH ORGANIZATION OR WEBSITE MAY PROVIDE OR THE
RECOMMENDATIONS IT MAY MAKE,

s

. POLICY OF EQUAL EMPLOYMENT: Virginia Commonwealth University is an equal

opportunity/affirmative action employer. Women, Minorities, persons with disabilities are
encouraged to apply. The University encourages all vendors to establish and maintain a
policy to insure equal opportunity employment. To that end, Offerors should submit along
with their proposals, their policy of equal employment.

eVA BUSINESS-TQ-GOVERNMENT CONTRACTS AND ORDERS: The sohmtatmn/contract

will result in purchase order(s) with the eVA transaction fee specified below assessed for
each order.



1. Forordersissued July 1, 2011 thru June 30, 2013, the Vendor Transaction Fee is:
a) DSBSD-certified Small Businesses: 0.75%, Capped at $500 per order.

b) Businesses that are not DSBSD-certified Small Businesses: 0.75%, Capped at $1,500
per order. :

2. Forordersissued July 1, 2013, and after, the Vendor Transaction Fee is:
a) DSBSD-certified Small Businesses: 1%, Capped at $500 per order.

b} Businesses that are not DSBSD-certified Small Businesses: 1%, Capped at $1,500 per
order.

The specified vendor transaction fee will be invoiced, by the Commonwealth of
Virginia Department of Generai Services, approximately 30 days after the
corresponding purchase order is issued and payable 30 days after the invoice date.
Any adjustments (increases/decreases) will be handled through purchase order
changes.

The eVA Internet electronic procurement solution, website portal
www.evayvirginia gov, streamlines and automates government purchasing activities
in the Commonwealth. The portal is the gateway for vendors to conduct business
with state agencies and public bodies.

Vendors desiring to provide goods and/or services to the Commonwealth shall
participate in the eVA Internet e-procurement solution and agree to comply with the
following: If this solicitation is for a term contract, may provide an electronic catalog
{price list] or index page catalog for items awarded. The format of this electronic
catalog shall conform to the eVA Catalog Interchange Format (CIF) Specification that
can be accessed and downloaded from www.eVAvirginia.gov. Contractors should

email Catalog or Index Page information to eVA-catalog-manager@dgs.virginia.gov.

T. GRAMM-LEACH-BLILEY ACT: The Contractor shall comply with the Act by implementing
and maintaining appropriate safeguards to protect and prevent unauthorized release of
student, faculty and staff nonpublic information. Nonpublic information is defined as
social security pumbers, or financial transactions, bank, credit and tax information.

U. DETERMINATION OF RESPONSIBILITY: The Contract will be awarded to the responsive
and responsible Offeror with a Proposal, conforming to the RFP, will be most advantageous
to VCU, technical and financial factors considered. A responsible Offeror is one who
affirmatively demonstrates to VCU that it has adequate financial resources and the
requisite capacity, capability, and facilities to perform the Contract, has a satisfactory
record of performance on other comparable projects, has a satisfactory record of integrity
and business ethics, and is otherwise qualified and eligible to receive award under the
solicitation and laws and regulations applicable to the procurement. VCU reserves theright
to investigate the capabilities of Offeror, confirm any part of the information furnished by
an Offeror, and require other evidence to determine that the Offeror is responsible.

V. Reserved,
W.Reserved,

XHI. SPECIAL TERMS AND CONDITIONS INFORMATION TECHNOLQQ‘;’:
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X. QUALIFIED REPAIR PERSONNEL: All warranty or maintenance services to be performed on
the items specified in this solicitation a$ well as any associated hardware or software shall
be performed by qualified technicians properly authorized by the manufacturer to perform
such services, The Commeonwealth reserves the right to require proof of certification prior
to award and at any time during the term of the contract.

Y. SOURCE CODE: In the event the Confractor ceases to maintain experienced staff and the
resources needed to provide required software maintenance, the Commonwealth shall be
entitled to have use, and duplicate for its own use, a copy of the source code and associated
documentation for the software products covered by the contract. Until such time as a
complete copy of such material is provided, the Commonwealth shall have exclusive right
to possess all physical embodiments of such Contractor owned materials. The rights of the
Commonwealth in this respect shall survive for a period of twenty years after the
expiration or termination of the contract. All lease and royalty fees necessary to support
this right are included in the initial license fee as contained in the pricing schedule. For
clarification, the foregoing provision shall not apply to the Services provided by Contractor.

7. SOFTWARE UPGRADES: The Commonwealth shall be entitled to any and all upgraded
versions of the software covered in the contract that becomes available from the
Contractor. The maximum charge for upgrade shall not exceed the total difference
between the cost of the Commonwealth’s current version and the price the Contractor selis
or licenses the upgraded software under similar circumstances. For clarification, the
foregoing provision shall not apply to the Services provided by Contractor.

AA.THIRD PARTY ACQUISITION OF SOFTWARE: The Contractor shall notify the procuring
agency in writing should the intellectual property, associated business, or all of its assets
be acquired by a third party. The Contractor further agrees that the Contract's terms and
conditions, including any and all license rights and related services, shall not be affected by
the acquisition. Prior to completion of the acquisition, the Contractor shall obtain, for the
Commonwealth's benefit and deliver thereto, the assignee's agreement to fully honor the
terms of the contract.

BB.TITLE OF SOFTWARE: By submitting a bid, the bidder represents and warrants that it is
the sole owner of the software or, it not the owner, that it has received all legally required
authorizations from the owner to license the software, has the full power to grant the
rights required by this solicitation, and that neither the software nor its use in'accordance
with the contract will violate or infringe upon any patent, copyright, trade secret, or any
other property rights of another person or organization.

CC. WARRANTY AGAINST SHUTDOWN DEVICES: The Contractor warrants that the equipment
and software provided under the Contract shall not contain any lock, counter, CPU
references, virus, worm, or other device capable of halting operations or erasing or altering
data or programs. Contractor further warrants that neither it, nor its agents, employees, or

- subcontractors shall msert any shutdown device following delivery of the equipment and
software.

@Q@‘SECTION 508 COMPLIANCE: All information technology wh.ich, pursuant to this Contract,
is purchased or upgraded by or for the use of any Commonwealth agency or institution.or
political subdivision of the Commonwealth {the “Technology”) shall comply with Section
508 of the Rehabilitation Act (29 U.S.C. 794d, the “Act”), as amended. If the Technology
provided under this Contract is not in compliance with the requirements of the Act and
VCU requests such compliance by Contractor in writing, Contractor agrees to make
reasonable commercial efforts to modify the Technology to bring the Technology into



https://institution.or

material compliance with the Act. If requested, the Contractor must provide a detailed
explanation of how compliance with Section 508 of the Rehabilitation Act is achieved and a
validation of concept demonstration. The requirements of this Paragraph along with the
Non-Visual Access to Technology Clause shall be construed to achieve full compliance with
the Information Technology Access Act, §§ 2.2-3500 thwugh 2.2-3504 of the Code of
Vzrgmm

EE. NONVISUAL ACCESS TO TECHNGLOGY: All information technology whxch pursuant to
~ this Agreement, is purchased or upgraded by or for the use of any State agency or
institution or political subdivision of the Commonwealth {the “Technology”) shall comply
with the following nonvisual access standards from the date of purchase or upgrade until
© the e*iplra‘aon of this Agreement:

1. effective, interactive control and use of the Tefhnology shall be readily achievable by
nonvisual means;

2. the Technology equipped for nonvisual access shall be compatible with information
technology used by other individuals with whom any blind or visually impaired user of
the Technology interacts;

‘3. nonvisual access technology shall be integrated into any networks used to share
communications among employees, program participants or the public; and

4. the technology for nonvisual access shall have the capability of providing equivalent
access by nonvisual means to telecommunications or other interconnected network
services used by persons who are not blind or visually impaired.

Compliance with the foregoing nonvisual access standards shall not be required if the head
of the using agency, institution or political subdivision determines that (i) the Technology is
not available with nonvisual access because the essential elements of the Technology are

- visual and (if) nonvisual equivalence is not available. As of the effective date ofthis Contract,
non-visual access to the Services {defined in Appendix A below) is not available and the
essential elements of such Services are not visual; therefore, the parties agree that
compliance with the standards in this Section EE is not required related to the performance
of the Services.

Installation of hardware, software, or peripheral devices used for nonvisual access is not
required when the Technology is being used exclusively by individuals who are not blind or
visually impaired, but applications programs and underlying operating systems (including
the format of the data) used for the manipulation and presentation of information shall
permit the installation and effective use of nonvisual access software and peripheral devices.

If requested, the Contractor must provide a detailed explanation of how compliance with the
foregoing nonvisual access standards is achieved and a validation of concept demonstration.

The requirements of this Paragraph shall be construed to achieve full compliance with the
Information Technology Access Act, §§ 2.1-807 through 2.1-811 of the Code of Virginia.

FF. DATAAND INTELLECTUAL PROPERTY PROTECTION:
1. Definitions

a. "End User” means the individuals authorized by the University to access and use the
Services provided by the Selected Firm/Vendor under this agreement.

b. "Personally Identifiable Information” includes but is notlimited to: personal
identifiers such as name, address, phone number, date of birth, Social Security



2.

3.

number, and student or personnel identification number; “personal information” as
defined in Virginia Code section 18.2-186.6 and/or any successor laws of the
Commonwealth of Virginia; personally identifiable information contained in student
education records as that term is defined in the Family Educational Rights and
Privacy Act, 20 USC 1232g; “medical information” as defined in Virginia Code
Section 32.1-127.1:05; “protected health information” as that term is defined in the
Health Insurance Portability and Accountability Act, 45 CFR Part 160.103; nonpublic
personal information as that term is defined in the Gramm-Leach-Bliley Financial
Modernization Act of 1999, 15 USC 6809; credit and debit card numbers and/or
access codes and other cardholder data and sensitive authentication data as those

~ terms are defined in the Payment Card Industry Data Security Standards; other
financial account numbers, access codes, driver’s license numbers; and state- or
federal-identification numbers such as passport, visa or state identity card numbers.

¢. "Securely Destroy” means taking actions that render data written on physical (e.g.,

- hardcopy, microfiche, etc)) or electronic media unrecoverable by both ordinary and
extraordinary means. These actions must meet or exceed those sections of the
National Institute of Standards and Technology (NIST) SP 800-88 guidelines
relevant to data categorized as high security.

d. “Security Breach” means a security-relevant event in which the security of a system

or procedure used to create, obtain, transmit, maintain, use, process, store or
dispose of data is breached, and in which University Data is exposed to
unauthorized disclosure, access, al’eration, or use.

e. “Services” means any goods or services acquired by the University of Virginia from

the Selected Firm/Vendor.

f.  "University Data” includes all Personally Identifiable Information and other

information that is not intentionally made generally available by the University on
public websites or publications, including but not limited to business, administrative
and financial data, intellectual property, and patient, student and personnel data.

Rights and License in and to the Univeréity Data

The parties agree that as between them, all rights including all intellectual property
rights in and to University Data shall remain the exclusive property of the University,
and Selected Firm/Vendor has a limited, nonexclusive license to use these data as
provided in this agreement solely for the purpose of performing its obligations
hereunder. This agreement does not give a party any rights, implied or otherwise, to
the other’s data, content, or intellectual property, except as expressly stated in'the
agreement.

Intellectual Property Disclosure/Rights

. & Unless expressly agreed to the contrary in writing, all goods, products, materials,

documents, reports, writings, video images, photographs or papers of any nature
including software or computer images prepared by Selected Flrm/\fendor {orits
subcontractors) for the University will not be disclosed to any other person or
entity without the written permission of the University.

b, Selected Firm/Vendor warrants to the University that the University will own all
rights, title and interest in any intellectual property created for the University as
part of the performance of this agreement and will have full ownership and
beneficial use thereof, free and clear of claims of any nature by any third party



" including, without limitation, copyright or patent infringement claims. Selected
Firm/Vendor agrees to assign and hereby assigns all rights, title, and interest in
any and all intellectual property created for the University as part of the
performance of this agreement to the University, and will execute any future
assignments or other documents needed for the University to document, register,
or otherwise perfect such rights. Nothing in this section is, however, intended to
or shall be construed to apply to existing intellectual property created or owned
by the vendor that the University is licensing under this agreement. For avoidance
of doubt, the University asserts no intellectual property ownership under this
clause to any pre-existing intellectual property of the vendor, and seeks
ownership rights only to the extent Vendor is being engaged to develop certain
intellectual property as part of its services for the Unjversity.

c. Notwithstanding the foregoing, for research collaboration pursuant to
subcontracts under sponsored research agreements administered by the
University’s Office of Sponsored Programs, intellectual property rights will be
governed by the terms of the grant or contract to the University to the extent such
grant or contract requires intellectual property terms to apply to subcontractors.

4. Data Privacy

a. ' Selected Firm/Vendor will use University Data only for the purpose of fulfilling its
duties under this agreement and will not share such data with or disclose it to any
third party without the prior written consent of the University, except as requxred
by this agreement or as otherwise required by law.

b. University Data will not be stored outside the United States without prior written
consent from the University,

c. Selected Firm/Vendor will provide access to University Data only to its employees:
and subcontractors who need to access the data to fulfill Selected Firm/Vendor
obligations under this agreement. Selected Firm/Vendor will ensure that
employees who perform work under this agreement have read, understood, and
received appropriate instructionas to how to comply with the data protection
provisions of this agreement.

d. The following provision applies only if Selected Firm/Vendor will have access to
the University’s education records as defined under the Family Educational Rights
and Privacy Act {FERPA): The Selected Firm/Vendor acknowledges that for the
purposes of this agreement it will be designated as a “school official” with
"legitimate educational interests” in the University education records, as those
terms have been defined under FERPA and its implementing regulations, and the
Selected Firm/Vendor agrees to abide by the limitations and requirements
imposéd on school officials. Selected Firm/Vendor will use the education records
only for the purpose of fulﬁllmg its duties under this agreement for University’s
and its End User's benefit, and will not share such data with or disclose it to any
third party except as provided for In this agreement, required by law, or -
authorized in writing by the University.

5.  DataSecurity

a. Selected Firm/Vendor will store and process University Data in accordance with
commercial best practices, including appropriate administrative, physical, and
technical safeguards, to secure such data from unauthorized access, disclosure,



alteration, and use. Suck measures will be no less protective than those used'to
secure Selected Firm/Vendor's own data of a similar type, and in no event less
than reasonable in view of the type and nature of the data invelved. Without
limiting the foregoing, Selected Firm/Vendor warrants that all electronic
University Data will be encrypted in transmission (including via web interface) in
accordance with industry best practices commensurate to the sensitivity of the
information; such as controls outlined in the Moderate or High control baselines
in the latest version of National Institute of Standards and Technology Special
Publication 800-53.

b. If the Selected Firm/Vendor stores Personally Identifiable Information as part of
this agreement, the Selected Firm/Vendor warrants that the information will be -
stored in accordance with industry best practices commensurate to the
sensitivity of the information; such as controls outlined in the Moderate or High
control baselines in the latest version of National Institute of Standards and
Technology Special Publication 800-53.

. ¢. Selected Firm/Vendor will use industry-standard}‘md up-to-date security tools

- and technologies such as anti-virus protections and intrusion detection methods
in providing Services under this agreement.

Employee Background Checks and Qualifications

Selected Firm/Vendor shall ensure that its employees who will have potential
access to University Data have passed appropriate, industry standard, background
screening and possess the qualifications and training to comply with the terms of
this agreement. '

Data Authenticity and Integrity

Selected Firm/Vendor will take reasonable measures, including audit trails, to
protect University Data against deterioration or degradation of data quality and’
authenticity, The Selected Firm will be responsible during the terms of this
agreement, unless-otherwise specified elsewhere in this agreement, for converting
and migrating electronic data as often as necessary so that information is notlost
due to hardware, software, or media obsolescence or deterioration.

Security Breach

a. Response. Upon becoming aware of a Security Breach, Selected Firm/Vendor
will timely notify the University consistent with applicable state or federal laws,
fully investigate the incident, and cooperate fully with the University's
investigation of and response to the incident. Except as otherwise required by
law, Selected Firm/Vendor will not provide notice of the incident directly to
individuals whose Personally Identifiable Information was involved, regulatory
agencies, or other entities, without prior written permission from the University.

b. Liability.

1) If Selected Firm/Vendor must under this agreement create, obtain, transmit,
' use, maintain, process, or dispose of the subset of University Data known as
Personally Identifiable Information, the following provisions apply. In
addition to any other remedies available to the University under law or
equity, Selected Firm/Vendor will reimburse the University in full for all costs
incurred by the University in investigation and remediation of any Security



Breach caused by Selected Firm/vendor, including but not limited to
providing notification to individuals whose Personally Identifiable
Information was compromised and to regulatory agencies or other entities as
required by law or contract; providing one year’s credit monitoring to the

* affected individuals if the Personally Identifiable Information exposed during
the breach could be used to commit financial identity theft; and the payment
of legal fees, audit costs, fines, and other fees imposed by regulatory agencies
or contracting partners as a result of the Security Breach,

2) If Selected Firm/Vendor will NOT under this agreement create, obtain,
transmit, use, maintain, process, or dispose of the subset of University Data
known as Personally ldentifiable Information, the following provisions apply.
In addition to any other remedies available to the University under law or
equity, Selected Firm/Vendor will reimburse the University in full for all costs
reasonably incurred by the University in investigation and remediation of any
Security Breach caused by Selected Firm/vendor.

9. Response te Legal Orders; Demands or Requests for Data
a. Exceptas otherwise expressly prohibited by law, Selected Firm/Vendor will:

= immediately notify the University of any subpoenas, warrants, or other legal
orders, demands or requests received by Selected Firm/Vendor seeking
University Data;

« consult with the University regarding its response;

= cooperate with the University's reasonable requests in connection with efforts
by the University to intervene and quash or modxfy the legal order, demand or
request; and

» upon the University’s request, provide the anersxty with a copy of its
response. -

b, Ifthe University receives a subpoena, warrant, or other legal order, demand
(including request pursuant to the Virginia Freedom of Information Act) or
request seeking University Data maintained by Selected Firm/Vendor, the
University will promptly provide a copy to Selected Firm/Vendor. Selected
Firm/Vendor will promptly supply the University with copies of data required for
the University to respond, and will cooperate with the Unwers;tys reasonable
requests in connection with its response.

10. Data Transfer Upon Termination or Expiration

a. Upon termination or expiration of this agreement, Selected Firm/Vendor will
ensure that all University Data are securely returned or destroyed as directed by
the University in its sole discretion. Transfer to the University or a third party
designated by the University shall occur within a reasonable period of time, and
without significant interruption in service. Selected Firm/Vendor shall ensure
that such transfer/migration uses facilities and methods that are compatible with
the relevant systems of the University or its transferee, and to the extent
technologically feasible, that the University will have reasonable access to
University Data during the transition. In the event that the University requests
destruction of its data, Selected Firm/Vendor agrees to Securely Destroy all data
in its possession and in the possession of any subcontractors or agents to which



v

the Selected Firm/Vendor might have transferred University data. The Selected
Firm/Vendor agrees to provide certification of the destruction of such data to the

-University within a reasonable time following receipt by Selected Firm/Vendor of

the request for such destruction.

Selected Firm/Vendor will notify the University of impending cessation of its
business and any contingency plans. This includes immediate transfer of any
previously escrowed assets and data-and providing the University access to
Selected Firm/Vendor's facilities to remove and destroy University-owned assets
and data. Selected Firm/Vendor shall implement its exit plan and take all
necessary actions to ensure a smooth transition of service with minimal
disruption to the University. Selected Firm/Vendor will work closely with its

~ successor to ensure a successful transition to the new equipment, with minimal

downtime and effect on the University, all such work to be coordinated and

* performed in advance of the formal, final transition date.
. Audits

a. The University reserves the right in its sole discretion to perform audits of

Selected Firm/Vendor at the University's expense to ensure compliance with the
terms of this agreement. The Selected Firm/Vendor shall reasonably cooperate
in the performance of such audits. This provision applies to all agreements
under which the Selected Firm/Vendor must create, obtain, transmit, use,
maintain, process, or dispose of University Data.

b, If the Selected Firm/Vendor must under this agreement create, obtain, transmit,

use, maintain, process, or dispose of the subset of University Data known as
Personally Identifiable Information or financial or business data which has been
identified to the Selected Firm/Vendor as having the potential to affect the
accuracy of the University’s financial statements, Selected Firm/Vendor will at
its expense conduct or have conducted once each calendar year a:

«  American Institute of CPAs Service Organization Controls (S0C 2) Type lI
" audit, or other security audit with audit objectives deemed sufficient by the
University, which attests the Selected Firm/Vendor’s data centers’ security
policies, procedures and controls; )

e vulnerability scan of Selected Firm/Vendor’s electronic systems and

facilities that are used in any way to deliver electronic services under this
agreement; and ‘

« formal penetration test of Selected Firm/Vendor’s electronic systems and
facilities that are used in any way to deliver electronic services under this
agreement. :

Additionally, the Selected Firm/Vendor will provide the University upon
reguest the results, that will not compromise the security of the Selected
Firm/Vendor, of the above audits and applicable high level overview of the
scans and tests, and will modify its security measures within a reasonable
period of time as needed based on those results in order to meet its
obligations under this agreement. The University may require, at University
expense, the Selected Firm/Vendor to perform additional audits and tests
{not to exceed one such audit each calendar year), the results of which, that



will not compromise the security of the Selected Fli'm/Vendor, will be
provided promptly following the completion of such audits to the University.

12. Compliance

13.

14.

a. Selected Firm/Vendor will comply with all applicable laws and industry

standards in performing services under this agreement. Any Selected

- Firm/Vendor personnel visiting the University’s facilities will comply with all

applicable University policies regarding access to, use of, and conduct within
such facilities. The University will provide copies of such policies to Selected
Firm/Vendor upoh request.

Selected Firm/Vendor warrants that the service it will provide to the University
is fully compliant with relevant laws, regulations, and guidance that may be
applicable to the service, such as: the Family Educational Rights and Privacy Act
(FERPA}, Health Insurance Portability and Accountability Act (HIPAA) and

~Health Information Technology for Economic and Clinical Health Act (HITECH),

Gramm-Leach-Bliley Financial Modernization Act {GLB), Payment Card Industry
Data Security Standards {PCI-DSS}, Americans with Disabilities Act {ADA},
Federal Export Administration Reguiatlons and Defense Federal Acquisitions
Regulations.

f the Payment Card Industry Data Security Standards {PCI-DSS) are apphcable
to the Selected Firm/Vendor service provided to the University, the Selected -
Firm/Vendor will, upon written request, furnish proof of compliance with PCi-
DSS within 10 business days of the request. For clanty, Vendor Services are not

required to be PCI-DSS comphant
No End User agreements

This agreement is the entire agreement between the University (including
University employees and other End Users) and the Selected Firm/Vendor. In the
event that the Selected Firm/Vendor enters into terms of use agreements or other
agreements or understandings, whether electronic, click-through, verbal or in
writing, with University employees or other End Users, such agreements shall be
null, void and without effect, and the terms of this agreement shall appily.

Survival

The Selected Firm/Vendor's obligations under SECﬁO;l XII (DATA AND
INTELLECTUAL PROPERTY PROTECTION) shall survive termination of this
agreement until all University Data has been returned or securely destroyed.



APPENDIX |

PARTICIPATION IN STATE PROCUREMENT TRANSACTIONS SMALL BUSINESSES AND

BUSINESSES OWNED BY WOMEN AND MINORITIES

The following definitions will be used in completing the information contained in this Appendix.

Definitions

Small business is an independently owned and operated business which, together with affiliates, has 250 or
fewer employees, or average annual gross receipts of $10 million or less averaged over the previous three
years. Nothing in this definition prevents a program, agency, institution or subdivision from complying with the
qualification criteria of a specific state program or federal guideline to be in compliance with a federal grant or
program.

Women-owned business is a business concern which is at least 51 percent owned by one or more women
who are U.S. citizens or legal resident aliens, or in the case of a corporation, partnership or limited liability
company or other entity, at least 51 percent of the equity ownership interest in which is owned by one or more
women, and whose management and daily business operations are controlled by one or more of such
individuals.

Minority-owned business is a business concern which is at least 51 percent owned by one or more
minorities or in the case of a corporation, partnership or limited liability company or other entity, at least 51
percent of the equity ownership interest in which is owned by one or more minorities and whose management
and daily business operations are controlled by one or more of such individuals.

Minority Individual: "Minority” means a person who is a citizen of the United States or a legal resident alien
and who satisfies one or more of the following definitions:

o ‘“Asian Americans” means all persons having origins in any of the original peoples of the Far East,
Southeast Asig, the Indian subcontinent, or the Pacific Islands, including but not limited to Japan,
China, Vietnam, Samoa, Laos, Cambodia, Taiwan, Northern Marinas, the Philippines, U. S. territory of
the Pacific, India, Pakistan, Bangladesh and Sri Lanka and who are regarded as such by the
community of which these persons claim to be a part.

o ‘“African Americans” means all persons having origins in any of the original peoples of Africa and who
are regarded as such by the community of which these persons claim to be a part.

o “Hispanic Americans” means all persons having origins in any of the Spanish speaking peoples of
Mexico, South or Central America, or the Caribbean islands or other Spanish or Portuguese cultures
and who are regarded as such by the community of which these persons claim to be a part.

o “Native Americans” means all persons having origins in any of the original peoples of North America
and who are regarded as such by the community of which these persons claim to be a part or who are
recognized by a tribal organization.

o "Eskimos and Aleuts” means all persons having origins in any of the peoples of Northern Canada,
Greenland, Alaska, and Eastern Siberia and who are regarded as such in the community of which
these persons claim to be a part.



PARTICIPATION BY SMALL BUSINESSES, BUSINESSES OWNED BY WOMEN
BUSINESSES OWNED BY MINORITIES

This appendix should only be completed by firms that are not Virginia Department of Small Business and Suppilier
Diversity (DSBSD) certified small businesses.

Offeror certifies that it will involve Small Businesses, Women-Owned Businesses, andfor Minority-Owned
Businesses (SWalM) in the performance of this contract either as part of a joint venture, as a parinership, as
Subcontractors or as suppliers.

VCU has an overall goal of 42% SWaM participation for all annual purchases and seeks the maximum level of
participation possible from all its contractors.

List the names of the SWaM Businesses your firm intends to use and identify the direct role of these firms in the
performance of the contract. State whether the firm is a Small Business (SB), Women-Owned (WO), or Minority-
Owned (MO).

Name of Businesses: SB, WO, MO: Role in contract:

jon e

Commitment for utilization of DSBSD SWaM Businesses:
f _>_ % of total contract amount that will be performed by DSBSD certified SWalM businesses.

Identify the individual responsible for submitting SWaM reporting information to VCU:

Name Printed: _/I@\’T%} ML{TI?' . )

Email: fenry Sur phd X )h.ci phalscc.com
Phone: HO%‘L g’—[BJ \ &LV, _

Firm: YrhiTe Hm[ Sour 7\4/ Huc.

Offeror understands and acknowledge that the percentages stated above represent a contractual commitment by

the Offeror. Failure to achieve the percentage commitment will be considered a breach of contract and may result
in contract default.

Acknowledged:

By (Signature): / "‘\ﬁ’ 7 7
Name Printed: I i Mu&;fkw_

Title: Fol gﬁ

Email; ﬁw}; i EC‘Q Zf f wé[téﬁ lﬁféf Lo 1 \
Note: Small, Minority and/or Women-divned business sub-contractors are required to become certified and

maintain certification through the Virginia Department of Small Business and Supplier Diversity (DSBSD;
http:/iwww.sbsd.virginia.gov/iswamecert.html ) to fulfill the Offeror’s commitment for utilization.



http://www.sbsd.virginia.gov/swamcert.html

APPENDIX Il
INVOICING AND PAYMENT

Invoicing:

The Contractor shall submit a fully itemized invoice to Virginia Commonwealth University.
Accounts Payable and Support Services, P. O. Box 980327, Richmond, VA 23298-0327, that,
at minimum, includes the following information: the Virginia Commonwealth University
purchase order number; a description of the goods or services provided; quantities; unit prices;
extended prices; and total prices. Payment will be issued in accordance with the payment
method selected below and with the Commonwealth of Virginia Prompt Payment Legislation.

Upon request by VCU, the Contractor shall submit invoices electronically using the Ariba
Network or other e-commerce channe! utilized by VCU; and agrees to comply, within reason,
with any future e-commerce initiatives including, but not limited to: procurement, procurement
content, sourcing or any other electronic procurement and sourcing solutions.

Questions regarding this method of invoicing should be sent to: acommerce@vcu.edu.

Payment:

VCU Procurement Services is automating the payment process to the greatest extent possible.
Contractors are encouraged to accept payment electronically through the commercial card
program. Please review the payment methods described below and select one for your firm.
By selecting the payment method below, Contractor acknowledges that the selected payment
method is not specific to the contract resulting from this solicitation and will apply to all
payments made to the Contractor by Virginia Commonwealth University. For example, if
the Contractor has an existing contract(s) and is currently receiving payment by paper check,
and the Contractor is now electing to receive payment by the commercial card, all payments
will be made using the commercial card once the commercial card payment process is
implemented for the firm.

Payment Methods

1. Electronically through a Wells Fargo Visa commercial card: Payment will be
made ten days (10) after receipt of a proper invoice for the amount of payment due,
or ten (10) days after receipt of the goods or services, whichever is later.

It is the Contractor's responsibility to contact its banking institutions to determine any
credit limit that may restrict the payment of invoices. It is the Contractor's responsibility
to have its credit limit raised as necessary to facilitate the timely payment of all invoices.
Invoices exceeding the Contractor's credit limit will be returned unpaid.

Failure to accept the commercial card after award of contract will be considered a
contract compliance issue and will be addressed accordingly. In addition, invoices will
be returned without payment until the Contractor can accept the payment through the
commercial card.


mailto:ecommerce@vcu.edu

Questions regarding this method of payment should be sent to
commecard@vcu.edu.

2. ACH: Electronic payment via automated clearing house (ACH) to the vendor
provided bank account of record. Payment is processed thirty (30) days after receipt of
a proper invoice for the amount of payment due, or thirty (30) days after receipt of the
goods or services, whichever is later. Additional information about ACH payments is
available at: hitp://www.vcu.edufireasury/NVendorACH.htm.

Contractor must indicate the method of payment selected:
Commercial Card Payment (Wells Fargo VISA)

7 Automated Clearing House (ACH)

Invoicing and Payment Method Acknowledgement:

Signature: .7%’4@4— ﬁx/

Name Printed: Aobert Sienz \
Title: Conirolier ~
Name of Firm: WhiteHat Securiiy
Date: May 3, 2017

Please identify the following contact information for the individual who will serve as the
appropriate point of contact within your company to be contacted by VCU Accounts
Payable to implement the electronic invoicing and payment processes:

Name of the individual: :
Title: Senior Accountant

Mailing address: 2970 Freedom Circle

Sania Clara, CA 850541204
Email address: ar@whitenaisec.com
Phone number: £08-343-8323

Fax number:



http:ar@�whltehatsec.com
http://www.vcu.edu/treasuryNendorACH.htm
mailto:commcard@vcu.edu
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