
 

 
 
 

 
  

 
      
  

   
 

  
   
  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   

 

 

   

 

  

      

    

    

 

       

       

  

 

   

 

        

            

            

 

       

            

           

 

 

  

    

  

  

  

  

 

 

 

 

 

 

 

  

  

 

Procurement Services 
University Purchasing 

Date: June 23, 2021 
912 W Grace Street, 5th Floor 
Box 980327 
Richmond, Virginia 23284 Wendy Foote 

NTT Security AppSec Solutions Inc. dba WhiteHat Security 804 828-1077 
Fax: 804 828-7837 

1741 Technology Drive, Suite #300 TDD: 1-800-828-1120 
www.vcu.edu/procurement San Jose, CA 95110 

RE: Contract #: 7286528JC 

Renewal No.: Two (2) of Two (2) 

Dear Ms. Foote, 

Your firm’s contract with Virginia Commonwealth University (VCU) for the WhiteHat Sentinel Application 

Vulnerability Scanner expires on June 30, 2021. VCU intends to exercise the renewal of this contract in 

accordance with the contract terms and conditions for the period July 1, 2021 through June 30, 2022. 

Please facilitate obtaining the authorized WhiteHat Security, Inc. signature below to indicate acceptance of 

this renewal, and return the document to me within 10 business days. Your response may be emailed to 

aranthes@vcu.edu. If you have any questions, please contact me at (804) 828-1070. 

Pricing remains the same as the previous contract period. 

Attached is the revised pricing in accordance with the contract terms. 

By signing and submitting this contract renewal letter Contractor certifies that it will maintain the insurance 

coverages required at the time the contract was awarded.  At renewal, Contractor shall have a new Certificate of 

Insurance listing VCU as the "Additional Insured", citing the contractor's name and contract number, mailed to VCU 

Risk Management, Box 843040, Richmond, VA. 

Sincerely, 

Amy Anthes 

Category Manager 

An Equal Opportunity/Affirmative Action University 

mailto:aranthes@vcu.edu
www.vcu.edu/procurement


6/28/2021

Wendy Foote

Senior Contracts Manager

 
 
 

     

 
 
 

 
 
 

       

  

 

 

 

 

 

 

 

 

 
 

 

Contract #: : 7286528JC 

RESPONSE: 

NTT Security AppSec Solutions Inc. dba WhiteHat Security 

Name of Firm 

Signature 

Name Printed 

Title 

Date 



Procurement Services 
University Purchasing 

Date: May 1, 2020 
912 W Grace Street, 5th Floor 
Box 980327 
Richmond, Virginia 23284 Wendy Foote 

WhiteHat Security, Inc. 804 828-1077 
Fax: 804 828-7837 3970 Freedom Circle TDD: 1-800-828-1120 
www.vcu.edu/procurement Suite 200 

Santa Clara, CA 95054 

RE: Contract  #: 7286528JC 
Renewal No.: One (1) of Two (2) 

Dear Ms. Foote, 

Your firm’s contract with Virginia Commonwealth University (VCU) for the WhiteHat Sentinel Application 
Vulnerability Scanner expires on June 30, 2020.  VCU intends to exercise the renewal of this contract in 
accordance with the contract terms and conditions for the period July 1, 2020 through June 30, 2021. 

Please facilitate obtaining the authorized WhiteHat Security, Inc. signature below to indicate acceptance of 
this renewal, and return the document to me within 10 business days.  Your response may be emailed to 
aranthes@vcu.edu. If you have any questions, please contact me at (804) 828-1070. 

Pricing remains the same as the previous contract period. 
Attached is the revised pricing in accordance with the contract terms. 
By signing and submitting this contract renewal letter Contractor certifies that it will maintain the insurance 
coverages required at the time the contract was awarded. At renewal, Contractor shall have a new Certificate of 
Insurance listing VCU as the "Additional Insured", citing the contractor's name and contract number, mailed to VCU 
Risk Management, Box 843040, Richmond, VA. 

Sincerely, 

Amy Anthes 
Category Manager 

An Equal Opportunity/Affirmative Action University 

mailto:aranthes@vcu.edu
www.vcu.edu/procurement
mailto:aranthes@vcu.edu
www.vcu.edu/procurement


Wendy Foote

Senior Contracts Manager

5/5/2020

 
 
 

  
 
 
 

 
 
 

 
 

 
 

 
 

 
 

 
 

 
 
 

Contract  #: : 7286528JC 

RESPONSE: 

WhiteHat Security, Inc. 
Name of Firm 

Signature 

Name Printed 

Title 

Date 



 

 

 

    
 

 

 

  
    

    

 

 

   

  

      
      

 

   
    

 
 

U Procurement Services 
Date: June 18, 2019 

Procurement Services 
University Purchasing 

WhiteHat Security, Inc. 
912 W Grace Street, 5th Floor 3970 Freedom Circle, Suite 200 Box 980327 
Richmond, Virginia 23284 Santa Clara, CA 95054 
804 828-1077 
Fax: 804 828-7837 
TDD: 1-800-828-1120 
www.vcu.edu/procurement RE: Contract #: 7286528JC 

Renewal No. Two 
Current Purchase Order: EP2763840 

Dear Mr. Perkins, 

Your firm’s contract with Virginia Commonwealth University (VCU) for Application Vulnerability Scanner 
expires on June 30, 2019. VCU intends to exercise the renewal of this contract in accordance with the 
renewal terms of contract # 7286528JC 

Your signature constitutes your firm’s acceptance of this renewal, to include the optional use language and 

the eVA registration requirement provisions below. 

Pricing remains the same as the previous contract period. 
Attached is the revised pricing in accordance with the contract terms. 
By signing and submitting this contract renewal letter Contractor certifies that it will maintain the insurance 
coverages required at the time the contract was awarded.  At renewal, Contractor shall have a new Certificate of 
Insurance listing VCU as the "Additional Insured", citing the contractor's name and contract number, mailed to VCU 
Risk Management, Box 843040, Richmond, VA. 

Please return this document to me. Your response may be emailed to me at aranthes@vcu.edu. If you 
have any questions, please contact me at (804) 828-1070. 

Sincerely, 
Amy Anthes 
Category Manager 

An Equal Opportunity/Affirmative Action University 

mailto:aranthes@vcu.edu
www.vcu.edu/procurement
mailto:aranthes@vcu.edu
www.vcu.edu/procurement


      

 

 
 

 
 

 
 

 

      

 

 
 

 
 

 
 

  

 

      

 

 
 

 
 

 
 

 

 

Contract #: : WhiteHat Security Quote #Q00041784 

RESPONSE: 

WhiteHat Security, Inc. 
Name of Firm 

Signature 

Wendy Foote 
Name Printed 

Senior Contracts Manager 
Title 

 

Date 



COMMONWEALTH OF VIRGINIA 
STANDARD CONTRACT 

Contract Number: 7286528JC 

This contract entered into by WhiteHat Security, Inc., hereinafter called the "Contractor" 
and Commonwealth of Virginia, Virginia Commonwealth University (VCU), called the 
"Purchasing Agency". 

WITNESSETH that the Contractor and the Purchasing Agency, in consideration of the 
mutual covenants, promises and agreements herein contained, agree as follows: 

PERIOD OF THE PERFORMANCE: From the award of the contract through June 30, 

2018 with four (4) successive one year renewal options. 

SCOPE OF CONTRACT: The Contractor shall provide the goods/services to the 
Purchasing Agency as set forth. in the Contract Documents. 

The contract documents shall consist of: 
(1) This signed form; and in order of precedence; 
(2) The Negotiated Modifications dated May 8, 2017 
(3) Negotiated RFP #7286528JC General Terms and Conditions, Special Terms and 

Conditions, and Special Terms and Conditions Information Technology dated June 
14,2017 

(4) The WhiteHat Proposal Dated January 5, 2017 
(5) RFP #7286528JC dated November 29, 2016 and Addendum #1 dated December 

16,2017 
(6) Appendix A dated June 14, 2017 
(7) Service Order(s} 

All of which documents are incorporated herein by reference. 

IN WITNESS WHEREOF, the parties have caused this Contract to be duly executed 
intending to be bound thereby. 

CONTRACTOR: PURCHASING AGENCY: 
Virginia Commonwealth University 

By: XJ,, "'Jtn.µ LZv, ,x, 
Name Printed: Karol Kain Gray · 

WhiteHat Security, Inc. 

Name Printed: al 

Title: Senior Contract Manager Title: Vice President for Finance and Budget 

Date: June 23, 2017 Date: t.ola"ltl 



 

 

 

 

 

 

 

        

    

   

        

      

       
 

 

 

 

 

VIRGINIA ASSOCIATION 
OF STATE COLLEGE & 
UN IVERS ITV PURCHASING 
PROFESSIONALS 

Request for Proposals 

RFP #: 7286528JC 

RFP Title #: Application Vulnerability Scanner 

Issuing Agency: Virginia Commonwealth University 

Using Dept.: Technology Services 

Issue Date: November 29, 2016 

Closing Date: January 6, 2017 at 11:00 AM 

A VASCUPP Member Institution 



 

      
    

 

     

       

    

     
 
  

    
      

          

        
          

              

          

        
        

           
             

              
         

             
      

               
            

          

       

          
           

        
           

           
           

                
        

    

    

     

        

      

           

      

       

                   

                    

                                    

           

     

        

  

        

  

Request for Proposals RFP #7286528JC 

Issue Date: November 29, 2016 

Title: Application Vulnerability Scanner 

Send all Proposals To: Virginia Commonwealth University 
RFP #7286528JC 
Attention:  Jackie Colbert 
912 W Grace St, 5th floor 
Richmond, Virginia 23284 

Proposals Shall Be Received Until: January 6, 2017 at 11:00 AM 

Direct ALL inquiries concerning this RFP to: Jackie Colbert, Information Technology Category Manager 
jcolbert@vcu.edu 

Questions concerning this RFP must be received via email no later than: December 8, 2016 at 2:00 PM EST 

This Request for Proposals & any Addenda are posted on the eVA website at: http://www.eva.virginia.gov 

HARD-COPY, ORIGINAL PROPOSALS MUST BE RECEIVED IN VIRGINIA COMMONWEALTH UNIVERSITY’S DEPARTMENT OF 
PROCUREMENT SERVICES ON OR BEFORE THE DATE AND TIME DESIGNATED ON THIS SOLICITATION. ELECTRONIC 
SUBMISSIONS AND FACSIMILE SUBMISSIONS WILL NOT BE ACCEPTED IN LIEU OF THE HARD-COPY, ORIGINAL PROPOSAL. 
VENDORS ARE RESPONSIBLE FOR THE DELIVERY OF THEIR PROPOSAL. PROPOSALS RECEIVED AFTER THE OFFICIAL DATE AND 
TIME WILL BE REJECTED. THE OFFICIAL DATE AND TIME USED IN RECEIPT OF RESPONSES IS THAT TIME ON THE CLOCK OR 
AUTOMATIC TIME STAMP IN THE DEPARTMENT OF PROCUREMENT SERVICES. 

IF PROPOSALS ARE HAND DELIVERED OR SENT BY FEDEX, UPS, OR ANY OTHER PRIVATE COURIER, DELIVER TO THE 
ADDRESS NOTED ABOVE: VIRGINIA COMMONWEALTH UNIVERSITY, RFP #7286528JC, ATTENTION: Jackie Colbert, 912 W. 
GRACE ST., 5TH FLOOR, RICHMOND, VA 23298-0327. IF USING US MAIL (NOT RECOMMENDED): IF PROPOSALS ARE MAILED 
VIA US MAIL ONLY, MAIL TO VIRGINIA COMMONWEALTH UNIVERSITY, RFP#7286528JC, ATTN: Jackie Colbert, PO BOX 980327, 
RICHMOND, VA 23298-0327. THE RFP NUMBER, DATE AND TIME OF PROPOSAL SUBMISSION DEADLINE, AS REFLECTED ABOVE, 

MUST CLEARLY APPEAR ON THE FACE OF THE RETURNED PROPOSAL PACKAGE. 

In Compliance With This Request for Proposals And To All Conditions Imposed Therein and Hereby Incorporated By 
Reference, The Undersigned Offers And Agrees To Furnish The Goods/Services Described Herein In Accordance With 
The Attached Signed Proposal Or As Mutually Agreed Upon By Subsequent Negotiation. Furthermore, The 
Undersigned Agrees Not To Start Any Work Relative To This Particular Solicitation Until A Resulting Formal Signed 
Purchase Order Is Received By The Contractor From University’s Department of Procurement Services. Any Work 
Relative To This Request for Proposals Performed By The Contractor Prior To Receiving A Formal Signed Purchase 
Order Shall Be At The Contractor's Own Risk And Shall Not Be Subject To Reimbursement By The University. 
Signature below constitutes acknowledgement of all information contained through links referenced herein. 

NAME AND ADDRESS OF COMPANY: 

Date: 

By (Signature In Ink): 

Zip Code Name Typed: 

E-Mail Address: Title: 

Telephone: ( ) Fax Number: ( ) 

Toll free, if available 

DUNS NO.: 

Toll free, if available 

FEI/FIN NO.: 

REGISTERED WITH eVA: 

VIRGINIA DSBSD CERTIFIED: 

( 

( 

) YES ( 

) YES ( 

) NO 

) NO 

SMALL BUSINESS: 

MINORITY-OWNED: 

( 

( 

) YES 

) YES 

( 

( 

) NO 

) NO 

DSBSD CERTIFICATION #: WOMEN-OWNED: ( ) YES ( ) NO 

A Pre-Proposal conference will be held. See Section V herein. 

THIS SOLICITATION CONTAINS 31 PAGES. 

REQUEST FOR PROPOSALS RFP #7286528JC 
Page 2 of 31 

mailto:jcolbert@vcu.edu
http://www.eva.virginia.gov/
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I. PURPOSE: 

The intent and purpose of this Request for Proposals (RFP) is to solicit proposals from qualified 
suppliers for an application vulnerability scanner for Technology Services at Virginia Commonwealth 
University (the lead issuing institution and hereafter referred to as “the University” or “VCU”), an 
agency of the Commonwealth of Virginia.   

It is the intent of this solicitation and resulting contract(s) to allow for cooperative procurement.  
Accordingly, any public body, public or private health or educational institution or lead-issuing 
institution's affiliated foundations may access any resulting contract(s) if authorized by the Contractor. 

Participation in this cooperative procurement is strictly voluntary. If authorized by the Contractor(s), 
the resultant contract(s) may be extended to the entities indicated above to purchase at contract prices 
in accordance with contract terms. The Contractor shall notify the lead-issuing institution in writing of 
any entities accessing the contract. No modification of this contract or execution of a separate contract 
is required to participate. The Contractor shall provide usage reports for all entities accessing the 
Contract upon request. Participating entities shall place their own orders directly with the 
Contractor(s) and shall fully and independently administer their use of the contract(s) to include 
contractual disputes, invoicing and payments without direct administration from the lead-issuing 
institution. The lead-issuing institution shall not be held liable for any costs or damages incurred by 
any other participating entity as a result of any authorization by the Contractor to extend the contract. 
It is understood and agreed that the lead-issuing institution is not responsible for the acts or omissions 
of any entity, and will not be considered in default of the Agreement no matter the circumstances. 

Use of this contract(s) does not preclude any participating entity from using other contracts or 
competitive processes. 

II. GOVERNING RULES: 

This solicitations is issued in accordance with the provisions of: 

A. Purchasing Manual for Institution of Higher Education and their Vendors (https://vascupp.org) 

B. Rules Governing Procurement of goods, Services, Insurance, and Construction by a Public 
Institution of Higher Education of the commonwealth of Virginia (https://vascupp.org) 

III. OPTIONAL USE CONTRACT: 

The resulting contract(s) will be an optional use contract.  VCU is in no way required to make purchases 
from the Contractor and may in its sole discretion purchase the identical and/or similar goods/services 
from other sources.  Any estimates/quantities contained herein do not represent a purchase 
commitment by VCU.  

IV. THE UNIVERSITY: 

Virginia Commonwealth University (VCU) is a large urban University located in Richmond, Virginia. The 
University has 13 schools and 1 college offering over 220 undergraduate, graduate, doctoral and 
certificate programs, and conducted over $270 million in sponsored research in fiscal year 2016.  With 
more than 31,000 students and 21,000 full- and part-time employees in both VCU and VCU Health, the 
University is recognized as both one of the largest Universities in Virginia, and the largest employer in 
Richmond. 

REQUEST FOR PROPOSALS RFP #7286528JC 
Page 4 of 31 
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Additional information is available at: 
http://documents.procurement.vcu.edu/purchasing/pdf_docs/forms/RFP_Website_Link_The_Universi 
ty.pdf 

V. PRE-PROPOSAL CONFERENCE: 

An optional pre-proposal conference will be held at 2:00 PM on December 14, 2016 at the: 

VCU Facilities and Financial Services Building 
700 West Grace Street 

Suite 2200 
Richmond, Virginia 23220 

Note: – Offerors should submit questions about the RFP via email by December 8, 2016 at 2:00 PM EST 
to jcolbert@vcu.edu. 

For directions and paid parking information visit: 
http://business.vcu.edu/about-the-school/our-location/directions--parking/ 

The purpose of the conference is to allow Offerors an opportunity to ask questions and obtain 
clarification relative to any facet of this solicitation. 

While attendance at this conference is optional, Offerors who intend to submit a proposal are highly 
encouraged to attend and to have a copy of this solicitation to reference. Any questions and answers 
that are presented during the conference or any changes to the solicitation resulting from this 
conference will be issued in a written addendum to the solicitation. 

 Offerors may participate in the optional pre-proposal conference via conference call by: 

 - Using the following “Dial-In” numbers: 

 - 866-842-5779 (United States & Canada); 

 - 832-445-3763 (International); 

 - Using Conference Code #: 8415263709 

 - Dialing the appropriate “Dial-In” number at the scheduled time; and 

 - Entering the “Conference Code” when prompted, followed by the “#.” 

Note: Offerors who participated in the pre-proposal conference via conference call shall submit an 
email to jcolbert@vcu.edu within one (1) business day of the pre-proposal conference, confirming 
the Offerors participation and the Offeror’s contact information. 

VI. STATEMENT OF NEEDS: 

A. Scope and Introduction 

1. VCU currently manages its IT operations through a hybrid approach, where most infrastructure 
services are managed centrally through the central Office of Technology Services (“OTS”), and 
customer facing services are managed in a decentralized fashion by individual schools and 
departments.  Among the decentralized services, application development and provisioning are 
usually managed by individual departments and schools, with support of these applications 

REQUEST FOR PROPOSALS RFP #7286528JC 
Page 5 of 31 

http://documents.procurement.vcu.edu/purchasing/pdf_docs/forms/RFP_Website_Link_The_University.pdf
http://documents.procurement.vcu.edu/purchasing/pdf_docs/forms/RFP_Website_Link_The_University.pdf
mailto:jcolbert@vcu.edu
http://business.vcu.edu/about-the-school/our-location/directions--parking/
mailto:jcolbert@vcu.edu


 

      
    

 

  
 

 

 

 
 

  

 
   

 

  
  

    
    

   
   

  
 

  
  

 
 

   
 

 

  
  

 

   
  

      
 

  
  

  
 

   
  

 

 
 

 

 

 

 

 

 

 

collectively managed by both OTS and individual departmental groups. From a central services 
perspective, application provisioning guidance and general policies are available, but there is 
presently no streamlined process for verifiable implementation of the recommended and 
required controls. 

2. In order to minimize variances in the provisioning of applications and to ensure quality and 
security of applications before deploying them into production, VCU is currently developing an 
application vulnerability management program that integrates key processes, personnel, and 
technology to address the aforementioned challenges.  From a technical architecture 
perspective, a critical component in this initiative is an application vulnerability scanner.  The 
application vulnerability scanner is expected to help VCU in identifying, prioritizing, and 
tracking vulnerabilities in both internally-developed and third-party applications in use at the 
University. This Request for Proposals (RFP) is designed to help VCU select an appropriate 
application vulnerability scanner that can be integrated into it’s application vulnerability 
management program. 

3. Initially, the application vulnerability program will have 100 developers at the University and 
up to 247 applications (excluding cloud applications). 

B. The Contractor shall furnish, deliver, implement and provide ongoing maintenance and support, 
and training for the application vulnerability scanner. 

1. The Contractor shall provide support for the product through phone, self-service ticketing 
systems, and / or email on normal business hours (M-F 8 AM – 5 PM EST). 24x7x365 phone or 
email support for system is strongly preferred. 

2. The Contractor shall provide standard service level agreement indicating anticipated response 
times for service requests. At a minimum, the initial response time for support requests cannot 
exceed 3 business days. 

3. The Contractor shall provide optional on-site training, support, or upgrade service for the 
product. 

4. The Contractor shall provide options for request escalation for situation where rapid response 
or additional expertise is needed. 

C. The application vulnerability scanner shall be covered by the most favorable commercial 
warranties the Contractor gives any customer for the system. 

D. Mandatory Solution Requirements – The application vulnerability scanner shall at a minimum have 
the following specifications: 

1. The application vulnerability scanner must provide up-to-date vulnerability data that allows 
the accurate detection of potential vulnerabilities in applications. 

2. The application vulnerability scanner must provide a central management console that displays 
vulnerability and trending data for all tested application. 

3. The application vulnerability scanner must have tiered management capability within the 
aforementioned central management console, where users of the console can be assigned roles 
and responsibilities based on individual responsibilities, and the principle of least privilege. 

4. The application vulnerability scanner must have the ability to conduct Dynamic Application 
Security Testing (DAST) of an application in testing or production environment, while 
minimizing impact to application availability. 

REQUEST FOR PROPOSALS RFP #7286528JC 
Page 6 of 31 



 

      
    

 

 

 
   

  

  

  
  

  
 

   
  

 

  
 

    
  

    
  

     
 

  

  
  

  

 

 

   

  
 

 

 

  

 

 
 

 

   
 

 

 

  
 

5. The application vulnerability scanner must have the ability to conduct Static Application 
Security Testing (SAST) that supports (at a minimum) the testing of: Java, Javascript, C#, and 
PHP code. 

6. The application vulnerability scanner must have the ability to clearly explain vulnerability 
details, potential impact, risk rating, and proposed remediation options, in a manner and 
timeframe that is actionable to developers and system administrators. 

7. The application vulnerability scanner must have the ability to track the vulnerability state for 
each application, and offer long term trending data for the security state of an application. 

8. The Contractor shall provide the option to deploy the application vulnerability scanner as a 
service in a hosted environment either directly to VCU or through a third party. 

9. The application vulnerability scanner shall provide the ability to integrate the vulnerability data 
into multiple continuous integration platforms, bug trackers, and integrated development 
environments (IDEs).  

10. The application vulnerability scanner shall have the ability to generate customizable reports of 
vulnerabilities based on individual applications, and for the organization as a whole. 

11. The application vulnerability scanner shall provide the ability to schedule the automated 
assessment of applications. 

12. The Contractor shall assist VCU in developing hiring and training processes for familiarizing 
developers with the product with the goal of maximizing product value and utilization. 

E. Preferred Options and Services –The items listed below are not strict requirements for product 
selection, but are desired by the University, and will be given additional consideration. 

1. Ability for vendor to offer Runtime Application Security Protection (RASP) option. 

2. Ability for the aforementioned console to provide authentication to developers and security 
personnel via Jasig CAS single sign-on. 

3. Ability to organize and group applications based on owners and / or business units. 

4. Ability to generate customizable reports of vulnerabilities based on application owners and / or 
business units. 

5. Ability to perform vulnerability assessments on multiple applications simultaneously. 

6. Provision of a full featured Software as a Service solution for both DAST and SAST 
implementations. 

7. Ability for vendor to offer an easy to use and intuitive executive dashboard that shows top 
vulnerable applications, trending data, and risk scores. 

8. Ability for vendor to offer tiered management system that allows individual administration 
rights by single application administrator, application group administrator, and global 
administrator. 

9. Ability for vendor to provide detailed explanation of the vulnerability including proof of concept 
exploit code, and suggested remediations based on the original code (i.e. rather than generic 
examples). 

10. Ability to attach metadata to applications so that applications can be classified by arbitrary 
labels and categories. 

11. Ability for vendor to provide prompt technical support via phone, chat, or email to application 
developers using the platform 

12. Ability for the application vulnerability scanner to provide workflow automation that enables 
the automated notification of vulnerabilities and changes in risk posture. 

REQUEST FOR PROPOSALS RFP #7286528JC 
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F. Procurement Requirements: 

1. Freight terms shall be F.O.B. Destination/Prepaid with inside delivery; additional charges shall 
not be allowed. 

2. The terms and conditions of the RFP govern the resulting contract and not any Contractor terms 
and conditions or software license agreement. 

3. The proposal prices shall include all costs for the equipment and services including all 
applicable freight and travel and living expenses; extra charges will not be allowed. 

4. The initial contract term is from the award and continues for one (1) year after the 
implementation is complete and the system is accepted with four (4) annual, optional renewal 
terms. 

VII. PROPOSAL PREPARATION AND SUBMISSION INSTRUCTIONS: 

A. Proposal Submission Instructions: 

1. Complete and return Page 2 of the RFP. Proposals shall be signed by an authorized 
representative of the Offeror. 

2. Complete and return signed addenda acknowledgments (if applicable). 

3. Submit one (1) original hard copy (paper) of the entire proposal, including all attachments 
and proprietary information.  The original proposal must be clearly marked on the outside of the 
proposal. Submit one (1) unsecured, electronic copy (on a disc or flash drive) of the entire 
proposal including all attachments and INCLUDING ANY PROPRIETARY INFORMATION and 
one (1) unsecured, electronic copy (on a disc or flash drive) of the entire proposal including all 
attachments and EXCLUDING ANY PROPRIETARY INFORMATION. These discs or flash drives 
must be clearly marked on the outside whether it includes or excludes proprietary information. 
The copies of the RFP in this Section are for Procurement Services. 

4. Submit six (6) hard copies (paper copies) of the entire proposal, INCLUDING ALL 
ATTACHMENTS AND ANY PROPRIETARY INFORMATION and six (6) unsecured electronic 
copies (on a disc or flash drive) of the entire proposal, INCLUDING ALL ATTACHMENTS AND 
ANY PROPRIETARY INFORMATION for the Evaluation Committee Members. 

5. Proposal Presentation: 

a. All information requested must be submitted.  Failure to submit all information requested 
may result in the Purchasing Agency requiring prompt submission of missing information 
and/or giving a lowered evaluation of the proposal.  Proposals which are substantially 
incomplete or lack key information may be rejected by the purchasing agency.  Mandatory 
requirements are those required by law or regulation or are such that they cannot be waived 
and are not subject to negotiation. 

b.  All information requested by this Request for Proposals on the ownership, utilization and 
planned involvement of small businesses, women-owned businesses and minority-owned 
businesses must be submitted.  If an Offeror fails to submit all information requested, the 
Purchasing Agency may require prompt submission of missing information after the receipt 
of Contractors proposals. 

c.  Proposals should be prepared simply and economically, providing a straightforward, concise 
description of capabilities to satisfy the requirements of the RFP.  Emphasis should be placed 
on completeness and clarity of content. 

d. Proposals should be organized as specified in the RFP.  All pages of the proposal should be 
numbered.  The proposal should contain a table of contents, which cross-references the RFP 
requirements.  Information which the offeror desires to present that does not fall within any 

REQUEST FOR PROPOSALS RFP #7286528JC 
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of the requirements of the RFP should be inserted at an appropriate place or be attached at 
the end of the proposal and designated as additional material. Proposals that are not 
organized in this manner risk elimination from consideration if the evaluators are unable to 
find the RFP requirements are specifically addressed. 

e. Each copy of the proposal should be bound or contained in a single volume where practical.  
All documentation submitted with the proposal should be contained in that single volume. 

6. If applicable, the outside of the Proposal must be marked to clearly denote proprietary 
information is contained in the documents.  Written notice of proprietary information must be 
submitted as the first page of the Offeror’s Proposal.  Notice must specifically identify the 
applicable portions of the Offeror’s Proposal that contain data or materials to be protected and 
shall state the reasons why protection is necessary.  In addition, the specific (i.e. specific words, 
figures or paragraphs) proprietary or trade secret material submitted must be identified on the 
applicable page(s) within the Offeror’s Proposal, by some distinct method, such as highlighting, 
underlining, etc.  The classification of an entire Proposal document, line item prices and/or total 
Proposal prices as proprietary or trade secrets is not acceptable and may result in rejection and 
return of the Proposal. Ownership of all data, materials and documentation originated and 
prepared for VCU pursuant to the RFP shall belong exclusively to the University and be subject to 
public inspection in accordance with the Virginia Freedom of Information Act. Trade secrets or 
proprietary information submitted by an Offeror shall not be subject to public disclosure under 
the Virginia Freedom of Information Act; however, the Offeror must invoke the protections of 
Section 43F of The Governing Rules, in writing, either before or at the time the data or other 
material is submitted. 

7. Communications regarding this Request for Proposals (RFP) shall be formal from the date of the 
issuance for this RFP, until either a Contractor has been selected or the University Procurement 
Services Department rejects all proposals. Formal communications shall be directed to the 
University Procurement Department only. Informal communications including but not limited to, 
request for information, comments or speculations, regarding this RFP to any University 
employee other than Procurement Services Department representative may result in the 
offending Offeror’s Proposal being rejected. 

8. Oral Presentation: Offerors who submit a proposal in response to this RFP may be required to 
conduct an oral presentation of their proposal to VCU.   Oral presentations are an option and may 
or may not be required.  Should an oral presentation be required, VCU will designate the date 
and location for the presentation; the date is critical and alternative dates will not be available. 
Offerors who are invited to conduct an oral presentation shall include the individual(s) who 
would be the primary point of contact for VCU, on the Offerors presentation team. VCU reserves 
the right to re-score proposals following oral presentations. 

9. The version of the solicitation issued by the Virginia Commonwealth University Purchasing 
Department as amended by any addenda is the mandatory controlling version of the document. 
Any modification of or additions to the solicitation by the Offeror shall not modify the official 
version of the solicitation issued by the Virginia Commonwealth University Purchasing 
Department unless accepted in writing by the University. Such modifications or additions to the 
solicitation by the Offeror may be cause for rejection of the proposal; however, Virginia 
Commonwealth University reserves the right to decide, on a case by case basis, in its sole 
discretion, whether to reject such a proposal. If the modifications or additions are not identified 
until after the award of the contract, the controlling version of the solicitation document shall 
still be the official state form issued by the Purchasing Department. 

10. Additional information is available at: 

http://go.vcu.edu/procurement-purchasing 

B. SPECIFIC PROPOSAL REQUIREMENTS: 
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Proposals should be as thorough and detailed as possible so that VCU may properly evaluate your 
capabilities to provide the required goods/services.  Offerors are required to submit the following 
items as a complete proposal: 

1. The return of the entire RFP cover sheet and all addenda acknowledgments, if any, signed and 
filled out as required. 

2. Proposed Price.  Describe in detail the proposed license model for the application vulnerability 
scanner.  Indicate in the Pricing Schedule, Section VIII of the RFP the proposed price to include 
all costs associated with the license(s), any hardware or appliances, implementation, hosting, 
maintenance, and training to include all proposed products and services. Additional charges 
shall not be allowed.  

3. Describe the proposed plans and approach for providing the products and services as specified 
in the RFP. Consider the technical requirements in Section VI, Statement of Needs, Items A 
through E in the context of implementation and ongoing support, costs of upgrade and 
replacement, implementation timeline expectations, and costs of warranty and maintenance. 
Specifically indicate what is included in the offer to provide the required products and services 
by responding to all Items in Section VI, Statement of Needs, Items A through F. In addition, 
provide information for the Items listed below, but do not limit information to these Items: 

a. Utilization of the words “shall” or “must” in Section VI, Statement of Needs, Items A through E 
indicates mandatory technical requirements: 

Does / Shall your company comply with the mandatory technical requirements as presented 
in Section IV, Statement of Needs, Items A through E? 

Yes _____ No ______ 

If “NO,” identify the specific requirement and the reason for non-compliance. 

Utilization of the words “should” or “may” in Section VI, Statement of Needs, Items A through 
E indicates a non-mandatory requirement.  

Does / Shall your company comply with the non-mandatory technical requirements as 
presented in Section VI, Statement of Needs, Items A through E (i.e. “should” becomes 
“shall”)?  

Yes _____ No ______ 

If “NO,” identify the specific requirement and the reason for non-compliance. 

b. The vendor will provide a full list of supported programming languages and frameworks for 
the SAST product.  See Section VI.D.5. 

c. Provide a full list of supported continuous integration platforms, bug trackers, and IDEs. See 
Section VI.D.9. 

d. Describe in detail the proposed hiring and training processes.  See Section VI.D.12. 

e. Describe in detail the proposed maintenance and support. See Section VI.B. 

f. Describe in detail the optional on-site training that your company is proposing. 
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g. Submit a copy of the warranty. State the start of the warranty period and the end of the 
warranty period. 

h. Provide an implementation schedule indicating how long after the award of the contract it 
shall take your company to allocate the resources and deliver and install the system for use 
at VCU. 

i. Describe the process for problem resolution for the proposed products and services.  

j. Does your company agree with the Procurement Requirements in Section VI.F.? 

Yes _____ No ______ 

If “NO,” identify the specific term and condition(s) and the reason for non-compliance. 

4. Submit information about the qualifications and experience that your company has to provide 
the Application Vulnerability Scanner products and services. 

a. Describe the firm’s qualifications and experience providing the required products and 
services during the last three (3) years.  Information provided should include, but is not 
limited to, comparable accounts in higher education and the scope of the services.  Include 
information for a minimum of three (3) similar accounts, describing the types of projects 
and the scope of the services provided.  Please include contact information with the name, 
address, email address and current phone number. 

b. Specify the proposed personnel your company intends to assign to the project and provide 
proof of the expertise for the proposed system.   Information needed includes but is not 
limited to the names, qualifications, and experience of professional IT services technicians 
to be assigned to the project.  Resumes of staff to be assigned to the project may be used.  

c. Does the offer include a single primary point of contact for the VASCUPP institutions for 
sales, support and problem resolution?  If so, please provide the name and contact 
information. 

d. Information demonstrating the Contractor’s financial stability to include: 
1) Full name, address, and telephone number of the organization; 
2) Date the firm was established; 
3) Ownership (e.g. public company, partnership, subsidiary, etc.); 
4) If incorporated, provide the state of incorporation; 
5) Number of full‐time employees on January 1st for the last three (3) years or for the 

duration the firm has been in business, whichever is less. 
e. Provide a list of institutions of higher education with which the firm has a signed term 

contract. 
f. Provide the amount of annual sales the firm has with each VASCUPP Member Institution. A 

list of VASCUPP Members can be found at: 
http://www.vcu.edu/procurement/coopcon.htm. 

5. Small, Women-Owned and Minority-Owned Business Commitment: 

Firm must complete and submit Appendix I unless the firm is a Department of Small business 
and Supplier Diversity (DSBSD) certified small business.  DSBSD certified small businesses must 
include their certification number on the coversheet of this RFP, but are not required to 
complete Appendix I. 

6. Invoicing and Payment: 
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Firm must complete and submit Appendix II. 

VIII. PRICING SCHEDULE: 

A. Offerors shall provide all costs associated with license price, set‐up, implementation, hosting, 
training and maintenance to include all items described in Section VI. STATEMENT OF NEEDS for 
the proposed application vulnerability scanner solution. Offerors shall provide additional costs 
associated with the STATEMENT OF NEEDS, as appropriate. Offerors shall complete and submit the 
Pricing Schedule below: 

B. Description Price 

1. Total license price for the first year $ ________________________________ 

a. individual license unit price, if applicable 

$ ____________________________________________ 

b.   discount for the license(s) price 

_____________________________________________%  

2. Total hardware or appliance price for the first year $ ________________________________ 

a. individual hardware or appliance price 

$ ____________________________________________ 

b.   discount for hardware or appliance price 

_____________________________________________%  

3. Fixed price for implementation $_________________________________ 

a. List the job titles and hourly rates that 

total to the fixed price for implementation 

4. Hosting price for the first year $ _________________________________ 

5. Maintenance and support or upgrade 

for the first year $ _________________________________ 

6. Hiring and training price for the first year $ _________________________________ 

7. Optional On-Site Training $ _________________________________ 

8. Total price for Section VIII.B. $ _________________________________ 
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IX. EVALUATION AND AWARD CRITERIA: 

Proposals will be evaluated based upon the information provided in the Offeror’s Proposal using the 
following criteria: Offeror’s qualifications and experience (10 points); methodology/approach to 
providing the requirements stated herein (55 points); pricing (25 points); and the Offeror’s status as a 
Virginia certified SWaM Business or the Offeror’s plans to utilize Virginia DSBSD-certified SWaM 
Businesses in the Offeror’s performance of the contract (10 points). Negotiations shall be conducted 
with Offerors so selected. After negotiations have been conducted with each Offeror so selected, the 
VCU shall select the Offeror which, in its opinion, has made the best offer, and shall award the contract 
to that Offeror. VCU reserves the right to make multiple awards from the solicitation. The University 
may cancel this Request for Proposals or reject Proposals at any time prior to an award, and is not 
required to furnish a statement of the reason why a particular Proposal was not deemed to be the most 
advantageous (Governing Rules Section 49.D). Should the University determine in writing and in its 
sole discretion that only one Offeror has made the best proposal, a Contract may be negotiated and 
awarded to that Offeror. The award document will be a Contract incorporating by reference all the 
requirements, terms and conditions of the RFP, and the Offeror’s response thereto. VCU reserves the 
right to award to multiple offerors, should such an award benefit the University. 

Notice of Award(s) or Notice of Intent to Award may be accessed electronically at 
http://www.eva.virginia.gov. 

X. REPORTING AND DELIVERY REQUIREMENTS: 

By submitting a Proposal, Offerors certify that all information provided in response to the 
Request for Proposals is true and accurate. Failure to provide information required by this 
Request for Proposals will ultimately result in rejection of the Proposal. 

It is the policy of the Commonwealth of Virginia that 42% of its purchases be made from small 
businesses to contribute to the establishment, preservation, and strengthening of small businesses, and 
businesses owned by women and minorities, and to encourage their participation in VCU procurement 
activities. The Commonwealth encourages Contractors to provide for the participation of small 
businesses and businesses owned by women and minorities through partnerships, joint ventures, 
subcontracts or other contractual opportunities. 

Use of Subcontractors: If the Offeror intends to use subcontractors to perform any portion of the work 
described in this RFP, the Offeror must clearly so state. VCU is placing an increased emphasis on its 
SWaM (Small, Women, and Minority Owned) business program and is interested in identifying any 
potential opportunities that may be available to engage SWaM vendors to be certified by the Virginia 
Department of Small Business and Supplier Diversity (DSBSD) through new or existing contracts. 
Identify and list any such opportunities that your firm would commit to if awarded this Contract 
in Appendix 1- Participation in VCU Procurement Transactions Small Businesses and Businesses 
Owned by Women and Minority. The Offeror’s response must include a description of which 
portion(s) of the work will be sub-contracted out and the names and addresses of potential 
Subcontractor(s) under the Contract. 

REPORT ON THE PARTICIPATION OF SMALL BUSINESSES AND BUSINESSES 

OWNED 

BY WOMEN AND MINORITIES 

Unless the Contractor is a DSBSD certified small business, the Contractor shall submit quarterly reports 
on the direct involvement of Department of Small Business and Supplier Diversity (DSBSD) certified 
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SWaM Businesses in the performance of the Contract. The report shall specify the actual dollars spent 
to date with Small Businesses, Women-Owned Businesses, and Minority-Owned Businesses based upon 
the Contractor’s commitment for utilization of DSBSD SWaM Businesses. 

The Contractor shall provide this information to: 

Virginia Commonwealth University 
Procurement Services Office 

Attn: SWaM Coordinator 
912 W. Grace Street, POB 980327 

Richmond, VA 23284 
Email: swamreporting@vcu.edu 

Failure to submit the required information will be considered a contract compliance issue and will be 
addressed accordingly. In addition, failure to submit the required information will result in invoices 
being returned without payment. 

XI. GENERAL TERMS AND CONDITIONS: 

A. PURCHASING MANUAL: This RFP is subject to the provisions of the Commonwealth of Virginia’s 
Purchasing Manual for Institutions of Higher Education and their Vendors and any revisions 
thereto, which are hereby incorporated into this contract in their entirety. A copy of the manual is 
available for review at the VCU Procurement Services Office. In addition, the manual may be 
accessed electronically at http://procurement.vcu.edu/ or a copy can be obtained by calling VCU 
Procurement Services at (804) 828-1077. 

B. APPLICABLE LAW AND COURTS: This RFP and any resulting Contract shall be governed in all 
respects by the laws of the Commonwealth of Virginia and any litigation with respect thereto shall 
be brought in the courts of the Commonwealth. The Contractor shall comply with all applicable 
federal, state and local laws, rules and regulations. 

C. ANTI-DISCRIMINATION: By submitting their Proposals, Offerors certify to the Commonwealth and 
to VCU that they will conform to the provisions of the Federal Civil Rights Act of 1964, as amended, 
as well as the Virginia Fair Employment Contracting Act of 1975, as amended, where applicable, the 
Virginians With Disabilities Act, the Americans With Disabilities Act and Section 2.2-4311 of the 
Virginia Public Procurement Act. If the award is made to a faith-based organization, the organization 
shall not discriminate against any recipient of goods, services, or disbursements made pursuant to 
the contract on the basis of the recipient’s religion, religious belief, refusal to participate in a 
religious practice, or on the basis of race, age, color, gender or national origin and shall be subject to 
the same rules as other organizations that contract with public bodies to account for the use of the 
funds provided; however, if the faith-based organization segregates public funds into separate 
accounts, only the accounts and programs funded with public funds shall be subject to audit by the 
public body. (Code of Virginia, § 2.2-4343.1). 

In every Contract over $10,000 the provisions in 1. and 2. below apply: 

1. During the performance of this Contract, the Contractor agrees as follows: 

a) Virginia Commonwealth University is an equal opportunity/affirmative action 
institution providing access to education and employment without regard to age, race, 
color, national origin, gender, religion, sexual orientation, veteran’s status, political 
affiliation or disability. As such, the Contractor will not discriminate against any 
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employee or applicant for employment because of age, race, color, national origin, 
gender, religion, sexual orientation, veteran’s status, political affiliation or disability or 
any other basis prohibited by state law related to discrimination in employment, except 
where there is a bona fide occupational qualification reasonably necessary to the 
normal operation of the Contractor. The Contractor agrees to post in conspicuous 
places, available to employees and applicants for employment, notices setting forth the 
provisions of this nondiscrimination clause. 

b) The Contractor, in all solicitations or advertisements for employees placed by or on 
behalf of the Contractor, will state that such Contractor is an equal opportunity 
employer. 

c) Notices, advertisements and solicitations placed in accordance with federal law, rule or 
regulation shall be deemed sufficient for the purpose of meeting these requirements. 

2. The Contractor will include the provisions of 1. above in every subcontract or purchase order 
over $10,000, so that the provisions will be binding upon each subcontractor or vendor. 

D. ETHICS IN PUBLIC CONTRACTING: By submitting their Proposals, Offerors certify that their 
Proposals are made without collusion or fraud and that they have not offered or received any 
kickbacks or inducements from any other Offeror, supplier, manufacturer or subcontractor in 
connection with their Proposal, and that they have not conferred on any public employee having 
official responsibility for this procurement transaction any payment, loan, subscription, advance, 
deposit of money, services or anything of more than nominal value, present or promised, unless 
consideration of substantially equal or greater value was exchanged. 

E. IMMIGRATION REFORM AND CONTROL ACT OF 1986: By submitting their Proposals, Offerors 
certify that they do not and will not during the performance of this Contract employ illegal alien 
workers or otherwise violate the provisions of the Federal Immigration Reform and Control Act of 
1986. 

F. DEBARMENT STATUS: By submitting their Proposals, Offerors certify that they are not currently 
debarred by the Commonwealth of Virginia from submitting proposals on contracts for the type of 
goods and/or services covered by this solicitation, nor are they an agent of any person or entity that 
is currently so debarred. 

G. ANTITRUST: By entering into a Contract, the Contractor conveys, sells, assigns, and transfers to the 
Commonwealth of Virginia all rights, title and interest in and to all causes of the action it may now 
have or hereafter acquire under the antitrust laws of the United States and the Commonwealth of 
Virginia, relating to the particular goods or services purchased or acquired by the Commonwealth 
of Virginia under said contract. 

H. MANDATORY USE OF STATE FORM AND TERMS AND CONDITIONS: Failure to submit a Proposal on 
the official VCU Form provided for that purpose may be a cause for rejection of the Proposal. 
Modification of, or additions to, the General Terms and Conditions of the solicitation may be cause 
for rejection of the Proposal; however, the Commonwealth reserves the right to decide, on a case by 
case basis, in its sole discretion, whether to reject such a Proposal. 

I. PAYMENT: 
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1. To Prime Contractor: 

a) Invoices for items ordered, delivered and accepted shall be submitted by the Contractor 
directly to the payment address shown on the purchase order/Contract. All invoices 
shall show the VCU Contract number and/or purchase order number; social security 
number (for individual Contractors) or the federal employer identification number (for 
proprietorships, partnerships, and corporations). 

b) Any payment terms requiring payment in less than thirty (30) days will be regarded as 
requiring payment thirty (30) days after invoice or delivery, whichever occurs last. This 
shall not affect offers of discounts for payment in less than thirty (30) days, however. 

c) All goods or services provided under this Contract or purchase order, that are to be paid 
for with public funds, shall be billed by the Contractor at the contract price, regardless 
of which public institution is being billed. 

d) The following shall be deemed to be the date of payment: the date of postmark in all 
cases where payment is made by mail, or the date of offset when offset proceedings 
have been instituted as authorized under the Virginia Debt Collection Act. 

e) Unreasonable Charges. Under certain emergency procurements and for most time and 
material purchases, final job costs cannot be accurately determined at the time orders 
are placed. In such cases, contractors should be put on notice that final payment in full is 
contingent on a determination of reasonableness with respect to all invoiced charges. 
Charges which appear to be unreasonable will be researched and challenged, and that 
portion of the invoice held in abeyance until a settlement can be reached. Upon 
determining that invoiced charges are not reasonable, VCU shall promptly notify the 
contractor, in writing, as to those charges which it considers unreasonable and the basis 
for the determination. A Contractor may not institute legal action unless a settlement 
cannot be reached within thirty (30) days of notification. The provisions of this Section 
do not relieve VCU of its prompt payment obligations with respect to those charges that 
are not in dispute (Code of Virginia, § 2.2-4363). 

2. To Subcontractors: 

a) Contractor awarded a contract under this RFP is hereby obligated: 

i. To pay the Subcontractor(s) within seven (7) days of the Contractor's receipt of 
payment from VCU for the proportionate share of the payment received for 
work performed by the Subcontractor(s) under the contract; or 

ii. To notify VCU and the Subcontractor(s), in writing, of the Contractor's intention 
to withhold payment and the reason. 

b) The Contractor is obligated to pay the Subcontractor(s) interest at the rate of one 
percent per month (unless otherwise provided under the terms of the contract) on all 
amounts owed by the Contractor that remain unpaid seven (7) days following receipt 
of payment from VCU, except for amounts withheld as stated in 2. above. The date of 
mailing of any payment by U.S. Mail is deemed to be payment to the addressee. These 
provisions apply to each sub-tier Contractor performing under the primary contract. A 
Contractor's obligation to pay an interest charge to a Subcontractor may not be 
construed to be an obligation of VCU. 

J. PRECEDENCE OF TERMS: Paragraphs A-J of these General Terms and Conditions shall apply in all 
instances. In the event there is a conflict between any of the other General Terms and Conditions 
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and any Special Terms and Conditions in this solicitation, the Special Terms and Conditions shall 
apply. 

K. QUALIFICATIONS OF OFFERORS: VCU may make such reasonable investigations as deemed proper 
and necessary to determine the ability of the Offeror to perform the services/furnish the goods and 
the Offeror shall furnish to VCU all such information and data for this purpose as may be requested. 
VCU reserves the right to inspect Offeror's physical facilities prior to award to satisfy questions 
regarding the Offeror's capabilities. VCU further reserves the right to reject any Proposal if the 
evidence submitted by, or investigations of, such Offeror fails to satisfy VCU that such Offeror is 
properly qualified to carry out the obligations of the Contract and to provide the services and/or 
furnish the goods contemplated therein. 

L. TESTING AND INSPECTION: VCU reserves the right to conduct any test/inspection it may deem 
advisable to assure goods and services conform to the specifications. 

M. ASSIGNMENT OF CONTRACT: A Contract shall not be assignable by the Contractor in whole or in 
part without the written consent of the VCU Director of Procurement Services. 

N. CHANGES TO THE CONTRACT: Changes can be made to the Contract in any one of the following 
ways: 

1. The parties may agree in writing to modify the scope of the Contract. An increase or decrease 
in the price of the Contract resulting from such modification shall be agreed to by the parties 
as a part of their written agreement to modify the scope of the Contract. 

2. The VCU Procurement Services Department may order changes within the general scope of 
the Contract at any time by written notice to the Contractor. Changes within the scope of the 
contract include, but are not limited to, things such as services to be performed, the method of 
packing or shipment, and the place of delivery or installation. The Contractor shall comply 
with the notice upon receipt. The Contractor shall be compensated for any additional costs 
incurred as the result of such order and shall give VCU a credit for any savings. Said 
compensation shall be determined by one of the following methods: 

a) By mutual agreement between the parties in writing; or 

b) By agreeing upon a unit price or using a unit price set forth in the Contract, if the work 
to be done can be expressed in units, and the Contractor accounts for the number of 
units of work performed, subject to the VCU’s right to audit the Contractor's records 
and/or to determine the correct number of units independently; or 

c) By ordering the Contractor to proceed with the work and keep a record of all costs 
incurred and savings realized. A markup for overhead and profit may be allowed if 
provided by the Contract. The same markup shall be used for determining a decrease in 
price as the result of savings realized. The Contractor shall present VCU with all 
vouchers and records of expenses incurred and savings realized. VCU shall have the 
right to audit the records of the Contractor as it deems necessary to determine costs or 
savings. Any claim for an adjustment in price under this provision must be asserted by 
written notice to VCU within thirty (30) days from the date of receipt of the written 
order from VCU. If the parties fail to agree on an amount of adjustment, the question of 
an increase or decrease in the Contract price or time for performance shall be resolved 
in accordance with the procedures for resolving disputes provided by the Disputes 
Clause of this Contract or, if there is none, in accordance with the disputes provisions of 
the Commonwealth of Virginia’s Purchasing Manual for Institutions of Higher Education 
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and Their Vendors. Neither the existence of a claim or a dispute resolution process, 
litigation or any other provision of this Contract shall excuse the Contractor from 
promptly complying with the changes ordered by the VCU Procurement Service Office 
or with the performance of the Contract generally. 

O. DEFAULT: In case of failure to deliver goods or services in accordance with the Contract terms and 
conditions, VCU after due oral or written notice, may procure them from other sources and hold the 
Contractor responsible for any resulting additional purchase and administrative costs. This remedy 
shall be in addition to any other remedies which VCU may have in law or equity. 

P. USE OF BRAND NAMES: Unless otherwise provided in this RFP, the name of a certain brand, make 
or manufacturer does not restrict Offerors to the specific brand, make or manufacturer named, but 
conveys the general style, type, character, and quality of the article desired. Any article, which the 
public body, in its sole discretion, determines to be the equal of that specified, considering quality, 
workmanship, economy of operation, and suitability for the purpose intended, shall be accepted. 
The Offeror is responsible to clearly and specifically identify the product being offered and to 
provide sufficient descriptive literature, catalog cuts and technical detail to enable VCU to 
determine if the product offered meets the requirements of the solicitation. This is required even if 
offering the exact brand, make or manufacturer specified. Unless the Offeror clearly indicates in its 
proposal that the product offered is an "equal" product, such proposal will be considered to offer 
the brand name product referenced in the RFP. 

Q. TRANSPORTATION AND PACKAGING: By submitting their Proposals, all Offerors certify and 
warrant that the price offered for FOB Destination includes only the actual freight rate costs at the 
lowest and best rate and is based upon the actual weight of the goods to be shipped. Except as 
otherwise specified herein, standard commercial packaging, packing and shipping containers shall 
be used. All shipping containers shall be legibly marked or labeled on the outside with purchase 
order number, commodity description, and quantity. Further, Offeror shall bear the risk of loss until 
the goods and equipment until VCU accepts Delivery of them. 

R. INSURANCE: By signing and submitting a Proposal under this RFP, the Offeror certifies that if 
awarded the Contract, it will have the following insurance coverages at the time the Contract is 
awarded. For construction contracts, if any Subcontractors are involved, the subcontractor will 
have workers’ compensation insurance in accordance with §§ 2.2-4332 and 65.2-800 et seq. of the 
Code of Virginia. The Offeror further certifies that the Contractor and any Subcontractors will 
maintain these insurance coverages during the entire term of the Contract and that all insurance 
coverage will be provided by insurance companies authorized to sell insurance in Virginia by the 
Virginia State Corporation Commission. 

Minimum Insurance Coverages and Limits Required for Most Contracts: 

1. Worker’s Compensation - Statutory requirements and benefits. Coverage is compulsory for 
employers of three or more employees, to include the employer. Contractors who fail to notify 
VCU of increases in the number of employees that change their workers’ compensation 
requirements under the Code of Virginia during the course of the Contract shall be in 
noncompliance with the Contract. 

2. Employers Liability - $100,000. 

3. Commercial General Liability - $1,000,000 per occurrence. Commercial General Liability is to 
include bodily injury and property damage, personal injury and advertising injury, products 
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and completed operations coverage. VCU must be named as an additional insured and so 
endorsed on the policy. 

4. Automobile Liability - $1,000,000 per occurrence. (Only used if motor vehicle is to be used in 
the contract.) 

S. ANNOUNCEMENT OF AWARD: Upon the award or the announcement of the decision to award a 
contract as a result of this RFP, VCU will publicly post such notice electronically at 
http://www.eva.virginia.gov for a minimum of ten (10) days. 

T. DRUG-FREE WORKPLACE: During the performance of this Contract, the Contractor agrees to (i) 
provide a drug-free workplace for the Contractor’s employees; (ii) post in conspicuous places, 
available to employees and applicants for employment, a statement notifying employees that the 
unlawful manufacture, sale, distribution, dispensation, possession, or use of a controlled substance 
or marijuana is prohibited in the contractor’s workplace and specifying the actions that will be 
taken against employees for violation of such prohibition: (iii) state in all solicitations or 
advertisements for employees placed by or on behalf of the Contractor that the Contractor 
maintains a drug-free workplace: and (iv) include the provisions of the foregoing clauses in every 
Subcontract or purchase order of over $10,000, so that the provisions will be binding upon each 
Subcontractor and/ or Vendor. 

For the purposes of this section, “drug-free workplace” means a site for the performance of work 
done in connection with a specific Contract awarded to a Contractor, the employees of whom are 
prohibited from engaging in the unlawful manufacture, sale, distribution, dispensation, possession 
or use of any controlled substance or marijuana during the performance of the Contract. 

U. NONDISCRIMINATION OF CONTRACTORS: A Bidder, Offeror, or Contractor shall not be 
discriminated against in the solicitation or award of this Contract because of race, religion, color, 
sex, national origin, age, disability, or against faith-based organizations or any other basis 
prohibited by state law relating to discrimination in employment. If the award of this Contract is 
made to a faith-based organization and an individual, who applies for or receives goods, services, or 
disbursements provided pursuant to this Contract objects to the religious character of the faith-
based organization from which the individual receives or would receive the goods, services, or 
disbursements, the public body shall offer the individual, within a reasonable period of time after 
the date of his objection, access to equivalent goods, services, or disbursements from an alternative 
provider. 

V. eVA BUSINESS-TO-GOVERNMENT VENDOR REGISTRATION, CONTRACTS, AND ORDERS: The eVA 
Internet electronic procurement solution, website portal www.eVA.virginia.gov, streamlines and 
automates government purchasing activities in VCU. The eVA portal is the gateway for vendors to 
conduct business with VCU Institution and other public bodies. All Vendors desiring to provide 
goods and/or services to VCU shall participate in the eVA Internet e-procurement solution by 
completing the free eVA Vendor Registration. All Bidders or Offerors must register in eVA and pay 
the Vendor Transaction Fees specified below; failure to register will result in the bid/proposal 
being rejected. 

Vendor Transaction Fees are determined by the date the original purchase order is issued and are 
as follows: 

1. For orders issued July 1, 2014 and after, the Vendor Transaction Fee is: 

a) DSBSD-certified Small Businesses: 1%, capped at $500 per order. 
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b) Businesses that are not DSBSD-certified Small Businesses: 1%, capped at $1,500 per 
order. 

2. For orders issued July 1, 2014 the vendor transaction fees can be found at 
www.eVA.virginia.gov 

The specified vendor transaction fee will be invoiced, by the Commonwealth of Virginia Department 
of General Services, approximately thirty (30) days after the corresponding purchase order is 
issued and payable thirty (30) days after the invoice date. Any adjustments (increases/decreases) 
will be handled through purchase order changes. 

W. FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT (FERPA). The Selected Offeror/Vendor 
acknowledges that for the purposes of this Contract it will be designated as a “school official” with 
“legitimate educational interests” in the University education records, as those terms have been 
defined under FERPA and its implementing regulations, and the Selected Firm/Vendor agrees to 
abide by the limitations and requirements imposed on school officials. Selected Firm/Vendor will 
use the education records only for the purpose of fulfilling its duties under this Contract for 
University’s and its students’ benefit, and will not share such data with or disclose it to any third 
party except as provided for in this Contract, required by law, or authorized in writing by the 
University. 

XII. SPECIAL TERMS AND CONDITIONS: 

A. ADVERTISING: In the event a contract is awarded for supplies, equipment, or services resulting 
from this proposal, no indication of such sales or services to Virginia Commonwealth University will 
be used in product literature or advertising.  The Contractor shall not state in any of the advertising 
or product literature that the Commonwealth of Virginia or any agency or institution of the 
Commonwealth has purchased or uses its products or services. 

B. AUDIT: The Contractor shall retain all books, records, and other documents relative to this contract 
for five (5) years after final payment, or until audited by the Commonwealth of Virginia, whichever 
is sooner.  The agency, its authorized agents, and/or State auditors shall have full access to and the 
right to examine any of said materials during said period. 

C. AVAILABILITY OF FUNDS: It is understood and agreed between the parties herein that the agency 
shall be bound hereunder only to the extent of the funds available or which may hereafter become 
available for the purpose of this agreement. 

D. PROPOSAL ACCEPTANCE PERIOD: Any proposal in response to this solicitation shall be valid for 
sixty (60) days.  At the end of the sixty (60) days, the proposal may be withdrawn at the written 
request of the Offeror.  If the proposal is not withdrawn at that time it remains in effect until an 
award is made or the solicitation is cancelled. 

E. PROPOSAL PRICES: Proposal prices shall be in the form of a firm unit price for each item during the 
contract period. 

F. CANCELLATION OF CONTRACT: The purchasing agency reserves the right to cancel and terminate 
any resulting contract, in part or in whole, without penalty, upon sixty (60) days written notice to 
the Contractor.  In the event the initial contract period is for more than twelve (12) months, the 
resulting contract may be terminated by either party, without penalty, after the initial twelve (12) 
months of the contract period upon 60 days written notice to the other party.  Any contract 
cancellation notice shall not relieve the Contractor of the obligation to deliver and/or perform on all 
outstanding orders issued prior to the effective date of cancellation. 
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G. SPECIAL EDUCATIONAL OR PROMOTIONAL DISCOUNTS: The Contractor shall extend any special 
educational or promotional sale prices or discounts immediately to the Commonwealth during the 
term of the contract.  Such notice shall also advise the duration of the specific sale or discount price. 

H. DRUG FREE WORKPLACE: The Contractor acknowledges and certifies that it understands that the 
following acts by the Contractor, its employees and/or agents performing services on state 
property are prohibited: 

1. The unlawful manufacture, distribution, dispensing, possession or use of alcohol or other drugs; 
and 

2. Any impairment or incapacitation from the use of alcohol or other drugs (except the use of drugs 
for legitimate medical purposes). 

3. The Contractor further acknowledges and certifies that it understands that a violation of these 
prohibitions constitutes a breach of contract and may result in default action being taken by the 
Commonwealth in addition to any criminal penalties that may result from such conduct. 

I. EXTRA CHARGES NOT ALLOWED: The proposal price shall be for complete installation ready for 
Commonwealth's use, and shall include all applicable freight and installation charges; extra charges 
will not be allowed. 

J. FINAL INSPECTION: At the conclusion of the work, the Contractor shall demonstrate to the 
authorized owners representative that the work is fully operational and in compliance with 
contract specifications and codes.  Any deficiencies shall be promptly and permanently corrected by 
the Contractor at the Contractor's sole expense prior to final acceptance of the work. 

K. IDENTIFICATION OF PROPOSAL: The proposal package should be identified as follows: 

From: 
Name of Offeror Due Date Time 

Street or Box Number RFP No. 

City, State, Zip Code +4 RFP Title 

Name of Contract / Purchase Officer or Buyer: Jackie Colbert 

The package should be addressed as directed on Page 2 of the solicitation. 

If a proposal is not clearly identified, the Offeror takes the risk that the proposal may be 
inadvertently opened and the information compromised which may cause the proposal to be 
disqualified.  Proposals may be hand delivered to the designated location in the office issuing the 
solicitation.  No other correspondence or other proposals should be placed in the envelope. 

LATE PROPOSALS: To be considered for selection, proposals must be received by the issuing office 
by the designated date and hour.  The official time used in the receipt of proposals is that time on 
the automatic time stamp machine in the issuing office.  Proposals received in the issuing office 
after the date and hour designated are automatically disqualified and will not be considered.  The 
University is not responsible for delays in the delivery of mail by the U.S. Postal Service, private 
couriers, or the intrauniversity mail system.  It is the sole responsibility of the Offeror to insure that 
its proposal reaches the issuing office by the designated date and hour. 

L. INDEMNIFICATION: Contractor agrees to indemnify, defend and hold harmless the Commonwealth 
of Virginia, its officers, agents, and employees from any claims, damages and actions of any kind or 
nature, whether at law or in equity, arising from or caused by the use of any materials, goods, or 
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equipment of any kind or nature furnished by the Contractor/any services of any kind or nature 
furnished by the Contractor, provided that such liability is not attributable to the sole negligence of 
the using agency or to failure of the using agency to use the materials, goods, or equipment in the 
manner already and permanently described by the Contractor on the materials, goods, or 
equipment delivered. 

M. LIMITATION OF LIABILITY: To the maximum extent permitted by applicable law, the Contractor 
will not be liable under this contract for any indirect, incidental, special or consequential damages, 
or damages from loss profits, revenue, data or use of the supplies, equipment and/or services 
delivered under this contract.  This limitation of liability will not apply, however, to liability arising 
from: (a) personal injury or death; (b) defect or deficiency caused by willful misconduct or 
negligence on the part of the Contractor; or (c) circumstances where the contract expressly 
provides a right to damages, indemnification or reimbursement. 

N. PRIME CONTRACTOR RESPONSIBILITIES: The Contractor shall be responsible for completely 
supervising and directing the work under this contract and all subcontractors that he may utilize, 
using his best skill and attention.  Subcontractors who perform work under this contract shall be 
responsible to the prime Contractor.  The Contractor agrees that he is as fully responsible for the 
acts and omissions of his subcontractors and of persons employed by them as he is for the acts and 
omissions of his own employees. 

O. RENEWAL OF CONTRACT: This contract may be renewed by the Commonwealth for four (4) 
successive one (1) year periods under the terms and conditions of the original contract except as 
stated in 1.  below. Price increases may be negotiated only at the time of renewal. Written notice of 
the Commonwealth's intention to renew should be provided approximately 60 days prior to the 
expiration date of each contract period: 

1. If the Commonwealth elects to exercise the option to renew the contract for an additional one 
(1) - year period, the contract price(s) for the additional one (1) year shall not exceed the 
contract price(s) of the previous contract period increased/decreased by more than the 
percentage increase/decrease of the All Items category of the CPI-W section of the Consumer 
Price Index of the United States Bureau of Labor Statistics for the latest twelve months for which 
statistics are available. 

P. SUBCONTRACTS: No portion of the work shall be subcontracted without prior written consent of 
the purchasing agency.  In the event that the Contractor desires to subcontract some part of the 
work specified herein, the Contractor shall furnish the purchasing agency the names, qualifications 
and experience of their proposed subcontractors.  The Contractor shall, however, remain fully liable 
and responsible for the work to be done by its subcontractor(s) and shall assure compliance with 
all requirements of the contract. 

Q. WARRANTY (COMMERCIAL): The Contractor agrees that the supplies or services furnished under 
any award resulting from this solicitation shall be covered by the most favorable commercial 
warranties the Contractor gives any customer for such supplies or services and that the rights and 
remedies provided therein are in addition to and do not limit those available to the Commonwealth 
by any other clause of this solicitation. A copy of this warranty should be furnished with the 
proposal. 

R. POLICY OF EQUAL EMPLOYMENT: Virginia Commonwealth University is an equal 
opportunity/affirmative action employer.  Women, Minorities, persons with disabilities are 
encouraged to apply.  The University encourages all vendors to establish and maintain a policy to 
insure equal opportunity employment.  To that end, Offerors should submit along with their 
proposals, their policy of equal employment. 

S. eVA BUSINESS-TO-GOVERNMENT CONTRACTS AND ORDERS: The solicitation/contract will result 
in purchase order(s) with the eVA transaction fee specified below assessed for each order. 

1. For orders issued July 1, 2011 thru June 30, 2013, the Vendor Transaction Fee is: 
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a) DSBSD-certified Small Businesses: 0.75%, Capped at $500 per order. 

b) Businesses that are not DSBSD-certified Small Businesses: 0.75%, Capped at $1,500 per 
order. 

2. For orders issued July 1, 2013, and after, the Vendor Transaction Fee is: 

a) DSBSD-certified Small Businesses: 1%, Capped at $500 per order. 

b) Businesses that are not DSBSD-certified Small Businesses: 1%, Capped at $1,500 per order. 

The specified vendor transaction fee will be invoiced, by the Commonwealth of Virginia 
Department of General Services, approximately 30 days after the corresponding purchase 
order is issued and payable 30 days after the invoice date. Any adjustments 
(increases/decreases) will be handled through purchase order changes. 

The eVA Internet electronic procurement solution, website portal www.eva.virginia.gov, 
streamlines and automates government purchasing activities in the Commonwealth. The 
portal is the gateway for vendors to conduct business with state agencies and public bodies. 

Vendors desiring to provide goods and/or services to the Commonwealth shall participate 
in the eVA Internet e-procurement solution and agree to comply with the following: If this 
solicitation is for a term contract, may provide an electronic catalog (price list) or index 
page catalog for items awarded.  The format of this electronic catalog shall conform to the 
eVA Catalog Interchange Format (CIF) Specification that can be accessed and downloaded 
from www.eVA.virginia.gov. Contractors should email Catalog or Index Page information to 
eVA-catalog-manager@dgs.virginia.gov. 

T. GRAMM-LEACH-BLILEY ACT: The Contractor shall comply with the Act by implementing and 
maintaining appropriate safeguards to protect and prevent unauthorized release of student, 
faculty and staff nonpublic information. Nonpublic information is defined as social security 
numbers, or financial transactions, bank, credit and tax information. 

U. DETERMINATION OF RESPONSIBILITY: The Contract will be awarded to the responsive and 
responsible Offeror with a Proposal, conforming to the RFP, will be most advantageous to VCU, 
technical and financial factors considered.  A responsible Offeror is one who affirmatively 
demonstrates to VCU that it has adequate financial resources and the requisite capacity, capability, 
and facilities to perform the Contract, has a satisfactory record of performance on other 
comparable projects, has a satisfactory record of integrity and business ethics, and is otherwise 
qualified and eligible to receive award under the solicitation and laws and regulations applicable 
to the procurement. VCU reserves the right to investigate the capabilities of Offeror, confirm any 
part of the information furnished by an Offeror, and require other evidence to determine that the 
Offeror is responsible. 

V. REJECTION OF PROPOSALS & WAIVER OF MINOR INFORMALITIES/IRREGULARITIES: VCU 
reserves the right to reject any or all Proposals in part or in total for any reason, to accept any 
Proposal if considered best for its interest, and to waive informalities and minor irregularities in 
Proposals received, commensurate with best public procurement practices. 

W.PROTEST: Any Offeror who desires to protest the award or decision to award a Contract shall 
submit the protest in writing to: 

Director of Procurement Services 
Virginia Commonwealth University 
912 West Grace, 5th Floor 
Richmond, VA 23284 
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VCU will announce the award utilizing the Commonwealth of Virginia’s e-Procurement system 
(eVA). The protest must be received no later than ten (10) days after the award or the 
announcement of the decision to award, whichever occurs first. However, if the protest of any 
actual or potential Offeror depends in whole or in part upon information contained in public 
records pertaining to the procurement transaction that are subject to inspection under the Rules 
Governing Procurement of Goods, Services, Insurance, and Construction by a Public Institution of 
Higher Education of the Commonwealth of Virginia Governed by Subchapter 3 of the Restricted 
Higher Education Financial and Administrative Operations Act,, Chapter 4.10 (§23-38.88 et seq) 
of Title 23 of the Code of Virginia, §34, then the time within which the protest shall be submitted 
shall expire ten (10) days after those records are available for inspection by such Offeror under 
§34, or at such later time as provided in this section. 

VCU Notices of Award(s) or Notices of Intent to Award may be accessed electronically at 
http://www.eva.virginia.gov. 

No protest shall lie for a claim that the selected Offeror is not a responsible Offeror. 

The written protest shall include the basis for the protest and relief sought. 

The VCU Director of Procurement Services shall issue a decision in writing within ten (10) days of 
receipt stating the reasons for the action taken. This decision shall be final unless the Offeror 
appeals within ten (10) days of receipt of the written decision by instituting legal action as 
provided in Section 54 of the Governing Rules. 

Nothing in this paragraph shall be construed to permit a proposer to challenge the validity of the 
terms or conditions of the RFP. 

“Days” as used in this paragraph refer to calendar days. If a deadline falls on a Saturday or 
Sunday, the next business day shall be considered to be the deadline. 

XIII. SPECIAL TERMS AND CONDITIONS INFORMATION TECHNOLOGY: 

A. QUALIFIED REPAIR PERSONNEL: All warranty or maintenance services to be performed on the 
items specified in this solicitation as well as any associated hardware or software shall be 
performed by qualified technicians properly authorized by the manufacturer to perform such 
services.  The Commonwealth reserves the right to require proof of certification prior to award 
and at any time during the term of the contract. 

B. SOURCE CODE: In the event the contractor ceases to maintain experienced staff and the resources 
needed to provide required software maintenance, the Commonwealth shall be entitled to have 
use, and duplicate for its own use, a copy of the source code and associated documentation for the 
software products covered by the contract.  Until such time as a complete copy of such material is 
provided, the Commonwealth shall have exclusive right to possess all physical embodiments of 
such contractor owned materials.  The rights of the Commonwealth in this respect shall survive for 
a period of twenty years after the expiration or termination of the contract.  All lease and royalty 
fees necessary to support this right are included in the initial license fee as contained in the pricing 
schedule. 

C. SOFTWARE UPGRADES: The Commonwealth shall be entitled to any and all upgraded versions of 
the software covered in the contract that becomes available from the contractor.   The maximum 
charge for upgrade shall not exceed the total difference between the cost of the Commonwealth's 
current version and the price the contractor sells or licenses the upgraded software under similar 
circumstances. 
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D. THIRD PARTY ACQUISITION OF SOFTWARE: The contractor shall notify the procuring agency in 
writing should the intellectual property, associated business, or all of its assets be acquired by a 
third party.  The contractor further agrees that the contract's terms and conditions, including any 
and all license rights and related services, shall not be affected by the acquisition.  Prior to 
completion of the acquisition, the contractor shall obtain, for the Commonwealth's benefit and 
deliver thereto, the assignee's agreement to fully honor the terms of the contract. 

E. TITLE OF SOFTWARE: By submitting a proposal, the offeror represents and warrants that it is the 
sole owner of the software or, it not the owner, that it has received all legally required 
authorizations from the owner to license the software, has the full power to grant the rights 
required by this solicitation, and that neither the software nor its use in accordance with the 
contract will violate or infringe upon any patent, copyright, trade secret, or any other property 
rights of another person or organization. 

F. WARRANTY AGAINST SHUTDOWN DEVICES: The contractor warrants that the equipment and 
software provided under the contract shall not contain any lock, counter, CPU references, virus, 
worm, or other device capable of halting operations or erasing or altering data or programs.  
Contractor further warrants that neither it, nor its agents, employees, or subcontractors shall 
insert any shutdown device following delivery of the equipment and software. 

G. SECTION 508 COMPLIANCE: All information technology which, pursuant to this Contract, is 
purchased or upgraded by or for the use of any Commonwealth agency or institution or political 
subdivision of the Commonwealth (the “Technology”) shall comply with Section 508 of the 
Rehabilitation Act (29 U.S.C. 794d), as amended. If requested, the Contractor must provide a 
detailed explanation of how compliance with Section 508 of the Rehabilitation Act is achieved and 
a validation of concept demonstration. The requirements of this Paragraph along with the Non-
Visual Access to Technology Clause shall be construed to achieve full compliance with the 
Information Technology Access Act, §§ 2.2-3500 through 2.2-3504 of the Code of Virginia. 

H. NONVISUAL ACCESS TO TECHNOLOGY: All information technology which, pursuant to this 
Agreement, is purchased or upgraded by or for the use of any State agency or institution or 
political subdivision of the Commonwealth (the “Technology”) shall comply with the following 
nonvisual access standards from the date of purchase or upgrade until the expiration of this 
Agreement: 

1. effective, interactive control and use of the Technology shall be readily achievable by nonvisual 
means; 

2. the Technology equipped for nonvisual access shall be compatible with information technology 
used by other individuals with whom any blind or visually impaired user of the Technology 
interacts; 

3. nonvisual access technology shall be integrated into any networks used to share 
communications among employees, program participants or the public; and 

4. the technology for nonvisual access shall have the capability of providing equivalent access by 
nonvisual means to telecommunications or other interconnected network services used by 
persons who are not blind or visually impaired. 

Compliance with the foregoing nonvisual access standards shall not be required if the head of the 
using agency, institution or political subdivision determines that (i) the Technology is not available 
with nonvisual access because the essential elements of the Technology are visual and (ii) 
nonvisual equivalence is not available. 

Installation of hardware, software, or peripheral devices used for nonvisual access is not required 
when the Technology is being used exclusively by individuals who are not blind or visually 
impaired, but applications programs and underlying operating systems (including the format of 
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the data) used for the manipulation and presentation of information shall permit the installation 
and effective use of nonvisual access software and peripheral devices. 

If requested, the Contractor must provide a detailed explanation of how compliance with the 
foregoing nonvisual access standards is achieved and a validation of concept demonstration. 

The requirements of this Paragraph shall be construed to achieve full compliance with the 
Information Technology Access Act, §§ 2.1-807 through 2.1-811 of the Code of Virginia. 

I. DATA AND INTELLECTUAL PROPERTY PROTECTION: 

1. Definitions 

a. “End User” means the individuals authorized by the University to access and use the 
Services provided by the Selected Firm/Vendor under this agreement. 

b. “Personally Identifiable Information” includes but is not limited to:  personal identifiers 
such as name, address, phone number, date of birth, Social Security number, and student or 
personnel identification number; “personal information” as defined in Virginia Code section 
18.2-186.6 and/or any successor laws of the Commonwealth of Virginia; personally 
identifiable information contained in student education records as that term is defined in 
the Family Educational Rights and Privacy Act, 20 USC 1232g; “medical information” as 
defined in Virginia Code Section 32.1-127.1:05; “protected health information” as that term 
is defined in the Health Insurance Portability and Accountability Act, 45 CFR Part 160.103; 
nonpublic personal information as that term is defined in the Gramm-Leach-Bliley Financial 
Modernization Act of 1999, 15 USC 6809; credit and debit card numbers and/or access 
codes and other cardholder data and sensitive authentication data as those terms are 
defined in the Payment Card Industry Data Security Standards; other financial account 
numbers, access codes, driver’s license numbers; and state- or federal-identification 
numbers such as passport, visa or state identity card numbers. 

c. “Securely Destroy” means taking actions that render data written on physical (e.g., 
hardcopy, microfiche, etc.) or electronic media unrecoverable by both ordinary and 
extraordinary means. These actions must meet or exceed those sections of the National 
Institute of Standards and Technology (NIST) SP 800-88 guidelines relevant to data 
categorized as high security.  

d. “Security Breach” means a security-relevant event in which the security of a system or 
procedure used to create, obtain, transmit, maintain, use, process, store or dispose of data is 
breached, and in which University Data is exposed to unauthorized disclosure, access, 
alteration, or use. 

e. “Services” means any goods or services acquired by the University from the Selected 
Firm/Vendor. 

f. “University Data” includes all Personally Identifiable Information and other information 
that is not intentionally made generally available by the University on public websites or 
publications, including but not limited to business, administrative and financial data, 
intellectual property, and patient, student and personnel data. 

2. Rights and License in and to the University Data 

The parties agree that as between them, all rights including all intellectual property rights in 
and to University Data shall remain the exclusive property of the University, and Selected 
Firm/Vendor has a limited, nonexclusive license to use these data as provided in this 
agreement solely for the purpose of performing its obligations hereunder. This agreement 
does not give a party any rights, implied or otherwise, to the other’s data, content, or 
intellectual property, except as expressly stated in the agreement. 

3. Intellectual Property Disclosure/Rights 
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a. Unless expressly agreed to the contrary in writing, all goods, products, materials, 
documents, reports, writings, video images, photographs or papers of any nature 
including software or computer images prepared  by Selected Firm/Vendor (or its 
subcontractors) for the University will not be disclosed to any other person or entity 
without the written permission of the University. 

b. Selected Firm/Vendor warrants to the University that the University will own all rights, 
title and interest in any intellectual property created for the University as part of the 
performance of this agreement and will have full ownership and beneficial use thereof, 
free and clear of claims of any nature by any third party including, without limitation, 
copyright or patent infringement claims.  Selected Firm/Vendor agrees to assign and 
hereby assigns all rights, title, and interest in any and all intellectual property created for 
the University as part of the performance  of this agreement to the University, and will 
execute any future assignments or other documents needed for the University to 
document, register, or otherwise perfect such rights.  Nothing in this section is, however, 
intended to or shall be construed to apply to existing intellectual property created or 
owned by the vendor that the University is licensing under this agreement. For avoidance 
of doubt, the University asserts no intellectual property ownership under this clause to 
any pre-existing intellectual property of the vendor, and seeks ownership rights only to 
the extent Vendor is being engaged to develop certain intellectual property as part of its 
services for the University. 

c. Notwithstanding the foregoing, for research collaboration pursuant to subcontracts under 
sponsored research agreements administered by the University's Office of Sponsored 
Programs, intellectual property rights will be governed by the terms of the grant or 
contract to the University to the extent such grant or contract requires intellectual 
property terms to apply to subcontractors. 

4. Data Privacy 

a. Selected Firm/Vendor will use University Data only for the purpose of fulfilling its duties 
under this agreement and will not share such data with or disclose it to any third party 
without the prior written consent of the University, except as required by this agreement 
or as otherwise required by law.  

b. University Data will not be stored outside the United States without prior written consent 
from the University. 

c. Selected Firm/Vendor will provide access to University Data only to its employees and 
subcontractors who need to access the data to fulfill Selected Firm/Vendor obligations 
under this agreement.  Selected Firm/Vendor will ensure that employees who perform 
work under this agreement have read, understood, and received appropriate instruction 
as to how to comply with the data protection provisions of this agreement.  

d. The following provision applies only if Selected Firm/Vendor will have access to the 
University’s education records as defined under the Family Educational Rights and 
Privacy Act (FERPA): The Selected Firm/Vendor acknowledges that for the purposes of 
this agreement it will be designated as a “school official” with “legitimate educational 
interests” in the University education records, as those terms have been defined under 
FERPA and its implementing regulations, and the Selected Firm/Vendor agrees to abide 
by the limitations and requirements imposed on school officials. Selected Firm/Vendor 
will use the education records only for the purpose of fulfilling its duties under this 
agreement for University’s and its End User’s benefit, and will not share such data with or 
disclose it to any third party except as provided for in this agreement, required by law, or 
authorized in writing by the University. 

5. Data Security 
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a. Selected Firm/Vendor will store and process University Data in accordance with 
commercial best practices, including appropriate administrative, physical, and technical 
safeguards, to secure such data from unauthorized access, disclosure, alteration, and use.  
Such measures will be no less protective than those used to secure Selected 
Firm/Vendor’s own data of a similar type, and in no event less than reasonable in view of 
the type and nature of the data involved.  Without limiting the foregoing, Selected 
Firm/Vendor warrants that all electronic University Data will be encrypted in 
transmission (including via web interface) in accordance with industry best practices 
commensurate to the sensitivity of the information; such as controls outlined in the 
Moderate or High control baselines in the latest version of National Institute of Standards 
and Technology Special Publication 800-53. 

b. If the Selected Firm/Vendor stores Personally Identifiable Information as part of this 
agreement, the Selected Firm/Vendor warrants that the information will be stored in 
accordance with industry best practices commensurate to the sensitivity of the 
information; such as controls outlined in the Moderate or High control baselines in the 
latest version of National Institute of Standards and Technology Special Publication 800-
53. 

c. Selected Firm/Vendor will use industry-standard and up-to-date security tools and 
technologies such as anti-virus protections and intrusion detection methods in providing 
Services under this agreement. 

6. Employee Background Checks and Qualifications 

Selected Firm/Vendor shall ensure that its employees who will have potential access to 
University Data have passed appropriate, industry standard, background screening and 
possess the qualifications and training to comply with the terms of this agreement. 

7. Data Authenticity and Integrity 

Selected Firm/Vendor will take reasonable measures, including audit trails, to protect 
University Data against deterioration or degradation of data quality and authenticity.  The 
Selected Firm will be responsible during the terms of this agreement, unless otherwise 
specified elsewhere in this agreement, for converting and migrating electronic data as often 
as necessary so that information is not lost due to hardware, software, or media 
obsolescence or deterioration. 

8. Security Breach 

a. Response.   Upon becoming aware of a Security Breach, or of circumstances that are 
reasonably understood to suggest a likely Security Breach, Selected Firm/Vendor will 
timely notify the University consistent with applicable state or federal laws, fully 
investigate the incident, and cooperate fully with the University’s investigation of and 
response to the incident.  Except as otherwise required by law, Selected Firm/Vendor 
will not provide notice of the incident directly to individuals whose Personally 
Identifiable Information was involved, regulatory agencies, or other entities, without 
prior written permission from the University.  

b. Liability. 

1) If Selected Firm/Vendor must under this agreement create, obtain, transmit, use, 
maintain, process, or dispose of the subset of University Data known as Personally 
Identifiable Information, the following provisions apply.  In addition to any other 
remedies available to the University under law or equity, Selected Firm/Vendor will 
reimburse the University in full for all costs incurred by the University in 
investigation and remediation of any Security Breach caused by Selected 
Firm/vendor, including but not limited to providing notification to individuals whose 
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Personally Identifiable Information was compromised and to regulatory agencies or 
other entities as required by law or contract; providing one year’s credit monitoring 
to the affected individuals if the Personally Identifiable Information exposed during 
the breach could be used to commit financial identity theft;  and the payment of legal 
fees, audit costs, fines, and other fees imposed by regulatory agencies or contracting 
partners as a result of the Security Breach. 

2) If Selected Firm/Vendor will NOT under this agreement create, obtain, transmit, use, 
maintain, process, or dispose of the subset of University Data known as Personally 
Identifiable Information, the following provisions apply.  In addition to any other 
remedies available to the University under law or equity, Selected Firm/Vendor will 
reimburse the University in full for all costs reasonably incurred by the University in 
investigation and remediation of any Security Breach caused by Selected 
Firm/vendor. 

9. Response to Legal Orders, Demands or Requests for Data 

a. Except as otherwise expressly prohibited by law, Selected Firm/Vendor will: 

• immediately notify the University of any subpoenas, warrants, or other legal orders, 
demands or requests received by Selected Firm/Vendor seeking University Data; 

• consult with the University regarding its response; 

• cooperate with the University’s reasonable requests in connection with efforts by the 
University to intervene and quash or modify the legal order, demand or request; and 

• upon the University’s request, provide the University with a copy of its response.  

b. If the University receives a subpoena, warrant, or other legal order, demand (including 
request pursuant to the Virginia Freedom of Information Act) or request seeking 
University Data maintained by Selected Firm/Vendor, the University will promptly 
provide a copy to Selected Firm/Vendor.  Selected Firm/Vendor will promptly supply the 
University with copies of data required for the University to respond, and will cooperate 
with the University’s reasonable requests in connection with its response. 

10. Data Transfer Upon Termination or Expiration 

a. Upon termination or expiration of this agreement, Selected Firm/Vendor will ensure that 
all University Data are securely returned or destroyed as directed by the University in its 
sole discretion. Transfer to the University or a third party designated by the University 
shall occur within a reasonable period of time, and without significant interruption in 
service.  Selected Firm/Vendor shall ensure that such transfer/migration uses facilities 
and methods that are compatible with the relevant systems of the University or its 
transferee, and to the extent technologically feasible, that the University will have 
reasonable access to University Data during the transition.  In the event that the 
University requests destruction of its data, Selected Firm/Vendor agrees to Securely 
Destroy all data in its possession and in the possession of any subcontractors or agents to 
which the Selected Firm/Vendor might have transferred University data. The Selected 
Firm/Vendor agrees to provide documentation of data destruction to the University. 

b. Selected Firm/Vendor will notify the University of impending cessation of its business 
and any contingency plans.  This includes immediate transfer of any previously escrowed 
assets and data and providing the University access to Selected Firm/Vendor’s facilities 
to remove and destroy University-owned assets and data.  Selected Firm/Vendor shall 
implement its exit plan and take all necessary actions to ensure a smooth transition of 
service with minimal disruption to the University.   Selected Firm/Vendor will also 
provide a full inventory and configuration of servers, routers, other hardware, and 
software involved in service delivery along with supporting documentation, indicating ` 
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which if any of these are owned by or dedicated to the University.  Selected 
Firm/Vendor will work closely with its successor to ensure a successful transition to the 
new equipment, with minimal downtime and effect on the University, all such work to be 
coordinated and performed in advance of the formal, final transition date. 

11. Audits 

a. The University reserves the right in its sole discretion to perform audits of Selected 
Firm/Vendor at the University’s expense to ensure compliance with the terms of this 
agreement. The Selected Firm/Vendor shall reasonably cooperate in the performance of 
such audits. This provision applies to all agreements under which the Selected 
Firm/Vendor must create, obtain, transmit, use, maintain, process, or dispose of 
University Data. 

b. If the Selected Firm/Vendor must under this agreement create, obtain, transmit, use, 
maintain, process, or dispose of the subset of University Data known as Personally 
Identifiable Information or financial or business data which has been identified to the 
Selected Firm/Vendor as having the potential to affect the accuracy of the University’s 
financial statements, Selected Firm/Vendor will at its expense conduct or have 
conducted at least annually a: 

• American Institute of CPAs Service Organization Controls (SOC 2) Type II audit, or 
other security audit with audit objectives deemed sufficient by the University, which 
attests the Selected Firm/Vendor’s security policies, procedures and controls; 

• vulnerability scan of Selected Firm/Vendor’s electronic systems and facilities that 
are used in any way to deliver electronic services under this agreement; and 

• formal penetration test of Selected Firm/Vendor’s electronic systems and facilities 
that are used in any way to deliver electronic services under this agreement. 

Additionally, the Selected Firm/Vendor will provide the University upon request the 
results of the above audits, scans and tests, and will promptly modify its security 
measures as needed based on those results in order to meet its obligations under this 
agreement.  The University may require, at University expense, the Selected 
Firm/Vendor to perform additional audits and tests, the results of which will be 
provided promptly to the University. 

12. Compliance 

a. Selected Firm/Vendor will comply with all applicable laws and industry standards in 
performing services under this agreement.  Any Selected Firm/Vendor personnel 
visiting the University’s facilities will comply with all applicable University policies 
regarding access to, use of, and conduct within such facilities.  The University will 
provide copies of such policies to Selected Firm/Vendor upon request. 

b. Selected Firm/Vendor warrants that the service it will provide to the University is fully 
compliant with relevant laws, regulations, and guidance that may be applicable to the 
service, such as: the Family Educational Rights and Privacy Act (FERPA), Health 
Insurance Portability and Accountability Act (HIPAA) and Health Information 
Technology for Economic and Clinical Health Act (HITECH), Gramm-Leach-Bliley 
Financial Modernization Act (GLB), Payment Card Industry Data Security Standards 
(PCI-DSS), Americans with Disabilities Act (ADA), Federal Export Administration 
Regulations, and Defense Federal Acquisitions Regulations. 

c. If the Payment Card Industry Data Security Standards (PCI-DSS) are applicable to the 
Selected Firm/Vendor service provided to the University, the Selected Firm/Vendor 
will, upon written request, furnish proof of compliance with PCI-DSS within 10 business 
days of the request. 
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13. No End User agreements 

This agreement is the entire agreement between the University (including University 
employees and other End Users) and the Selected Firm/Vendor. In the event that the 
Selected Firm/Vendor enters into terms of use agreements or other agreements or 
understandings, whether electronic, click-through, verbal or in writing, with University 
employees or other End Users, such agreements shall be null, void and without effect, and 
the terms of this agreement shall apply. 

14. Survival 

The Selected Firm/Vendor’s obligations under Section XIII, Item I (DATA AND 
INTELLECTUAL PROPERTY PROTECTION) shall survive termination of this agreement until 
all University Data has been returned or securely destroyed. 

XIV. CONTRACT ADMINISTRATION: 

Upon award of the contract VCU shall designate, in writing, the name(s) of the Contract 
Administrator(s) who shall work with the contractor in formulating mutually acceptable plans and 
standards for the delivery, installation and on-going service and/or maintenance that may be 
required. 

A. The Contract Administrator shall use all powers under the contract to enforce its faithful 
performance. The Contract Administrator shall determine the amount, quality and acceptability of 
work and shall decide all other questions in connection with the work. 

B. All direction and orders from VCU shall be transmitted through the Contract Administrator, or his 
designee. However the Contract Administrator shall have no authority to order changes in the 
work which alter the concept or scope of the work or change the basis for compensation to the 
contractor. 

XV. ATTACHMENTS: 

A: Appendix I – Participation In State Procurement Transactions Small Businesses and Businesses 
Owned By Women and Minorities: 

http://procurement.vcu.edu/media/procurement/pdf/document-
library/RFP_Website_Link_Appendix_1.pdf 

B: Appendix II – Invoicing and Payment 

http://procurement.vcu.edu/media/procurement/pdf/document-
library/RFP_Website_Link_Appendix_2.pdf 
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You wm find as part of the enclosed, both the answers to the questions you posed 
in connection with our most recent onsite during the Negotiation Phase of your 
RFP but, also, information around other questions VCU has asked in previous 
meetings {supporting documentation included). 

L Please clarify the WhiteHat response to Section VLF. Procurement Requirements. 
The Requirements are restated in the response to this section in the WhiteHat 
proposal Does your company agree with the Procurement Requirements in Section 
VI.F.? 

VLF.I Yes xx No-
VJ.F.2 Yes No xx 
Vl.F.3 Yes xx No-
Vl.F.4 Yes xx No-

WhitcHat agrees \Vith items VI.F.1, VI.F.3 and VI.FA as written. With regard to 
Section VLF.2, WhiteHat has provided a , document entitled VCU_RFP(Xl­
XIIJ)_Generr.1! Terms_1f''H Comments(3May) (''\!CU General Terms Comments") that 
includes \Vhitelfat's comments to VCU's sta11dard terms and conditions and sections 
from \VhiteHat's standard terms and conditions that are applicable to the performance 
of Wl1iteHat services. 

If "NO," identify the specific term and condition(s) and the reason for non· 
compliance. 

2. Utilization of the words "should" or "may" in Section VI, Statement ofNeeds, Items 
A through E indicates a non-mandatory requirement. 
Does I Shall your company comply with the non-mandatory technical requirements as 
presented in Section VI, Statement of Nee.els, Items A through E (i.e. "should" . 
becomes "shall")? 
Yes XX No 
If "NO," identify the spe-c-ifi-c-re-quirement and the reason for non-compliance. 



c:\ WhiteHat 
~ sEcuaiT v, 
3. On page 7 of the WhiteHat proposal, the information about the warranty is not 

dear. Is the information submitted the entire warranty? What is the reference 
to Section 4.3? ls there warranty/indemnification to protect VCU from any third 
party infringement claims? Please provide a copy of the complete warranty. 

All of WhiteHat's warranties from its standard terms and conditions \Vere 
provided in vVhiteHat's initial RFP response. These warranties can be found in 
Section 7 of the VCU General Terms Comments document provided separately. 
WhiteHat is open to considering additional reasonable warranties proposed by 
VCU. While· WhiteHat does not offer a non-infringement warranty, we do offer 
IP infringement indemnification - see Section 8 of the VCU General Terms 
Comments document 

4. Confirm that the offer from \NhiteHat to provide the Application Vulnerability 
Scanner is not expired. Does WhiteHat agree to extend the offer until June 30, 
2017? 

Yes, WhiteHat Security agrees to extend the offer until June 30, 2017. 

5. SmaH, Women-Ov.ned and Minority-Owned Business Commitment: 
Complete and submit Appendix I of the RFP. (Attached) VCU has a 42.0% SWaM 

Provided separately as part of email transmission dated May 8, 2017. 

6. Invoicing and Payment: 
Complete and submit Appendix I of the RFP. (Attached) 

Provided separately as part of email transmission dated May 8, 2017. 

7. Please indicate how long after the contract award your firm can commit the proposed 
resources to the project 

Immediately. 

8. While VCU does have 247 Web Applications, the proposed price for the Sentinel 
Application Vulnerability Scanner solution is significantly over budget. At this time 
VCU is considering phasing in the number of Web Applications starting with the 
forward facing applications. Please come prepared to discuss reducing the number of 
applications, the 0AST Pricing Weighted Average, and the size of the Web 
Applications. Also, it would be helpful to know what actual price differences there 
are between Platinum Support, Gold Support and other support offerings. 



Provided separately as part of email transmission dated May 8, 2017, entitled 
VCU Pricing. 

9. Is the pricing offered the most favorable pricing offered to any customer for tbe same 
volume at this particular time? What additional discounts or price breaks c-an be 
offered? 

WhiteHat maintains the pricing enclosed herein is consistent with pricing issued in 
circumstances simjlar to the scope VCU has outlined. · 

10. Please elaborate on the coverage. 

Provided separately as part of email transmission dated May 8, 2017, entitled 
Datasheet Customer Support. 

11. Confirm that the Clarification Response dated March 10, 20 I 7 is incorporated into 
the Negotiation Response by reference. 

Y cs, WhiteHat Security's Clarification Response dated March I0, 20 I 7, is 
incorporated into the Negotiation Response via email transmission. 



___Q_ WhiteHat WHITEHAT SENTINEL CUSTOMER SUPPORT I DATASHEET 
~ SECURITY, 

Optimizing your use of WhiteHat Sentinel 
· with fast reliable sµpport 

WhiteHat empowers you to protect_critical data, ensure compliance, _ 
reduce risk and accelerate the deployment ofsecure applications 
and websites. By providing accurate, comprehensive, and risk-based 
application security assessments as a software-as-a-service, we 
deliver the visibility, flexibility, and guidance that organizations need 
to prevent web attacks. 

WhiteHat Soµport services ensure that you are effectlve1yteveraging 
ail the web application security information that WhiteHat Sentinel 
delivers. With over 40,000 web applications under management, 
many in the Fortune 500 companies, WhiteHat's customer support 
team has superior technical experience in application security, 
delivering the resources you 1ee.d to reduce risk, and improve 
security processes. 

WhiteHat Security's highly ttained security teams provide enterprise­
class software security support Our engineers know web servers. 
web applications, and web application software development 
including hands-on experience with leading software development 
frameworks, des1gn patterns, and lrnplementation practices, as they 
relate to security. There are three levels of support available to 
Sentinel customers: Stimdard, Go'.d, and Platinum. 
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. You will find as part of the enclosed, both the answers to the questions you posed 
in connection with our most recent onsite during the Oral Presentation Phase of 
your RFP but, also, information around other questions VCU has asked In 
previous meetings (supporting documentation Included). 

How do you manage the varying personalities from a Customer Service & 
Technical Perspectives? 

Answer can be found in Ryan O'Leary's, VP Threat Research Center Video Testimonial 
to the VCU Security Team & Supporting Staff. 
https://www.youtube.com/watch ?v=dQJzq8zzl8A&feature=youtu. be 

How is It in a bullpen environment can we ensure consistency in the 
approach/process/rttethodology by which the customer is served by the TRC? 

Answer can be found in Ryan O'Leary's, VP Threat Research Center Video Testimonial 
to VCU Security Team & Supporting Team. 
https://www.youtube.com/watch?v=dQlzq8zzl8A&feature=youtu.be 

Having pioneered Dynamic Application Security Testing 15 years ago, wh~t things 
are you doing to stay ahead of your competition? Where is WhiteHat and its 
services headed? · 

Answer can be found in Setu Kulkarni's, VP Product Management, Video Testimonial. 
https://www.youtube:com/watch?v=dQJzq8zzl8A&feature=youtu. be 

Why WhiteHat,. Why a S(?ftware-as-a-Service Model~- a Tool Approach? 

Answer can be found in Craig Hinkley's, CEO, Video Testimonial to the VCU Security 
Team & Supporting Staff. 
https://www.youtube.com/watch?v=dQlzq8zzl8A&feature=youtu.be 

Since vulnerabilities are assigned status values In a persistent findings model (i.e. 
'Open,' 'Closed,' etc.), how does WhiteHat provide VCU with the ability to accept 
certain vulnerability findings as acceptable risks that do not require immediate 
attention/remediation? How can these acceptable ris&:cs be tracked. by VCU? 

I . 

https://www.youtube.com/watch?v=dQJzq8zzl8A&feature=youtu.be
https://www.youtube.com/wa
https://be.com/watch
https://www.youtube.com


In addition to 'Open' and 'Closed/ clients have the ability to flag vulnerabilities as 
'Accepted,' whereby a vulnerability finding can be separately flagged for the purpo~e of 
reporting and data analysis. Anytime a vulnerability is categorized as 'Accepted,' VCU 
will also have the ability to assign a Tag to the vulnerabHity, for the purpose of tracking 
why the vulnerability was identified as an acceptable risk for VCU. All findings will 
continue to age based on first identlfication, until such time as they are successfully 
closed. 

How deep does WhiteHat's Mobile testing capability go? Specifically, how does 
WhiteHat address Dex Byte Code? 

During Mobile testing, WhiteHat will decompile the binary into the Dex Byte Code and 
review for the presence of any hardcoded sensitive data. However, WhiteHat does not 
conduct a line-by-line review of that byte code. 

What is the SLA for response times on the 'Ask a Question' component of 
service? 

IhereisoostandaaiSLAfor response timesfor!hissei:viceromponecitrResponses .. 
from the Threat Research Center take rio longer than 24 hours. However, almost aH 
response times are significantly faster than 24 ho.urs, .as the TRC is staffed 
24x7. Typical response time is same-day, usually a few hours or less, depending upon 
the questions asked and the time of day. 

Your solution should have project management components built in, where vcu•s 
security teams and developer teams can address flaws found and record that 
treatment in one system for auditing purposes. 

All WhiteHat findings are ~stateful" rather than stateless. This means that vulnerabilities 
remain 'Open' until corrected in subsequent testing, at which point in time the 
vulnerability will be updated to 'Closed.' This is in contrast to static results and reporting, 
which requires side-by-side or delta analysis. In addition to 'Open' and 'Closed,' clients 
are able to elect to accept vulnerability findings without remediating, which are then 
labeled as 'Accepted.' An audit log of all vulnerabilities is maintained for each individual 

. finding. 

Your solution should also provide historical tracking in regards to what flaws 
were found and when. 



All WhiteHat findings are tracked from first discovery, and will age based on time passed 
since first identified. WhiteHat will provide aging metrics for vulnerabilrnes, and these 
metrics are also incorporated into WhiteHat dashboards for trending analysis. 

Your solution should be able to notify VCU whether a particular application is 
utmz.ing the vulnerable routines in a particular third-party library. 

WhiteHat is able to identify and analyze third party libraries and components, and 
Software Composition Analysis is available tor all Sentinel Source (SAsn customers at 
no additional cost. If desired by clients," and assuming there are no contractual/licensing 
obstacles between clients and their third-party content providers ,(or between WhiteHat 
and content providers), WhiteHat is able to scan third party libraries as long as the 
referenced files are included within the branch of code that is targeted for testing. 

What is your proposed pricing and licensing model? 

Flexible Saas model. Pricing is based on both an annual subscription model per 
application or an annual point based subscription system to provide the upmost 
scalability and flexibility- and includes but not limited to the following services: 

WhiteHat Security Service 

Free of false positives 
WhiteHat Security engineers manually verify vulnerabilities to 
ensure accurate, actionable data that is free of false positives. 

Custom configured web 
forms 

WhiteHat Security provides intelligent, manual form execution. 
WhiteHat Security engineers manually configure forms -
working to exercise the many form variations. For example, if 5 
different completion paths exist, accordingly the engineer will 
work to assess the 5 site areas. 

Production safe 

--
WhiteHat Security technology is uniquely designed to operate in 
the production and pre-production environments. WhiteHat 
Security engineers tune and configure the testing service 
environment to ensure production safe testing. 

Access to Web 
Application Security 
Experts 

WhiteHat Securtty .team members are recognized industry-wide 
for their contributions and expertise. We provide phone, email 
and chat access to the team in support of vulnerability concerns 
and resolution ln an unlimited fashion at no additional cost! 

Coverage for the 49 
WASC Threat Vectors 

WMeHat Security uses WASC threat classes as our guidepost 
for performing assessment services. WhiteHat Sentinel Service 
orovides the most complete coveraae in the industry provid[na 
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support for the fuH complement of WASC-defined vulnerabilities 
- business logic and technical. 



e 'is accountable for coordinating support services and 
Dedicated Customer provides a conduit between WhiteHat Security, your web 
Success Manager application business owners, web developers teams. The CSM 

is an advocate for the customer. 

Historical vulnerability data enables measurement and tracking 
of secure code training, contract programmer services, and 

Trend analysis other remediation efforts. Vulnerability data is rated and 
presented by severity, threat, and web property asset valuation. 
Results can be measured providing helpful cost-justification for 
future initiatives. 

Service frequency is expressly intended to help customers
Unlimited Assessments 

mitigate gaps between annual and/ or periodic pen-tests and 
/ Keep Pace with Code 

keep pace with frequent code changes. The approach affords 
Changes 

timely vulnerability identification and near real-time remediation. 

Continuous threat updates ensure identification of the latest 
Continuous threat exploits and up-to-date prevention. The solution is expressly 
updates intended to enable our customers to mitigate gaps between 

annual and I or periodic pen-tes1s. 

WhiteHat Security will provide a senior security resource to 
review onsite with business owners, the security team, and 
others the overall security posture of your company. This 

-------+- reviewwllLdiscuss_: 
Annual Onsfte Strategic 
Process Reviews • Vulnerability data discovered during the ongoing Sentinel 

assessment 
• Vulnerability statistics and measurements 
• Mitigation techniques and Security best practices 
• The current web security landscape 

WhiteHat Sentinel Source is our static application security 
testing (SAsn product. It is used for scanning source code,

Static Code Analysis 
identifying vulnerabilities, and providing detailed vulnerability 

(SCA) 
descriptions and remediation advlce, as well as precise ready­
to-implement remediation solutions for particular exposures. 
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WhiteHat Sentinel Premium Edition (PE) is ideal for websites that are 
permanent, mission-critical, have multi-step 'forms, and have rigorous 
compliance requirements. 

Fulfy PCI 6.6 compliant, Sentinel Premium Edition protects websites that 
might be the potential victim of a systematic, repeatable and targeted attack, 
and includes testing for both technical and business logic vulnerabllities. 

Business Logic Testing includes creating a customized testing scheme 
developed and performed by WhiteHat Security Engineers, mapping out your 
web application (users, roles, and custom business workflow), identffying and 
validating account privileges across roles and between users, as well as 
prioritizing vulnerabilities based on your business goals and intentions. 

WhiteHat Sentinel Standard Edition (SE) is designed for websites that are 
permanent, but not necessarily mission-critical or sensitive in nature, and may 
have multi-step forms and authenticated user access. 

WhiteHat engineers in the Threat Research Center will manually configure the 
Sentinel scannlng englne to ensure . proper coverage and safe testing, 
Additionally, security engineers at WhiteHat will monitor_ appUcations for 
changes that niay require new configuration updates, and engineers will also 
configure Sentinel's proprietary Login Handler technology to ensure proper 
session management for the duration of testing. · 

WhiteHat Sentinel Baseline Edition (BE} is intended for websites that are 
primarily static by nature, with little or no user interaction within the application 
itself. This may include permanent as weil as temporary applications, and 
Baseline Edition scans are prov.ided on an unlimited basis while maintaining 
production safety. 

All vulnerabilities found among websites that are tested using WhiteHat 
Sentinel Baseline Edition are manually verified by security experts in 

mailto:s~-@Il~~g�1.~�~ft~g
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WhiteHat's Threat Research Center, and WhiteHat engineers are available to 
answer any vulnerability-specific questions on a 24/7 continuous basis. 

,-,c- .{+•."'::, ....,, .... ·,, .,.. '<;·' '-·,·· ... ' . -~----,~-·-- ._....... ,.,. 
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• 100% Verified Vulnerabi!ities (150 Security Experts at Threat Research Center) 
• Remediation Guidance for all verffied vulnerabilities 
• Unlimited Continuous and Concurrent Testing 
• Concierge On-boarding and Administration 
• Production Safe (Single Threaded and Benign) Testing 
• FuH Application Configuration for customized testing - including continuous 

monitoring and fine tuning 
• Configurable Prioritization of Applications and Vulnerabilities 
• 2417 Dashboard access via the lnternet 
• Open XML API Integration 
• Unlimited Role Based User Access 
• Customized Trending Analysis and Benchmarking 

t - , -A••'"'<":"'"_X•A-:::"'.'<''-"'•-•"-A••:-:~:.;:'~'' - •N:-:.--•••:: ,:f•'•,'.:,':" ,_, •---:•>> ,::N •",> 
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WhiteHat Sentinel Source is part of the WhiteHat Sentinel suite of vulnerability 
management solutions. Sentinel Source ls a subscription-based Static Appflcation 
Security Testing (SAST) solution, directly rnspecting source code for 
vulnerabilities. WhiteHat has designed a solution from the ground up to address 
the unique characteristics of SAST. Source code assessment permits the 
discovery of vulnerabilities that are harder to detect in production, and by doing 
assessments in the development phase, vulnerabilities may be remediated earlier. 

WhiteHat Sentinel Source directly assesses source code and gives 
developers accurate vu!nerability data, enabling them to assess and fix code 
continuously throughout the softv,are development lifecycle (SDLC). Sentinel 
Source includes verification of all vulnerabilities by the WhiteHat Threat 
Research Center (TRC). 

WhiteHat Sentinel Source, when combined with WhiteHat Sentinel, delivers a 
proven, scalable and affordable enterpr\se website security platform 
(incorporating consistent testing methodologies, processes, and governance) 
across the SDLC - reducing the risk of exposure to website security breaches. 

Preservation of Intellectual Property: No need for source code, the foundation 
of any business, to leave the premises. Sentinel Source was designed to fit within 
the way organizations work. WhiteH.at deploys a Hfv\/ or VM appliance at the 
customer's site. Because assessments are done on the premises and only small 
code snippets are available to WhiteHat TRC engineers for verification, source 

http:WhiteH.at
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code will not leave the developer's location - eliminating the possibility of IP loss 
or theft 

Sentinel Source enables continuous update of attack vectors via Rule 
Packs that identify and verlfy vulnerabilities - this ensures that developers 
stay up-to-date on the latest attacks. 

Easy to set up and use: No need for in-house training or security expertise. 

v:;;,';-,'Y ~ ~, •-•- ,.-•-,•,.-:--•- < :~,« ~>-: 
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• Support for Java, .NET, PHP, JavaScript and Objective-C Languages 
• 100% Verified Vulnerabilities (150 Security Experts at Threat Research Center) 
• Remediation Guidance for al! verified vulnerabilities 
• Fulty supported plugin integration with various SDLC programs, platforms and 

tools for optimal developer adoption 
• Unlimited Testing 
• Directed remediation and suggested patches for specific vulnerability classes 
• Software Composition Analysis for third party and open source libraries 
• Concierge Onboarding and Administration 
• Full Application Configuration for customized testing 
" Configurable Prioritization of App[ications and Vulnerabilities 
• 24/7 Dashboard access via the Internet 
• Open XML APJ Integration 
• Unlimited Role Based User Access 
• Customized Trending Analysis and Benchmarking 

PE 37 185,000 

SE 123 307,500 

BE 86 68,800 

Source - XSmall 64 201,600 

.Source - Small 65 291,525 

Source- Med 26 209,040 
Source - Large 2 37,960 

Source - Xlarge 1 33,945 

Source -XXLarge 2 112,420 

http:hiteH.at


Platinum Support 1 
1 62,050 

Concfusf9n: 

WhiteHat solution i~:ithe most cost-effective solution 
to delivetacc~rate.&.acfionable secyrity i~felligence . 
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TCO Modeling: Approach and Assumptions 

Developed 3 TCO t,trm:;e!s fot cui!::±bg an Appfrcatioo Securay Vuinerabr'.lty Program 
• MOtfel 1: 3', P<'.rty Cons\.'llant5 ! Pe.-. Te-sling ~am 
• MQdef 2:: Apµli~n Seo.tray Tool mi;imented v.¥.h intam.!l soruri!y l!lam 
• Modlll 3: \','ht10Hat Silo:l(a!)' o~ng yeti."Ar:,.rt Seeu:i.ty- \lulnera!li!ify ~me.n! pm.;ram 

·, 
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. · Assumptions used in 3'' Party Consultants I Pen Testing rcoModel 
•• U ". :. '• ,', • •• •• • , ,_ • 0 •• ··: ;.~ • ~ 
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:'$251], 
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. . . . Average effort to flrte• our.J=alse 
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.8. 
Hour$ 

Re,nediation Costs (per defect) 
$7,600 

De<relopmen-t QA/Test Produ-ctton 

• WhiteHat Security will work with VCU Legal to establish MSSA. 
• Pricing Assumptions: 247 Web Applications I DAST Pric:lng Weighted Average: 

15% PE, 50% SE, 35% BE 
• Prepaid Payment Terms: Net 30. 
• Expiration: April 28, 2017. 

IEXECUTIVE SUMMARY 

WhiteHat Security has been delivering Saas based assessment solutions with 
proprietary technologies since 2Q03. The goat from the start was to offer the most 
complete and accurate web application solution that could scale to meet the needs of 
the world's largest organizations while requiring them to only have the sec_urity ~.taff of 
smaller organizations. · · 
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Now that WhiteHat Sentinel !s actively assessing more applications than any other 
platform in the world, resulting in the largest database of validated vulnerabilities of any 
kind worldwide, it is safe to say that the goal has been accomplished. WhiteHat Security 
is excited to propose the Sentinel risk management solution in response to VCU's 
Application VulnerabHity Scanner RFP. 

WhiteHat Security is the leading provider of Software as a Service based website risk 
management solutions that protect critical data, ensure compliance and narrcw the 
window of risk. WhiteHat's security services combine proprietary scanning technology 
with custom testing by the industry's only Threat Research Centre (TRC) - the largest 

team of its kind in the world. The TRC is a team of over 150 web application security 
experts who act as a critical and integral component of the WhiteHat Sentinel website 
vulnerability management process. · 

As with all WhiteHat services, 100% of the vulnerabHities are manually verified virtually 
eliminating a problem with all automated scanning technology - false positives -
-greatly simplifying the remediation process for developers. Sentinel's self-service web 
based portal allows all stakeholders (management, security staff, developers, etc.) 
unlimited access to the same vulnerability information and at a !eve! of detail that is 
tailored to the needs of each individual. 

Over 15 years in the Application Securlty Testing space has afforded WhiteHat Security 
the opportunity to see first-hand the challenges being realized by security teams small 
and large afike. Through a partnership wfth WhiteHat Security, VCU wm see first-hand 
why traditional approaches in securing assets at the application layer falls short in being 
able to scale, engender trust between DevOps and Security and, ultimately, provlde an 
acceptable level of risk to organizations looking to address what has become the most 
vulnerable layer in the security stack - the app[ication layer. 

With the most recent accolade of belng recognized as the most influential Security 
Vendor to CISOs in the market. we look. forward to showcasing why it is through our 
Security-as-a-Service model and the industry's only continuous, concurrent, 
production-safe scanning technology, will VCU be able to claim it has provided its 
stakeholders and loyal clientele with the most secure, cost-effective method of protecting 
one's assets at the application layer in the market. 

How many years has your company been in business? Please list any major 
milestones such as significant acquisitions or the introduction or elimination of 
relevant lines of business. 

WhiteHat Security was founded in October 2001 and has been operating for 15 years. 
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October 2016 - WhiteHat announced WhiteHat Sentinel Mobile Express™, a new 
addition to its mobile appltcation security offerings powered by technology from mobile 
security solution pioneer NowSecure. The solution provldes fast and accurate mobile 
applicatlon security testing using a combination of fully-automated static, dynamic, and 
interactive assessment technology and augmented by expert verification and analysis by 
WhrteHat Security's Threat Research Center (TRC}. The new solution supports iOS, 
Android, and Swift applications, with detailed views and reporting integrated into the 
WhiteHat Sentinel platform. 

June 2016 - WhiteHat published its eleventh, annual Website Security Statistics 
Report in May. This report provides a one-of-a-kind perspective on the state of website 
security and the issues that organizations must address in order to conduct business 
online safely. It is also the ONLY report that focuses exclusively on unknown 
vulnerabilities in custom web applications, code that is unique to an organization, and 
found in real-world websites. · 

Mid-2015 - WhiteHat introduced the WhiteHat Security lndex (WSI), a new feature in 
WhiteHat Sentine! that provides an immediate way for customers to understand how 
secure - or not - their websites are. It's the only report of its kind in the industry. An 
additional Peer Benchmarking dashboard enables users to determine the security of 
their web sites compared to industry peers. 

WhiteHat Sentinel Source, WhiteHat's SAST solution, expanded its capabilities 
with Directed Remediation and Software Composition Analysis (SCA). The Directed 
Remediation · capability offers targeted and customized code fixes for critical 
vulnerabilities, while the new SCA capability enables users to detect and remediate any 
vulnerabilities that are already known to exist in third-party libraries and open source 
code. 

August 2015 - WhiteHat announced the strategic partnership with Prevoty with product 
level integration that enables automatic mitigation of applications vulnerabilities via 
Prevo1v's Runtime Application ~elf Protection (RASP) technology. 

August 2015- WhiteHat Security was named a leader in the Gartner's Application 
Security Testing Magic Quadrant for the third year in a row. 

Late 2014 - WhlteHat expanded its TRC team to over 150 security experts total. In late 
2014, the company established a research center in Belfast, Northern Ireland, and that 
team grew to over 50 security engineers by the end of 2015. · 

August 2014 - WhiteHat Sec1;-1rity was named a leader in the Gartner's Application 
Security Testing Magic Quadrant for the second year in a row. 

July 2013 - WhiteHat Security was named a leader in Application Security Testing by 
Gartner in July 2013. 
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December 2012 - Launched Sentinel Mobile with support for iOS and Android. 

June 2012 - Launched Sentinel Source, a scalable Static Application Security Testing 
(SAST) solution. 

January 2012 - Launched Sentinel Baseline Edition (BE) Enterprise, which combines 
Asset Identification and Risk Profiling with Sentinel assessment services. 

June 2011 - Launched Sentinel Prelaunch (PL), which provides website vulnerability 
management and assessments for staging environments prior to production. 

Jun~ 2011 - Acquired Infrared Technology to add SAST, a static code application 
testing solution, into the Sentinel product family. 

April 2009 - Launched Sentinel Baseline Edition (BE), an Enterprise class entry-level 
web application security solution. 

December 2007 - Launched Sentinel Standard Edition (SE), an Enterprise crass mid­
level web application security solution that provides custom configurations. 

Describe your experience in working with companies similar to VCU. 

One of the greatest luxuries that WhiteHat Security offers us as employees is the ability 
to truly help companies become more secure. Over the years, we've taken our scalable 
Saas model and gre,,:itly improved it, constantly refining due to the changing needs of 
both the security world as well as well as the security policy of the enterprises we work 
with. 

The following is a good example of the experiences commonly shared by large 
enterprises that leverage WhiteHat: 

1. Onboarding Phase - The on-boarding process is a critical Juncture to 
establishing your trust and this process is where the end user gets to meet 
the support team. WhiteHat's Deployment Engineers are technical 
professionals with experience in the security industry, who review any open 
cases during the deployment phase and facilitate quick resolutions to ensure 
a seamless on-boarding experience. They provide end users with all the 
details needed to get the Sentinel service up and running. The information 
that is needed from the end user includes but is not limited to: 

a. Application URLs 
b. Credentials 
c. Assessment Schedule 
d. Mock Data 
e. Primary contacts / users 
f. .Special testing instructions 
g. etc. 
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We typically start with either a WebEx or an onsite visit where we also 
discuss the Sentinel service and answer any questions the users may have. 

2. Initial Assessment Phase - This is the initial two weeks after we've obtained 
the necessary assessment information. This is where all the applications that 
were set up are fully assessed, configured, and tested based on service line 
for vulnerabilities. 

3. Results Overview Phase - After the initial assessment, we strongly 
encourage the end user to take some time and meet with us to discuss the 
vulnerabilities discovered. During this time, we wm either present over 
WebEx or onsite, the issues that were found - often demonstrating them live 
at the request of the end user. We will go through what they are, how they 
were discovered, how they might impact the business, and answer any 
questions you may have about them. 

4. Ongoing Maintenance Phase -After the initial assessments have been 
completed en the applications, the Whiterjat Security Threat Research Center 

(TRC) wm constantly monitor the web applications as they are assessed 
based on the customer set schedule. Any changes to the application wm be 
detected automatically, configured, assessed, verified, and reported to the 
Sentinel UI proactively. lf anythlng is required by the end user, we will reach 
out to them and let them know exactly what is needed to ensure a thorough 
assessment For example, if credentials are locked out or an associated 
hostname is needed. 

5. Measuring Success Phase - This typically comes after severat months of 
being under the WhiteHat service an<:i often consists of measuring the 
success of the security program. We will work with the end users to provide 
metrics and trending of the overall data ace um ulated throughout the 
assessments. Example of this data include: 

a. Remediat;on Percentage 
b. Time to Fix issues 
c. Most common vulnerabilities 
d. Window of exposure 
e. WhiteHat Security Index (WSI) - WSI is a measure of a site's security 

posture, calculated from a comprehensive set of data signals including 
number of vulnerabilities, remediation rate, time-to-fIX, window of 
exposure and many more. · 

f. Peer Benchmarking ~ A comparison on key metrics including number 
of open vulnerabilities, average time-to-fix, and average remediation 
rates for your web applications against industry and global averages. 
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This data can then be compared to the industry averages across each of the major 
verticals. This begins the foundation of being able to answer questions like: 

1. Are we getting better? 
2. How do we compare to -other people within the Entertainment industry? 
3. What is our most common issue? 
4. What are the possible consequences of having this issue? 
5. How long does it take to fix a critical issue? 

Throughout an of the phases, we maintain a strong information loop with our customers 
and greatly appreciate any feedback to continue the improvement of the Sentinel 
service. 

Describe any other relevant background information about your organization and 
your qualification to provide the request product/service. 

Key relevant background information includes: 

• WhiteHat Security was first in the industry to deliver a Software as a 
Service {SaaS) solution for Dynamic Application Security Testing (DAST). 

• We have the world's largest army of application security engineers in our 
Threat Research Center (TRC) of over 150 and growing. These security 
engineers act as an extension of your security team, by 
always being availab!e to help you with any questions or concerns you may 
have in regards to the application security vulnerabilrties. 

• Performs approximately 300,000 assessments per month. 
• Surpassed 40,000 websites under management by WhiteHat Sentinel in 

August 2016. 
• WhiteHat Security operates 24x7x365 

Describe how multiple applicatio,n security testing deployment solutions can be 
integrated into a unified architecture. 

• When leveraging multiple application security testing deployments, it is 
highly encouraged to create·a single repository for vulnerability information, 
analysis, and management. This is especially useful when combining 
multiple layers of assessments, for example network scanning, 
infrastructure assessments, web application assessments, and source 
code analysis. There are GRC tools such as Archer, and Vulnerability 
Management systems like Coded, Kenna, and LockPath, even B! 
visualization engines like Tableau which can serve as a central location for 
all of this information. 

• WhiteHat Sentinel integrates with au of these through various means, most 
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commonfy via an XML API or CSV upload. 
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Turn Key: WhiteHat Sentinel is a Saas based assessment solution. There are no 
hardware or software configuration requirements by tne customer. The only 
information required to start the service are the hostnames of the application, the 
permitted scan schedule and authenfication credentials if required. The process does 
not require any customer resources to produce impressive, actionable results. 

ManuaHy Validated and Prioritized Results: Unique to WhiteHat Security, all 
vulnerabilities are verified by the Threat Research Centre to eliminate false positives 
and are prioritized by threat and severity, so results are accurate and actionable. 

Unlimited and Continuous Assessments: WhiteHat provides Sentinel as an annual 
service. Sentinel enables organizations to comprehensively assess their production 
websites as frequently as they deploy new code, whether it is a patch or a major 
release. Most of our customers are running assessments on a continuous, 24x7 basis. 

Unlimited User Access: All Sentinel seivices include unlimited user access to the 
Sentinel portal. The level of user access is governed by the assigned Sentinel role 
and applications the user is granted access to. The customer can administer the 
accounts of all the Sentinel users via the Administration area of the Sentinel portal. 
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Open RESTful API: The Sentinel API allows users to integrate Sentinel information 
into their own applications with an extensible RESTfuf interface. The capacity to 
integrate Sentinel data into internal applications allows you to integrate with bug 
tracking, security information and event management (SIEM), and Web application 
firewall (WAF} products. The API currently supports vulnerability data, website 
configurations, and policy information. 

Individual Vulnerability Retesting: Users of the portal wtth appropriate access can 
initiate the retest of individual vulnerabilitles with a simple click of the mouse. lf the 
vulnerability was automatically detected, the retest will occur immediateiy and the 
result wm be published within minutes. If the vulnerability was manually detected, the 
retest will be placed in a queue and a security engineer will manually test the 
vulnerability and publish the results that same day. This allows developers to get quick 
feedback and more effectively remediate vulnerabilities. 

Direct Access to TRC Engineers: Each vulnerability description will include a 
detailed description of the vulnerability, how to remediate the vulnerability, and a list of 
external resources to get more information about that category of vulnerability. If a 
user has a question about any of this information or about anything related to the 
vulnerability, they can submlt a question to the TRC engineers via a button in the 

Sentinel portal. This will initiate a logged conversation within the portal that will be 
displayed along- with the vulnerability details. 

Email Alerts: Sentinef users can elect to receive automatically generated emails from 
Sentinel that will provide a status of the applications they have access to, as well as all 
associated open vulnerabilities. This will ensure users are aware of all newly 
discovered vulnerabilities even if they don't regularly log into the Sentinel portal. 

Flexible Reporting: PDF, CSV and XML reports can be generated within the Sentinel 
portal. The reports can be generated for single or multiple applications. Filters can be 
applied when generating the reports to control what content should be included in the 
report. 

Integration with SDLC: Sentinel Source supports commonly used programming 
languages, and provides plug~ins and integrations wtth popular lntegrated 
Development Environments (IDEs), Software Configuration Management (SCM) 
products, bug trac!<ers like Jira, dependency management frameworks and build 
servers like Jenkins, as well as ALM too!s with WhiteHat Integration Seiver. 
Developers can view custom vulnerability descriptions and remediation advice, directly 
ask a question to TRC engineers and use bug trackers to track vulnerabilities entirely 
within their IDE tooL 

Peer Benchmarking: At WhiteHat, we have assessed tens of thousands of websites 
across a range of verticals, which offers us a unique perspective into the security 
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posture of organizations of various sizes. Our peer benchmarking dashboard displays 
a comparison of ley metrics ltke number of open vulnerabilities, remediation rate, time 
to fix etc_ for not just your websites, as compared to others in your industry or globally. 
This allows you to benchmark your security posture against industry peers - and this is 
the data that you can bring to the management and the board while making key 
security decisions. 

WhiteHat Security lndex: Sentinel's WhiteHat Security Index (WSI) enabfes you to 
understand the overaU security status of your websites. It also provides you with a 
common metric to compare the security posture of each of your websites. Calculated 
from a comprehensive set of indicator data, including window of exposure, number .of 
vulnerabilities, time-to-fix, remediation rate, and more, the WSJ gives you an instant, 
visual overview of the robustness of your securfty posture. 
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jWHlTEHAT SENTINEL DAST- DYNAMIC ANALYSIS 
WhiteHat Sentinel, bultt on a Saas (Software-as-a-Service) - or Cloud-based 
technology platform, is the only solution to combine highly advanced proprietary 
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scanning technology with custom testing by the Threat Research Center (TRC), a 
team of website security experts who act as a critical and integral component of the 
WhiteHat Sentinel website vulnerability management service. 
Unique to WhiteHat Security, every vulnerabHity discovered by any WhiteHat Sentinel 
Service is manually verified for accuracy (by the TRC) and prioritized, virtually 
eliminating false positives and radically simplifying remediation. Sentinel DAST 
assessments are production safe and run continuously. This ensures that customers 
know the risk of their production web applications regardless of how frequently they 
are pushing changes. ln addition, al! WhiteHat Sentinel services satisfy, and exceed, 
PCI requirements for Web application security. 

i~l;NTINEI/PREMIUMEDlTIQN (PE)' ; ' ··•·· 
~;,; , .... ~.,.,.,,.,.,. ,,,.~x '"""·"· ~,, - ,,,,.,,, ,. h~4'A .,.,,•·';" -~•'-""'-' 0 '-~~n·,NA--c,·.;.,a,,__,__, ___ 

Ideal for Websites that are permanent, mission-critical, have rigorous compliance 
requirements and, in which, the company relies on serving• its customers or business 
partners and has multi-step form-based processes. 
• Continuous Automated & Manual Testing 
• Fully customized and configured for safety/ thoroughness 
• All Results Manually Verified 
• Authenticated Technical & Business Logic Vulnerabilities 

,BUSINEisios1c'\/ULNERAB!~,tr(tEST!N$
:, -;~ .,,;'.; .,,;,. .,.,'.~.,:: ...,--,,~··:.::-:.. " ,,..::.;,... ~ .• -,..:;:,.,,".~.:.,....... ~ ,;,'\ ..,:,,. ,.., :,.,.,,.,,,.;,.,:,,. . .. ,;;· ,·.-' ' .:,~,,;=~::.,·-;...:.,. ; 

·• 
Concurrently to the Sentinel automated assessment, the business logic assessment 
begins after the web application has been on-boarded. · 

A team of security engineers will map out and test your web application's business 
logic and workflows, paying particular attention to privileges between and across roles 
and users. For example; 

Can an Employee User access administrative functionality? 
Can a user see information for any companies other than their own? 

• Can a user erect a Benefits package that should not be available ~s an option? 

This additional testing by our engineers ensures that your business-critical applications 
are being thoroughly assessed against any form of attack a malicious user may 
attempt. Vulnerabilities discovered during the business logic assessment are reported 
in the Sentinel Interface with specific details: 

• A custom description of the vulnerability and how it is exploitable 
• Steps to reproduce the vulnerability 
• The location of the vulnerability 
• Request and response details 
• A vulnerability score aligned with PCI and CVSS 
• Recommended solutions and best practice 
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WhiteHat Sentinel DAST has been designed from the very beginning to be extremely 
safe for production web applications. Our maxim at WhiteHat Security is "Do No Harm" 
or, put more casually, we like to.ask before running a scan: "Is this Important?" instead 
of asking afterwards, "Was that important?" By default, WhiteHat Sentinel operates 
"production-safe." This means that WhiteHat Sentinel only performs tests that it 
identifies as idempotent - that is, tests that will not permanently change the state of 
the system. So, you can be confident that WhiteHat Sentinel will safely scan your 
production business websites during production (business or high-traffic) hours. We 
have implemented three key features that are unique to WhiteHat Security that ensure 
that our testing remains completely safe for your production websites. 

CUSTOMIZED CONFIGURATIONS 

The WhiteHat Threat Research Centre (TRC) manually reviews your web application 
and customizes · Sentinel testing for safety and thoroughness. Every input, state 
changing request {POST requP..st). or sensitive functionality is carefully analyzed by a 
human security engineer of the TRC. The security engineer will check this 
functionality for safety first, then for depth and coverage. This is especiatly applicable 
to administrative level functionality - things like create/delete user or groups. This kind 
of functionality is deemed unsafe to test in an automated fashion and Sentinel will be 
configured to not place these sensitive requests. A security engineer will test this 
functionality by hand instead in order to ensure the safety of the application. 
Examples of functionality that is commonly deemed unsafe: 
• Creation and deletion of users or data 
• Contact us features that involve sending e~mail 
• Updating/Editing Profile or account data · 
• Leaving comments or forum posts (Submit functionality) 
When an input or area of functionality is deemed safe for automated testing, a security 
engineer wlll configure Sentinel submit valid data in order to get further into the 
application. For example: 
The website has a registration page that requires a valid name and e-mail address to 
get to the next step of the registration process. A security engineer will recognize that 
these inputs are required and teach Sentinel to submit valid information in order to get 
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Executive Sum..m.ary 

WhiteHat Security is pleased to provide VCU with the following RFI1 response. 

In our RFP response, we are proposing vVhiteHat's Sentinel SaaS Solution to meet your website 
application security and risk management needs. WhiteHat Security offers various levels of Sentinel 
services - \VhiteHat Sentinel Premium Edition (PE), Standard Edition (SE), and Baseline Edition (BE) 
-And Sentinel Source Services. \VhlteHat Sentinel Services combine our proprietary scanning 
technology with ongoing customized configuration assessments by the WhiteHat Threat Research 
Center (TRC) to ensure accuracy. A.11 vulnerabilities are Manually verified, virtually eliminating a 
problem that plagues all automated scanning technology - false positives and efficiently simplifying 
the remediation process for developers. 

The WhiteHat Sentinel PE Service includes Manual business logic asse.'>sments by the \VhiteHat Threat 
Research Team to identify business logic flaws "vithin an application. Uncovering business logic 
vulnerabilities can only be done by manually reviewing web applications to test key areas such as 
account structures and other conte:x.1:Ual logic. 

\,VhiteHat Sentinel is a turnkey SaaS solution requiring no hardware installation, software 
configurations, or hiring and training ofadditional security personnel. The web-based User Interface 
allows all users (management, security staff, developers, 3rd party consultants, etc.) unlimited or role 
based acce,,s to detailed vulnerability information -with suggested recommendations and solutions to 
remediate the vulnerability and identify risk exposure over time. User access and privileges can be set at 
a level ofdetail that is tailored. to the needs of each individual. 

KEY BElfEfTTS OF WllJTf:IJAT SENTJNEL SERVICE: 

• Assessments occur in Prod1,ction - It is critical to assess puhlic/yfacing web sites to minimize 
the u1indow efexposure to vulnerabilities since t.hir is where web aj,plication breaches occur. 

• Most Accurate Results - Ail vulnerabilities are verified, includin,g custom corifigurations qfcomplex 
web applications and business l-ogic testing. 

• All 1)1.dnerahilities are rated by a :::ieve1i!J and Threat scoring .fJSUm including the CVSS scoring 
{')!Stem. 
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• C,mtinuous aud Co1ic11rrent Assessnients - Option to nm assessments ~fall z1)eb applu:atwns 
either r:ontinuous!J (recommended: 24x7x365) or on a cuswm schedule. 

• acontinuous and Concurrenf' fr defined as the assessment qfall web applicolions in parallel 
Once assessment t!f all web atplications is completed, the assessments will start over in a loopin,g 

Jashwn. 
• Highb• scalable to meet a,ry number qf·web application in an Agi1e Sefr,_vare Develnpment Life 

(3,clt (SDLC). 

• (Jnlimited assessrnents. 

• Deepest security expertise - I+'lti.JeHat Securiry has the deepest securif:)1 r,xj>eriiw: on lhe J1lrme~from 
the co:f'ounder qfW/1SC arid a board member efOWASP to the 150+ team ofsecurity engineers available to 
assess all your web applications and help to remaiiate vubierabilitieJ~ 

• Access to sec1111!J engineers at no additumal cost 

• Easy-to-use solution & reporting 

• ]Vo ctmfiguration ofhardzoa:re or sqftware. 

• Hleb-hased portal allows a'9 number ofusers to access z.:ulnerability results. 

• Vulnerabilif_y frack:ing over time shows evel)' r.oeb application's risk r:md exposure. 

Thank you for providing vVhiteHat Security with the opportunity to meet these requirements at VCU. 

VCU Statement ofNeeds 

A. Scope qfJn.troductwn 

1. VCU currently manages its IT operations through a hybrid approach, where most 
infrastructure services are managed centrally through the central Office ofTechnology 
Services (''OTS"), and customer facing services are managed in a decentralized fashion 
by individual schools and depart:rnents. Am.ong the decentralized services, application 
development and provisioning are usually :m.anaged by individual departments and 
schools, with support ofthese applications collectively managed by both OTS and 
individual departmental groups. From. a central services perspective, application 
provisioning guidance and general policies are available, hut there is presently no 
streamlined process for verifiable irnplementation ofthe reconunen.ded and required 
controls. · 

WhiteHat Security provides a cloud-based application security solution. For dynamic testing ofweb 
applications (DAST), applications are approached via the cloud. vVhiteHat scanners vvill need to be 
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provided with access to any non~public facing µntemal) applications> but hosting location for the target 
applications is location-agnostic. For static source code testing (SAST), WhiteHat simply needs to be 
able to reach the location where code is being saved by development teams. WhitcHat can facilitate 
testing for code stored in multiple different locations, whether ccntr.ilized, decentralized, or cloud­
based. 

2. In order to minimize variances in the provisioning of applications and to ensure 
quality and security of applications before deploying them into production, VCU is 
currently developing an application vulnerability rnanagement program that integrates 
key processes, personnel, and technology to address the aforementioned challenges. 
From a technical architecture perspective, a critical com.ponent in this initiative is an 
application vulnerability scanner. The application vulnerability scanner is expected to 
help VCU in identifying, prioritizing, and tracking vulnerabilities in both internally­
developed and third-party applications in use at the University. This Request for 
Proposals (RFP) is designed to help VCU select an appropriate application vulnerability 
scanner that can be integrated into its application vulnerability management program.. 

Founded in 2001 and headquartered in Santa Clara, California} WhiteHat Security is the leader in 
application security, enabling businesses to protect critical data, ensure compliance, and manage risk. 
WhiteHat is different because we approach application security through the eyes of the attacker. 
Through a combination of technology, more than a decade of intelligence metrics, and the judgment of 
real people, WhiteHat Security provides complete web security at a scale and accuracy unmatched in 
the industry. VlhiteHat Sentinel, the company's flagship product line, currently manages tens of 
thousands ofv,,ebsites. \VhiteHat Sentinel is a software-as-a-service platform that enables your business 
to quickly deploy a scalable application security program across the entire software development 
1ifecyde (SDLC). By combining our scalable application scanning platform with the world's largest 
threat research team, we identify v,,here you are vulnerable ·with near zero false positives. 'WhiteHat 
Sentinel is incredibly easy to use - it requires no aclditionaJ staff or software. No matter hovv· much code, 
hm•v many websites or how often they change, Sentinel can scale to meet any demand without slowing 
you dawn. 

3. Initially, the application vulnerability program. will have 100 developers at the 
University and up to 247 applications (excluding cloud applications). 

Through WhiteHat Security's unique approach in protecting one's assets at the application layer, both 
the VCU Security Team, and the Gniversity's 100 developers; will be able to optimize its efforts in 
securing code along every stage ofthe SDLC, while in no way impeding the rapid development ofnew 
applications. VCU will see that WhiteHat Security provides the quickest time to value in _the industry 
through its Sccurity-as-a~Service in that ofSentinel. 
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B. The Contractor shall furnish, deliver, implement and provide ongoing maintenance 
and support, and training for the application vulnerability scanner. 

1. The Contractor shall provide support for the product through phone, self-service 
ticketing systems, and/ or email on normal business hours (M-F 8 AM - 5 PM EST). 
24x7x365 phone or e:mail support :for system is strongly preferred. 

Live vulnerability data and alerts: lfyou have 24x7 assessmems enabled you will be alerted 
immediately when a vulnerability is discovered and have the full details available to begin remediation. 
Our Threat Research Center [I'RC) is available 211 hours a day to answer any questions you, your 
team, or your developers may have about these vulnerabilities. 

The ideal world when a critical issue is discovered is to have it immediately assig11ed out to a 
development team and begin remediation. If any questions or concerns are raised by the development 
team we are available to aJ1Swer their questions! Support options include a 24/7 access to our 
Salesforce support portal, phone support, or email. Al support options include the same follmv-the•sun 
support model to ensure one-hour response for critical issties. \VhitcHat staffs the Customer Support 
function 24x5. Platinum support includes access to a 24/7 pager notification on the weekends that 
connects the customer ,vith the needed resource \vithin an hour of the call. This mccharrism has been 
proven with our largest customers, including onboarding new sites, any network or server :impacting 
events, rendering assistance \\~th critical vulnerabilities, or helping customers outside the Americas. 

Response times for support ticket submissions is one hour for urgent issues and 4 hours for any other 
support requests 24/7. Urgent site assessment onboardingrequests arc completed vvithln 4 hours and 
normal requests within one business day. Maintenance notifications arc communicated to company 
admimstrators via email 72 hours prior to the performed maintenance. Outage notifications are 
provided immediately 24/7. Both announcements are available also in the support portal. :Maintenance 
schedules are published 6 months in advance. 

2. The Contractor shall provide standard service level agreement indicating anticipated 
response times for service requests. At a minimum., the initial response time for 
support requests cannot exceed 3 business days. 

All WhiteHat customers receive one-hour SIA response to Sentinel outages. Other support SLA levels 
vary by contract level and topic~ not to exceed one business day for lffw severity issues reported by 
Standard support customers. i\11 support issues are handled v-.1:ith a four-hour SI.A for Premium Gold 
support customers, and qne-hour SIA for our Platinum support customers. This SIA is matched with 
round-the-clock staffing and a paging notification system to an on-call senior engi11eer who can assist 
with any customer emergencies. 
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3. The Contractor shall provide optional on-site training~ support, or upgrade service 
for the product. 

Upgrades are taken care ofautomatically by v\1uteHat Any training required to manage the onsite 
virtual appliance is delivered remotely. Onsite training for product usage, development security 
training, and many other topics can be purchased at any time. 

4. The Contractor shall provide options for request escalation for situation where rapid 
response or additional expertise is needed. 

Gold and Platinum support allocate a CSM to your account. 111e CSM will act as your single point of 
contact for ongoing management ofyour \VhiteHat partnership as well as any escalations that are 

~red. Your sales representative also acts as an escalation point and has a direct line to company 
senior management. 

C, The application vulnerability scanner shall be covered by the most favorable 
conunercial ,~'arranties the Contractor gives any customer for the system.. 

\'\lhiteHat offr:rs the following standard warranties: 

10. llMITED WARRANTIBS. 

10.1 Conform.a.nee with Docum.entation. \VhiteHat vvarrants that the Services will substantially 
conform in ail material respects in accordance ,vith the Documentation. Customer vv~ll provide prompt 
written notice of any non-conformity and provide vVhiteHat a reasonable opportunity, not to exceed 
thirty (30) days, to remedy such non-conformity. WhiteHat may modify the Documentation in its sole 
discretion, provided the functionality of the Services is not materially decreased during the Term. 

10.2 Service Availability, Whitdlat warrants that the Services vvill meet the requirements set frmh 
in Section 4.3 (Service Availability). In the event ofa breach of the fore6roing warranty, as Customer's 
sole and exclusive remedy, vVhiteHat will provide the remedy set forth in Section 4.3. 

10.3 No Viruses. \-V11iteHat \Van·ants that the Services and the Training do not contain any 
computer code that is intended to (i) disrupt, disable, harm, or othetvvise impede in any manner, the 
operation of Customer's soft<.<V'are, :firmware, hard\vare, computer systems or network (sometimes 
referred to as "viruses" or "worms"), (ii) permit unauthorized access to Customer's network and 
computer systems (sometimes referred to as "traps", "access codes1' or "trap door" devices), or any other 
similar harmful, malicious or hidden procedures, routines or mechanisms which could cause such 
programs to cease functioning or to damage or corrupt data, storage media, progra.l'!ls, equipment or 
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communjcations, or otherwise interfere w:ith Customer's operations. 

10.4 Warranty Disclaimer. EXCEPT AS PROVIDED IN THIS SECTION 10, '\NHITEHAT 
PROVIDES THE SERVICES Al"\1) TRAll\TING "AS IS" AND l'vfAKES NO WARRAJ\1TIES, 
FJ{PRESS, IMPLIED, STA'I1JTORY OR OTIIER\NISE, WITH RESPECT TO THE SERVICES, 
TRAINING, REPORTS, DOCUMENTATION, TRAINING I'v1ATERlALS OR ANY OTHER 
RELATED DATA, AND SPECIFICALLY DISClArMS Al\'Y WARRANTY OF AVAILA.B1LITY, 
ACCURAC'Y, RELlABILITY, USEFULNESS, Al,1Y I:MPLIED VVARR.ANTY OF 
MERCHA1\1TABILITY, NONE~:FRlNGEMENT, TITLE OR FITNESS FOR A PA..RTIGUL-'\R 
PURPOSE A.ND A.\/Y CONDITION OR WARRANTY .-'\RISE\JG FROM COURSE OF 
PER.FOR.M.A.\lCE, DEALING OR USAGE OF TRADE. SOME.JURISDICTIONS DO NOT 
ALLOW THE EXCLUSION OF CERTAIN VlARRA.1."\JTIES IN CERTAIN CIRCUMSTANCES. 
ACCORDINGLY, SOME C}F THE LIMITATIONS SET FORTH ABOVE ~vfAY NOT 
APPLY. THE FACT THAT A1'l' ORGA"\JIZATION OR WEBSITE IS REFERRED TO IN THE 
TRAINING OR TRAINING lV1ATERIALS AS A CITATION AND/OR AS A POTgNTIAL 
SOURCE fOR FURTHER INFORMATION DOES NOT' MEAN THAT WH1TEHAT 
El.\il)ORSES THE INFOIUvI.ATION SUCH ORGANIZATION OR WEBSITE 1'vfAY PROVIDE 
OR THE RECOMMENDATIONS IT i\L\Y lvfAKE. 

D. Mandatory Solution RequireJnents-The application vulnerability scanner shall at a 
nunh:n.mn have the following specifications: 

1. The application vulnerability scanner :must provide up-to-date vulnerability data that 
alfows the accurate detection ofpotential vulnerabilities in applications. 

The vVhiteHat Sentinel service has created a continuous, real-time data feed and display for any 
vulnerabilities discovered throughout the software development life cycle (SDLC). For dynamic testing 
(DA.ST), the scanning technology runs ,.low and s1o,v:' which allows for safe testing ofproduction 
applications, often on a continuous1 24-x7 test schedule (although this can be adjusted to fit any 
scheduling requirements). As possible vulnerabilities arc detected by \VhiteTfat1s proprietary scanning 
tcdmology, results are analyzed jn real-time by '\NhiteHat security engineers in the Threat Research 
Center (TRC), and all confirmed vulnerabilities are immediately populated in the WhiteHat Sentind 
user interface. For static testing of source code (SAST), testing is again scheduled on a repeating basis, 
with results immediately published to the WhitcHat Sentinel portal once confinned by engineers in the 
TRC. For both SAST and DAST, vulnerability data :is stateful, rather than stateless. This meam; that 
vulnerabilities arc displayed as open/dosed depending upon the most recent iteration ofongoing 
testing. 

2. The application vulnerability scanner must provide a central management console 
that displays vulnerability and trending data for all tested applications. 
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Trending information on vulnerabilities, whether increasing over time or decreasing, can be used by 
organizations to pinpoint areas ofneed to reduce overall risk represented by website vulnerabilities. 

3. The application vulnerability scanner must have tiered management capability 
within the a£oreinentioned central management console, where users ofthe console can 
be assigned roles and responsibilities based on individual responsibilities, and the 
principle ofleast privilege. 

All Sentinel services include unlimited user access to the Se:1tind portal. The level of user access is 
governed by the assigned Sentinel role and applications the user is granted access. Customer can 
administer the accounts of all the Sentinel users via Administration area of the Sentinel nortaL Access 

' coutrol is based on the concept ofleast privilege. 

4. The application vulnerability scanner must have the ability to conduct Dynamic 
Application Security Testing (DAST) ofan application in testing or production 
environment, while minimizing impact to application availability. 

\'VhiteHat Security technology is uniquely designed to operate in the production and pre-production 
environments. "\VhiteHat Security engineers tune and configure the testing service environment to 
ensure production safe testing. The services purchased for production would be configured to be 
production safe (slower and uses benign tests only). 

5. The application vulnerability scanner must have the ability to conduct Static 
Application Security Testing (SAST} that supports (at a mininnun) the testing of:Java, 
Javascript, C#, and PHP code. 

Our SAST offering can analyze a number oflanguaf,res commonly used in the creation ofweb 
applications, indudingjava,JavaScript, ASP.NET, PHP and C#, the primary language used in the 
.NET framework. 

6. The application. vulnerability scanner must have the ability to clearly explain 
vulnerability details, potential impact, risk rating, and proposed reniediation options, 
in a manner and timefram.e that is actionable to developers and system adnunistrators. 

:\s part of the standard service, remediation advice is provided for every finding discovered during 
"\VhiteHat Sentinel assessments a.nd is accessible using the web portal, APT1 and direct conversation v.~th 
our Threat Re.search Center. \A/e offer direct and unlimited access to our Threat Research Center for 
remediation guidance and advice, but do not offer any direct remediation services. We do have a wide 
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netvvork ofpartners that we are happy to refer you to in regards to remediation services. In addition, 
developers can get vulnerability descriptions and suggested remediation guidance as well directly ask-a­
question and get responses to/from the TRC from ,,.rithin rl1e IDE itself. Daily pen tests are performed 
and the remediation SLA is 24hrs for any vulnerability that may be found. With continuous scanning, 
\,VhiteHat can provide remediation times for each vulnerabi]jty, across l ,000s of site. 

7. The application vulnerability scanner must have the ability to track the vulnerability 
state for each application, and offer long term trending data for the security state ofan 
application. 

The \-VhiteHat Security Index report a,;sesses the risk of each individual application based on the 
vulnerabilities WhiteHat has identified for each, as well as comparing to global and industry percentiles. 
WhiteHat also provides executive dashboards to display application-specific information based on real­
time data. These dashboards display trending data, infonnation about the criticality and prevalence of 
vulnerabilities ,,vithin the application, and offer insight into the overall health of individual applications 
from a security perspective. The dashboard reports can also be created for user-defined groups of 
applications, as well as for the entire portfolio ofapplications within scope of the engagement 

8. The Contractor shall provide the option to deploy the application vulnerability 
scanner as a service in a hosted environm.ent either directly to VCU or through a third 
party. 

The vVhiteHat Security DAST scanning technology is housed in secure WhiteHat datacenters. The 
DAST scanner cannot be packaged and hosted elsewhere; scanning takes places by provisioning the 
\·\11iteHat scanners ,vith access to target applications, either via secure satellite app11cance (Vti.1 or 
Hardware), or by creating firewall rules to allow WhiteHat traffic. The SAST scanning technology is 
housed within a satellite appliance that can be deployed within the target network - direct or cloud­
hosted - as long as the SAST satellite appliance can communicate back to WhiteHat and is able to 
reach the location where developers are saving their code. 

9. The application vulnerability scanner shall provide the ability to integrate the 
vulnerability data into :multiple continuous integration platforms, bug trackers, and 
integrated development enviromnents (IDEs). 

vVbitcHat Security provides plug-ins and integrations for CI servers like Jenkins; bug trackers such as 
Jira, and ALM tools with WhiteHat Integration Server for both Sentinel Dynamic and Sentinel Source 
services. This enabl~s support ofcontinuous integration processes, DevOps \,vorkflows and application 
security testing at different stages of the Software Development Litecycle (SDLC). In addition, Sentinel 
Source supports commonly"used repositories / Software Configuration Management (SC:M) tools, 
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IDEs, as well as dependency management frameworks for Software Composition Analysis (SCA). A 
VVhiteHat API is also available for integration into custom enterprise development and other tools. 

10. The application vulnerability scanner shall have the ability to generate customizable 
reports ofvulnerabilities based on individual applications, and for the organization as a 
whole. 

Since a significant subset of reporting and dashboard data is available via the WhiteHat Sentinel API, 
this data can be easily kveraged to produce custom reports/dashboards or integrate vVhiteHat data 
into a much larger security data set for analysis. 

11, The application vulnerability scanner shall provide the ability to schedule the 
automated assesstnent ofapplications. 

All DAST and SAST services are provided by WhitcHat on a scheduled basis. For DAST, testing can 
be as often a,; continuous, due t0 the production safe nature of\VhiteHat*s scanning and testing 
methodology. Alternatively, structured test schedules can be configured (such as nightly, weekends 
only, specific test w1ndows, etc,). For SA.ST> testing is also scheduled on a regular basis, and frequently 
as daily. TI1ere is no limit to the number of tests conducted for the duration of a licensed service 
engagement. 

12. The Contractor shall assist VCU in developing hiring and training processes for 
familiarizing developers 'With the product with the goal ofmaximizing product value 
and utilization. 

WhiteHat will provjde training in the proper and efficient use ofWhiteHat Sentinel services, including 
the user portal and any supported integrations. Additionally; WhiteHat is able to assist ·with 
determining areas offocus for development teams, in order to maximize value through targ-eted security 
training. \'VhitcHat is able to use client vulnerability and remediation data to better understand possible 
training needs, and offers both classroom and computer-based training services to improve value and 
utilization. \VhiteHat will also offer. vulnerability review sessions to help developers and security 
organizations better understand findings and results, and 'WhiteHat security engineers in the Threat 
Research Center are available 24x7 on an unlimited basis to answer any vulnerability-specific questions 
that may arise. For optimal utilization, \NhiteHat also provides several integration point.'> to keep 
developers at their normal workbench, and will work with client teams to help users consume WhiteHat 
data directly into existing systems and solutions. 
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E. Preferred Options and Services -The items listed below are not strict requirements 
for product selection, but are desired by the University, and will be given additional 
consideration. 

1. Ability for vendor to offer Runtime Application Security Protection (RASP) option.

••• 
•• I 

WhtieHat has partnered with Prevoty to provide a combined DAST and RASP solution. \Vith the 
\VhiteHat Sentinel-Prevoty integration, clients have the option ofmitigating Sentinel detected 
vulnerabilities automatically by seamlessly integrating with Prevoty's Application Monitoring and 
Protection (A]V{P) solution. This WhiteHat Sentinel-Prevoty integration combines Prevoty's Runtime 
Application Self Protection (RASP) technology with \VhiteHat's market proven Dynamic Application 
Security Testing (DAST) technology. 

2. Ability for the aforementioned console to provide authentication to developers and 
security personnel viaJasig CAS single sign-on. 

WhiteHat is configured to provide single sign-on services via SAML 2.0 (Federated). 

3. Ability to organize and group applications based on owners and / or business units. 

WhiteHat Sentinel allmvs end users to apply tags on all of their assets. Sentinel also supports the ability 
for customers to create "A;;set groups" where they can group assets from both DAST and SAST. Users 
may then perform searches, look71ps, reporting, etc. based on these asset groups. Clients may also grant 
user access and permissions with specific access based on group or individual appHcarion. 

4. Ability to generate customizable reports ofvulnerabilities based on application 
o'Wllers and / or business units. 

Since a significant subset of reporting and dashboard data is available via the WhiteHat Sentinel A.PI, 
this data can be easily leveraged to produce custom reports/dashboards or integrate vVhiteHat data 
into a much larger security data set for analysis. 

5. Ability to perform vulnerability assessments on multiple applications 
simultaneously. 

Sentinel Dynamic is designed to scan websites continuously and detect code changes to web 
applications automatically. All vulnerabilities are manually verified by the security engineers of our 
Threat Research Center (TRC), virtually eliminating false positives. Sentinel Dynamic offers true 
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continuous assessment, constantly scanningyour website as it evo]ves. Automatic detection and 
assessment ofcode changes to web applications, alerts for ne,vly discovered vulnerabilities and the 
ability to retest a vulnerability ·without having to test from the beginning offering "always~on'' risk 
assessme11t. 

6. Provision ofa full featured Sofuvare as a Service solution for both DAST and SAST 
implementations. 

WhiteHat Security's Sentinel Product family e11ables your organization to implement a secure 
SDLC by detecting security vulnerabilities in your source code, mobile, and ,vcb applications 

and protecting them with continuous and concurrent assessment methodology to mitigate 
constantly evolving threats. By combining our scalable application scanning platfom1 \'1<1th the 

world's largest security team in our Threat Research Center (TRC), we provide you with 
actionable, credible results \v:ith near zero false positives. 

WhiteHat is Integrated into the SDLC 

SENTiNEl ! 
focrtf ; 

iEM'l!JEl 
Mcbl!e 

CE! 

/~.' 
/ , "'"oxim•'-

1 

SDLC 

_Q WhiteHat 
---.,_ SECl/ai'TY, 

Reduce Cost and 1ncrease Productivity 
• Rec:uce rerred1at:011 ccst 

• Heouco time lo !ixvuneracilities 

Ex:ensior. cl yoJr s0writy learn 

• Optimize developer time 

Free up deve'ooer resources 

• Or:ve innovation 

OW16 W:'ltteHa! Security 

7, Ability for vendor to offer an easy to use and intuitive executive dashboard that shows 
top vulnerable applications, trending data, and risk scores. 
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The \VhiteHat Security Index report assesses the risk of each individual application based on the 
vulnerabilities WhiteHat has identified for each, as well as comparing to global and industry percentiles. 
\VhiteHat also provides executive dashboards to display application-specific information based on real­
time data. These dashboards display trending data., information about the criticality and prevalence of 
vulnerabilities within the application, and offer insight into the overall health ofinclividual applications 
from a security perspective. The dashboard reports can also be created for user-defined groups of 
applications, as well as for the entire portfolio of applications within scope ofthe eng-a.gemcnt 

8. Ability for vendor to offer tiered xnanage:ment system. that allows individual 
adnnnistration rights by single application administrator, application group 
administrator, and global administrator. 

All Sentinel services include unlimited user access to the Sentinel portal The level of user access is 
governed by the assigned Sentinel role and applications the user is granted access. Customer can 
administer the accounts of all the Sentinel users via Adrrrirristration area of the Sentinel portal. Access 
control is based on the concept ofleast privilege. Adrnini<;trative users can be provisioned with group­
or application-specific access, or can be assigned privileges to administer assets and accounts across the 
entire portfolio. 

9. Ability for vendor to provide detailed explanation ofthe vulnerability including proof 
ofconcept exploit code, and suggested remediation based on the original code (i.e. 
rather than generic examples). 

WhiteHat will provide proofa of concept directly ,-vi.thin the Sentinel user interface. For static source 
code testing (SAST), \VhiteHat will identify the specific lines ofcode ·where the v-ulnerability exists. In 
addition to prov5ding remediation guidance for all DAST and SAST vulnerabilities, WhiteHat ,vill also 
provide exact code fixes for certain SAST vulnerability findings. vv11iteHat secuiity engineers in the 
Threat Research Center are also available 24x7 to assist with proofs of concept, remediation, and other 
vulnerability-specific requests. 

10. Ability to attach :metadata to applications so that applications can he classified by 
arbitrary labels and categories. 

\VhiteHat Sentinel allows end users to apply tags on all of their assets, both the dynamic analysis ·web 
applications and the applications being scanned with the Sentinel Source. Sentinel also supports the 
ability for customers to create ".Asset groups" v'l'11ere they can group assets from both DAST and SAST. 
Users may then perform searches, lookups, reporting, etc. ba.;,ed on these asset groups. 
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11. Ability for vendor to provide prompt technical support via phone, chat, or em.ail to 

application developers using the platform 

A unique capability ofWhitcHat is its function as an extension ofdiems' securiry teams. This is most 
clearly seen in the ability to interact directly with WhiteHat security engineers at any time. This can be 
done over the phone, through email, or most readily through the Sentinel interface itselfvia the "Ask a 
question" component. This functionality allows any Sentinel user to ask detailed questions about 
specific vulnerability data ranging from proofof concepts, remediation guidance, steps to reproduce, to 
discussions about business impact. \VhiteHat is also rnore than willing to demonstrate vulnerabilities 
live over 'W'ebEx or in some cases in person. 

12. Ability for the application vulnerability scanner to provide ,•1mrldlow auto:mation 
that enables the automated notification ofvulnerabilities and changes in risk posture. 

All vulnerabilities are reported to the Sentinel user interface tbe moment they are verified by a security 
engineer. These vulnerabilities arc then displayed in real rime within the UI where you rnay run 
reports or set up automated email alert~. 'fhe automated alert'l can be set up to occur in real time, 
daily, v-,,eekly, or monthly. 

VCU Specific ProposaLRequirements 

2.Proposed Price. Describe in detail the proposed license model for the application 
vulnerability scanner. Indicate in the Pricing Schedule, Section VIII ofthe RFP the 
proposed price to include all costs associated with the liccnse(s), any hardware or 
appliances, imple:mentation, hosting, maintenance, and training to include all proposed 
products and services. Additional charges shall not be allowed. 

*Pricing Assumptions: 247 Web Applications I DAST Pricing Weighted Average: 15% PE, 50% SE, 
35%BE 

Sentinel Premium Edition PE 37 $20,000.00 75% $185,000.00 

Sentinel Standard Edition SE 123 $10,000.00 75% $307,500.00 

Sentinel Baseline Edition BE 86 $41000.00 80% $68,800.00 

Sentinel Source Xsmall <lOOK <4MB 64 $4,500.00 30% $201,600.00 
LoC 
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Sentinel Source Small <250K LoC <lOMB 65 $6,500.00 31% $291,525.00 

Sentinel Source Medium <SOOK <20MB 26 $12,000.00 33% $209,040.00 

LoC 

Sentinel Source Large <1.SM Loe <60MB 2 $26,000.00 27% $37,960.00 

Sentinel Source X!arge <3M LoC <120 MB l $46,500.00 27% $33,945.00 

Sentinel Source XXLarge <SM <200 MB 2 $77,000.00 27% $112,420.00 

Loe 
Sentinel Source Jumbo >SM LoC >200 MB 1 $85,000.00 27% $62,050.00 

Platinum Support l $150,000.00 60% $60,000.00 

Total $1,569,840.00 

3. Describe the proposed plans and approach for providing the products and services as 
specified in the RFP. Consider the technical requirements in Section VI, Statement of 
Needs, Items A through E in the context ofhnplementation and ongoing support, costs 
ofupgrade and replacCinent, implementation tuneline expectations,, and costs of 
warranty and maintenance. Specifically indicate what is included in the offer to provide 
the required products and services by responding to all Items in Section VI, Statement 
ofNeeds, Items A through F. In addition, provide information for the Items listed 
below, but do not lhnit information to these Items: 

One of the greatest luxuries that WhlteHat Security offers us as employees is the ability to truly 
help companies become more secure. Over the years, we've taken our scalable Sa..1.S model and 
greatly improved it, constantly refining due to the changing needs of both the security world as 
well as vvcll as the security policy of the enterprises ,ve work with. 

The follov•.'ing is a good example of the e..xperiences commonly shared by large enterprises that 
leverage \\ThiteHat: 

1. Onboarding Phase - The on-boarding process is a critical juncture to establishing your trust 
and this process is where the end user gets to meet the support team. vV1i.iteHat's 
Deployment Engineers are technical professionals with experience in the security industry, 
who re\~ew any open cases during the deployment phase and facilitate quick resolutions to 
ensure a seamless on-boarding e..xperience. They provide end users with all the details 
needed to get the Sentinel service up and running. The information that is needed from the 
end user includes but is not limited to: 

a. Application URLs 
b. Credentials 
c. Assessment Schedule 
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d. l\fock Data 
e. Primary contacts / users 
f. Special testing instructions 
g. etc. 

We typically start with either a \VebEx or an onsite visit where we also discuss the Sentinel 
service and answer any questions tlie users may have. 

2. Initial Assessment Phase -This is the initial t\-vo weeks after ,,ve've obtained the necessary 
assessment information. This is where all the applications that were set up are fully assessed, 
configured, and tested based on service line for vulnerabilities. 

3. Results Overview Pha5e -After the initial a<;sessment, we strongly encourage the end user to 
take some time and meet ,...-ith us to discuss the v11lnerabilities discovered. During this time, 
we will either present over \VebEx or onsite, the issues that \•Vere found - often 
demonstrating them live at the request of the end user. \Ve \vill go through ,,vhat they are, 
how they were discovered, how they might impact the business, and answer any questions 
you may have about them. 

4. Ongoing Maintenance Phase - After the initial assessments have been completed on the 
applications, the \VhiteHat Security Threat Research Center (TRC) ·will constantly monitor 
the web applications as they arc assessed based <m the customer set schedule. Any changes to 
the applic.,aticn v.,m be detected automatically, configured, assessed, verified, and reported to 
the Sentinel UI proactive1y. Ifanything is required by the end user, ,ve will reach out to 
them and let them know exactly what is needed to ensure a thorough assessment For 
example, if credentials are locked out or an assodated hostname is needed. 

5. Measuring Success Phase - This typically comes after several months ofbeing under the 
\'\l1iteHat service and often consists of measuring the success ofthe security program. '\Ve 
vvill work with the end users to provide metrics and trending of the overall data accumulated 
throughout the assessments. Example of this data include: 

a. Remediation Percentage 
b. Time to Fix issues 
c. Most common vulnerabilities 
d. \'Vindov.' of exposure 
e. v\lhiteHat Security Index (WSI) - v\TSI is a measure ofa site's security posture, 

calculated from a comprehensive set ofdata signals including number of 
vulnerabilities, remediation rate, time-to-fix, window ofexposure and many more. 

This data can then be compared to the industry averages across each of the major verticals. 
This begins the foundation ofbeing able to answer questions like: 

17 

vcu 
VIIIOlfllA COJIUIOJIIUIILTII llftlVE8$1TY 



l. Are we getting better? 
2. How do we compare to other people \Vithin the Entertainment industry? 
3. vVhat is our most common issue? 
4. How long does it take to frn a critical issue? 

Throughout all of the phases, we maintain a strong information loop with our customers 
and greatly appreciate any feedback to continue the improvement of the Sentinel service. 

3.a. Utilization ofthe words "shall" or ":m.nst" in Section VI, Statement ofNeeds, Iteins 
A through E indicates Inandatory technical requirements: Does / Shall your com.pany 
com.ply with the :mandatory technical requirements as presented in Section IV, 
Statement ofNeeds, Items A through E? 

Yes. 

3.b. The vendor \\>ill provide a full list ofsupported progranun.ing languages and 
franieworks for the SAST product. See Section VI.D.5. 

For static analysis service components, detail ·which programming languages your SA.ST offering can 
analyze (include scripting languages). 

Our SAST offering can analyze a number oflanguages commonly used in the creation ofweb 
applications, indudingjava,JavaScript, ASP.NET, PHI' and C#, the primary language used in tl1e 
.NET framework. Mobile languages support includes Objective-C (iOS) and Android Gava). 

For each language, please answer which specific versions are supported-for example, 
- older versions of .NET, older versions ofVisual Basic and so on. 

Java I .1, 1.2: 1.3, 1.4, 5.0, SE 6 and SE 7 are supported. New language features jncluded injava SE 8 
is currently under analysis . 

.NET 1.0, 1.1, 2.0, 3.0, 3.5, 4.0 and 4·.5 are supported. 

PHP 5.0, 5.1, 5.2, 5.3, 5.4 and 5.5 are supported. 

Java (includes Android) 1.4- 1.8 

It C#.NET 2.x-4.x

t FHP 5.x, 7.x 

1.x - 2.x 

u 
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Java.script (indudesJavascript APis in HTML5) 5, 5.1, 6 

For each language, please highlight specific application programming interfaces (APis), 
frameworks and library constructs that you support as standard (for ex.am.ple, Struts 
and Spring MVC forJava). 

WhiteHat Sentinel Source supports a large number of frameworks for supported languages including 
the following. 
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c:::\ WhiteHat 
~ SECURITY 

Java: 
•Java Core 
"Java Enterprise 
• SpringMVC 
• Spring ORM: 
• SpringJDBC 
•Jasper (IndudesJSP support) 
• Struts 1.x 
• Struts 2.x 
• Hibernate 
•Jax-RS 
• RcstExprcss 
• MongoDB 
• :Morphia 
•GSON 
• Apache Axis 
• Bouncy Castle 
• Apache Commons HttpClient 
• Apache Commons Lang 
•Jax-WS 
•Jersey 
• A.:ndroid 
• Apache Commons IO 

..... ································· • Apache Common Net 
• Apache.Commons 
FileUpload/CSV/DBCP 

.NET: 
• C# Core 
• A,;pNet vVcbForms 
• &JJNet Core 
• AspNedvfVC 
• .MySql 

PHP: 
•Zend 
• Codelgnitor 
• )'ii 
• Symfon;r 
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Please note that each of these frameworks are not only supported but «rule packs" have been 
created to customize Sentinel to check for specific framework issues as well as ensure that 
Sentinel is capable ofunderstanding and analyzing each unique nuance benveen each 
framework. These mle packs are created and maintained on a regular basis and any new 
updates are seamlessly pushed to the Sentinel Source scanner. 

vVhiteHat continues to write new rule packs for libraries that gain popularity. Customers can 
purchase \VhiteHat professional services to create additional rule packs specific to the librarit-s 
that they use. 

3.c. Provide a full list of supported continuous integration platfor.ms, bug 
trackers, and IDEs. See Section VI.D.9. 

Comprehensive Integration to Development 

•Java 
•C#.Ne! (incl. ASP.Net) 
•Objective-C (inc . iOS) 
•PHP 
•Java Script 
•HTMl5 
•Android 

•Eclipse 
• lntelliJ 
•Xcode 
•Visual Studio 

•Grt 
•SVN 
•Perforce 
•CVS 
•TFS 
•HTTP/S 
•SFTP 

•Atassian JIRA 
•Bugzllla 
• ...many more using WIS 

©2016 Whll<!Hc1 Ssc~'!ity, Ccmp:.my Coniidi!ntial 
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3.d. Describe in detail the proposed hiring and training processes. See Section 
VI.D.12. 

The vVhiteHat Threat Research Center University is a completely in-house, custom built 
training and assessment program that allows WhiteHat to quickly and efficiently train expert 
security engineers. Utilizing 15 years of real ·wor:ld attack techniques and vulnerabilities, 
WhiteHat has implemented rigorous training programs and skill assessments to ensure quality, 
qualified engineers. The program is broken into training modules tbat consist of both classroom, 
and hands on real world lab work. This ensures engineers get up to speed much quicker than 
anyone utilizing dummy practice sites can. 

3.e. Describe in detail the proposed maintenance and support. See Section VI.B. 

Maintenance is not applicable to the WbiteHat Sentinel service> as we are a SaaS based 
company. 

3.f. Describe in detail the optional on-site training that your com.pany is 
proposing. 

WhiteHat Security will provide a senior security engineer to spend three days onsite at your 
facility to help your team develop and execute strategic website risk management plans tailored 
to your specific business environment. During an annual revicv,·, for example, strategies can be 
developed that enable different business stakeholders - including risk management and 

-----l.VJIJ.J..J-1,U.anct!,--I1m.d1 ict ma □ ag.ement-aruisofrwar:e-devc.lopmcnueamS-=-t.o-shar:e...ide..as-i--.ith----------­
WhiteHat experts and strategize on best practices for ,,veb security. 

3.g. Submit a copy of the warranty. State the start ofthe warranty period and the 
end of the warranty period. 
See above for warranty details. \<Varranty period is same as contract period. 

3.h. Provide an implement.ation schedule indicating how long after the .award of 
the contract it shall take your company to allocate the resources and deliver and 
install the system for use at VCU. 

Implementation is not applicable to the \VrutcHat Sentinel Service, as we are a SaaS based 
company. 

3.i. Describe the process for problem resolution for the proposed products and 
services. 
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V\'hiteHat provides its clients with several ways ofgetting support on its products. For questions 
on vulnerabilities, it is recommended to use the "Ask a Question" feature available ,vithin the 
Sentinel interlace. For an other issues, or if another method of contact is preferred, a client may 
contact support via phone, email, or by accessing the support portal. 

3.j. Does your cmnpany agree with the Procurement Requirem.ents in Section 
VLF.? If"NO," identify the specific term and condition(s) and the reason for non­
compliance. 

(1) Freight terms shall be F.O.B. Destination/Prepaid ,vi.th inside delivery; additional charges 
shall not be allowed. (2) The tenns and conditions of the RFP govern the resulting contract and 
not any Contractor terms and conditions or software license agreement. (3) The proposal prices 
shall indude all costs for the equipment and services including all applicable freight and travel 
and living expenses; ex.tra charges will not be allowed. (4) The initial contract term is from the 
mvard and continues for one (1) year after the implementation is complete and the system is 
accepted ,vith four (4) annual, optional rene,vaJ terms. 

4. Submit information about the qualifications and experience that 
your company has to provide the Application Vulnerability Scanner 
products and services. 

) a. Describe the £inn's qualifications and experience providing the required 
products and services du.ring the last three (3) years. Information prm,ided 
should include, but is not limited to, coniparable accounts in higher education and 
the scope ofthe services. Include information for a minimum ofthree (3) similar 
accounts, describing the types ofprojects and the scope ofthe sen-ices provided. 
Please include contact information with the nam.e, address, email address and 
current phone number. 

vVhiteHat Security was founded in October 2001 and has been operating for 15 years. 

June 2016 - WhitcHat published its eleventh annual 1-Vebsitc Security Statistics Report in 
May. This report provides a one-of-a-kind perspective on the state ofwebsite security and 
the issues that org--cllizations must address in order to conduct business online safely. It is also 
the only report that focuses exclusively on unknown vulnerabilities in custom web 
applications, code that is unique to an organization, and found in real-world websites. 

M:id-2015 - WhiteHat introduced the WhiteHat Security Index (WSI), a new feature in 
WhiteHat Sentinel that provides an immediate way for customers to understand how secure 
-· or not ···· their websites arc. It's the only report of its kind in the industry. An additional 
Peer Benchmarking dashboard enables users to determine the security of their web sites 
compared to industry peers. 
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\Vhii:eHat Sentinel Source, \-\11iteHat's SAST solution, expanded its capabilities 
with Directed Remediation and Software Composition Analysis (SCA). The Directed 
Remediation capability offers targeted and customized code fixes for critical vulnerabilities, 
while rhe new SCA capability enables users to detect and remediate any vulnerabilities that 
are already known to exist in third-party libraries and open source code. 

August 2015 - \,VhiteHat announced the strategic partnership with Prcvoty with product 
level integration that enables automatic mitigation of applications vulnerabilities via 
Prevoty's Runtime Application Self Protection (RASP) technology. 

August 2015- WhiteHat Security was named a leader in the Gartner's Application Security 
Testing Magic Quadrant for the third year in a row. 

Late 2014 - WhiteHat expanded its Threat Research Center (TRC) team to over 150 
security experts total. In late 2014, the company established a research center in Belfast, 
Northern Ireh:1nd, and that team grew to over 50 security engineers by the end of 2015. 

August 2014 - \VhiteHat Security was named a leader in the Garu1er's Application 
Secunty Testing Magic Quadrant for the second year in a row. 

b. Specify the proposed personnel your company intends to assign to the project 
and provide proofof the expertise f'or the proposed system. In:for.mation needed 
includes but is not limited to the natnes, qualifications, and experience of 
professional IT services technicians to be assigned to the project. Reswnes of 
staff to be assigned to the project .may be used. 

See attached Resume. Assumes Platinum Support fa selected as part of overall solution. 

c. Does the offer include a single primary point ofcontact for the VASCUPP 
institutions for sales, support and problem resolution? If so, please provide the 
narrie and contact information. 

Christopher Perkins 

Regional Sales Director 

1.571.481.0895 

chris.perkins@whitehat~ec.com 

d. Information demonstrating the Contractor's financial stability to include: 
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1. Full name, address, and telephone number ofthe organization; 

WniteHat Security, Inc. I 3970 Freedom Circle, Ste 200, Santa Clara, CA 95054 I 
408.343.8300 

2. Date the firm was established; 

2001 

3. Ownership (e.g. public company, partnership, subsidiary, etc. 

Private 

4. Ifincorporated, provide the state of incorporation 

Dda1,vare 

5. Number offull-tune employees onJanuary 1st for the last three (3) years or for 
the duration the firm has been in business, whichever is less 

e. Provide a list ofinstitutions ofhigher education with which the firm has a 
signed term contract. 

12Twenty.com, American University, Apex Learning, Inc., California State University (CSU), 
Colby College> Co1lege Board, CSU Chico, Degreed, Hamdan Bin Mohammed Smart 
University, Harvard University, iPay Technologies, LLC, NCS Pearson, Inc. (Pearson 
Assessment and Information), PowerSchool Group, SanJosc State University, SAS Institute, Inc. 
StudySync, The Lampo Group, The Regents of the University of California (UClA IT Services), 
Udemy, Inc., University of Indianapoli<l 

Section XI.L. TESTING AND INSPECTION: VCU reserves the right to conduct any 
test/inspection it :m.ay deem. advisable to assure goods and services conform to the 
specmcations. 

Rather than a testing and acceptance period, WhiteHat offers a pre-contract evaluation. 
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Section Xll.F. CANCELLATION OF CONTRACT: The purchasing agency reserves 
the right to cancel and tenninate any resulting contract, in part or in whole, 
without penalty, upon sixty (60) days written notice to the Contractor. In the event 
the initial contract period is for xnore than twelve (12) months, the resulting 
contract may be ter.minated by either party, without penalty, after the initial 
twelve (12) .months of the contract period upon 60 days' written notice to the other 
party. Any contract cancellation notice shall not relieve the Contractor ofthe 
obligation to deliver and/or perform on all outstanding orders issued prior to the 
effective date ofcancellation. 

Rather than a cancellation right, WhiteHat oilers an opt-out of the contract within the first 30 
days. 

Section XIII.B. (Source Code Escrow) 

Because \VhiteHat offers a hosted solution, no source code escrmv vvill be offered. 

Section XIII.ff. (Nonvisual Access to Technology) 

WhiteHat does not offer this at this time, 

Describe any other relevant background information about your organization and 
your qualification to provide the request product/service. 

Key relevant background information includes: 

• \VhiteBat Security vvas first in the industry to deliver a Software as a Service (Saa.S) 
solution for Dynamic Application Security Testing (DAST). 

• \Ve have the world's largest army ofapplication security engineers in our Threat 
Research Center (TRC) of over 150 and growing. These security engineers act as 
an extension ofyour security team, by 

• always being available to help you vvith any questions or concerns you may have in 
regards to the application security vulnernbilities. 

• Performs approximately 300,000 assessments per month. 
• Surpassed 4-0,000 websites under management by WluteHat Sentinel in August 

2016 
• WnitcHat Security operates 24x7x365 

Describe your after-sales support SLAs. 

All \,VhiteHat customers receive one-hour SLA response to Sentinel outages. Other 
,mpport ST,A level,; vary by contract level and topic, not to exceed one business day for low 
severity issues reported by Standard support customers. All support issues are handled 
with a four•hour SLA. for Premium Gold support customers, and one-hour SLA for our 
Platinum support customers. This SLA is matched vv:ith round-the-clock staffing and a 
paging notification system to an on-call senior engineer who can assist with any customer 
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emergencies. 

Describe your approach for investing in technology and research and developm.ent 
to increase operational efficiency while keeping up with the rapidly changing 
threat environment. What are the highest priority initiatives in your con:ipa.ny that 
affect the requested services? What is your company's vision and direction for 
currently offered services as well as plans for additional services and support of 
new technologies? Describe your responsiveness, ability and timeliness to steer 
product roadmaps based on customer requirements, 

From a development perspective; 

\VhiteHat Security has a well-defined process and investment in modem tools and 
technologies to capture customer feedback and feature requests, prioritize in terms of 
business need and rime criticality and track them to delivery through Agile development 
processes. Agile software development is by definition introspective and takes into account 
bod1 business needs and development efficiency initiatives as part of each cycle. In addition 
to regular release cycles (currently every 3 weeks), we have a well-defined schedule for 
service packs (weekly) and production hor fixes (as needed) to address customer needs. 

WhiteHat Sentinel and Source are primary products for WhiteHat with an active roadmap 
that indudes extending our current capabilities to include: 

Site discovery 

Asset management 

Risk management 

Predictive analytics 

Additional Sentinel Source language engines and rule packs based on customer needs 

Our rapid iterative software development lifecycle is targeted to enhance and enrich our 
best-of-class product suite so that customers can get the most comprehensive view oftheir 
risks and make intelligent decisions about their security. 

\,Ve engage in regular customer meetings and reviews, as well as hosting Customer 
Advisory .Board meetings and attending industry conferences to maintain a current vic"v of 
competitive landscape and customer needs. 

From the Threat Research Center: 

\\lhiteHat*s Threat Research Center operates ,<.~th the goal offinding every type of 
vulnerability, eve1y time, as efficiently as possible. To that end, ·w11iteHat has developed 
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Sentinel itself to be much more than an automated scanner. It is a platform that enables a 
huge variety of tests ro be performed. The Engineering team ,vorks on the core features of 
Sentinel, but a separate R&D team ,,vithin the TRC focuses specifically on creating tests, 
which are organized into decision trees. Every test has its own custom conditions, and tests 
can rely on each other as well. All of this flexibility allows the R&D team to create 
incredibly efficient tests. Over time, we have become much more efficient while 
simultaneously finding many more type ofvulnerabilities. The end result is a scalable 
solution that is more efficient every day, even as attacks become more complex. 

Is your current business {including your channel (reseller) partnerships) regional, 
national, or international? Describe your approach and your capabilities to 
provide global support, including, but not limited to, worldwide locations, 
expertise in international languages, knowledge ofnational and local laws that 
affect requested services, and relationships with national and local law 
enforcement agencies. 

VVhiteHat Security is currently international, \'Ve currently have ofi'ices in S;mta Clara 
California, Houston Texas, and Dublin Ireland with plans ofexpansion into Ge1many 
from both a datacenter and Threat Research Center perspective. \Ve are able to perform 
assessment on all modem languages and support localization and language support in the 
product and services (both ,vritten and spoken) in English,Japanese, and Spanish. Other 
languages are planned to be rolled out in 2014·. 

Please note that we request that VCU contact WbiteHat prior to personally 
reaching out to the references outlined below. Thank you. 

Company Name: American University 

Contact Title: Director, Information Security 

Cont:.'>ct Name: Eric vVeakJand, CJSSP, CISM, CRISC, ITIL 

Phone: 202.885.2241 

Email: cric@american.edu 

Type of Service: DA.ST 

Date ofService: 2009 · 

Company Name: UCLA 

Contact Title: Director Information Security 
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Contact Name: lv.like Story 

Phone: Upon Request 

Email: Upon Request 

T11,e ofService: Upon Request 

Date of Service: Upon Request 

Company Name: MAX.IMUS 

Contact Title: CISO 

Contact Name: Ed Pagett 

Phone: 949.533.0461 

Email: edpagett@maximus.com 

Type ofService: DAST 

Date of Service: 2016 

vcu 
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Request for Proposals RFP #7286528JC 

Issue Date: Novemher 29, 2016 

Title: Application Vulnerability Scanner 

Send all Proposals To: Virginia Commonwealth University 
RFP #7286528JC 
Attention: Jackie Colbert 
912 W Grace St, 5th floor 
Richmond, Virginia 23284 

Proposals Shall Be Received Until: January 6, 2017 at 11:00 AM 

Direct ALL inquiries concerning this RFP to: Jackie Colbert, Information Technology Category Manager 
lcolbert@vcu.edu 

Questions concerning this RFP must be received via email no later than: December 8, 201~ at 2:00 PM EST 

This Request for Proposals & any Addenda are posted on the eVA website at: http://1,vww.eva.virginia.goy 

HARD-COPY, ORIGINAL PROPOSALS MUST BE RECEIVED IN VlRGI:-llA COMMOXWEALTH UNIVERSITY'S DEPARTMENT OF 
PROCUREMENT SERVICES ON OR BEFORE THE DATE AND TIME DES!GNA?ED ON THIS SOLICITATION, ELECrRON!C 
SUBMlSSlONS A.i~D FACSIMILE SUBMISSIONS 1NILL NOT BE ACCEPTED IN LJEU OF THE HARD-COPY, ORIGINAL PROPOSAL. 
VENDORS ARE RESPONSIBLE FOR THE DELIVERY OF THEIR PROPOSAL. PROPOSALS RECEIVED AFTER THE OFF!ClAL DATE AND 
TIME WJ.LL BE REJECTED, THE OFFlCfAL DATE AND TIME USED l!'I RECEIPT OF RESPONSES JS THAT TIME ON THE CLOCK OR 
AUTOMATIC TIME STAMP !N THE DEPARTMENT OF PROCUREMENT SERVICES. 

IF PROPOSALS ARE HAND DELIVERED OR SENT BY FEDEX. UPS, OR ANY OTHER PRIVATE COURIER, DELIVER TO TBE 
ADDRESS NOTED ABOVE: VIRGINIA COMMONWEALTH Ul\lVERSl'TY, RFP #7286528JC, ATTENTION: Jackie Colbert. 912 W. 
GRACE ST., STS FLOOR, RlCHMOND, VA 23298-0327. lF USING US MAIL (NOT RECOMMENDED}: IF PROPOSALS ARE MAJLED 
VIA US MAIL ONLY, MAIL TO VIRGINIA COMMOl\vVEALTH UNIVERSITY, RFP#7286528JC, ATTN: Jack[e Colbert, PO BOX 980327, 
RICHMOND, VA 23298-0327. THE RFP NUMBER, DATE AND ':'lME OF PROPOSAL SUBMJSSJON DEADLINE, AS REFLECTED ABOVE, 
MUST CLEARLY APPEAR ON THE FACE OF THE RETURNED PROPOSAL PACKAGE. 

In Compliance With This Request for Proposals And To All Conditions Imposed Therein and Hereby Incorporated By 
Reference, The Undersigned Offers And Agrees To Furnish The Goods/Services Described Herein In Accordance With 
The Attached Signed Proposal Or As Mutually Agreed Upon By Subsequent Negotiation. Furthermore, The 
Undersigned Agrees Not To Start Any Work Relative To This Particular Solicitation Until A Resulting Formal Signed 
Purchase Order ls Received By The Contractor From University's Department of Procurement Services. Any Work 
Relative To This Request for Proposals Performed By The Contractor Prior To Receiving A Formal Signed Purchase 
Order Shall Be At The Contractor's 0\'ffl Risk And Shall Not Be Subject To Reimbursement By The University. 
Signature below constitutes acknowledgement of all information contained through links referenced herein, 

NAME AND ADDRESS OF COMPANY: 

\NhiteHat Security, Inc Date: January 5, 2017 

3970 Freedom Circle. Suite 200 By (S(qnature in lnk): _:=___.J:.c...::=·====-=·.=_:::;i·tc~..:""__,:?:_:::;;z_--=,-,,,,.L-
Santa Clara, CA Zip Code 95054 Name Typed: Terry Murphy / ~ 
E-Mail Address: SalesOps@whitehatsec,com Title: CFO 

Telephone: ( 408 ) 343-8300 
Toll free. ifavailab-le___________ 

Fax Number: ( 408 ) 904-7142
Toll free, ifavailable______________ 

DUNS NO.: 129·28•0793 FEl/FJN NO.: 99-0358892 

REGISTERED WITH eVA: ( }YES (X) NO SMALL BUSJNESS: { )YES (X) NO 

VIRGINIA DSBSD CERTlFlED: ( ) YES (X) NO MINORITY-OWNED: ( ) YES (X) NO 

DSBSD CERTlFICA'rlON #: WOMEN-OWNED: { ) YES (X) NO 

A Pre-Proposal conference will be held, See Section V herein, 

THISSOUCITATI0N CONTAJNS 31 PAGES. 

REQUEST FOR PROPOSALS RFP #7286528JC 
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RFP .. Addendum 

DATE: December 16, 2016 

ADDENDUM NO. 01 TO ALL OFFERORS: 

Reference - Request for Proposals: RFP #7286528JC 

Commodityffitle: Applicatlon Vulnerability Scanner 

Issue Date: November 29, 2016 

Proposal Due: January 6, 2017 at 11 :00 AM 

The above is hereby changed to read: See Attached. 

NOTE: A signed acknowledgment of this addendum must be received by this office 
either prior to the proposal due date and hour gr attached to your proposal. Signature 
of this addendum does not constitute your signature on the original proposal document 
The original proposal document must also be signed, 

c;z~ 
Jackie Colbert 
Procurement Services 
Categoiy Manager and Contracting Officer 

Name of Firm 

> 

Date 
---------.,··-··--•-·-------------
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Reports in Sentinel 

Sentinel offers a variety of reports, from the high-level Executive Summary to the Vulnerability or 
Attack Vector Details reports. All these reports are available under the Reports tab. 

Under the main Reports tab, there are three sub-tabs available:"Reports,""Templates,"and "Past Reports." 

I Reparts ] T,rrnpla:.,. Pas: ll<:µ<>r,s 

• The Reports subtab includes 
• report descriptions 
• sample reports 
• links to generate new reports 

• The Templates subtab includes 
• Any already~created report templates the user can run 
• Template name, report type, report format, and report frequency 
• Next scheduled run time for the reports 
• Available actions, including editing the template or generating the report immediately 

• The Past Reports subtab includes 
• pending reports (which can be canceled) 
• reports generated in the past thirty (30) days (which can be downloaded by clicking on the 'View" 

link) 
• any reporting errors (clicking on "error details" under the "Actions" column will bring up the details) 

For further information on available report types, please see Sentinel Reports. For information on creating 
report templates, please see "Creating Report Templates." 

Sentinel Reports 

Sentinel reports are divided into four broad types: 

• Summary Reports, intended primarily for executives and managers 
• Audit and Compliance reports, intended primarily for customer affiliates, executives. and managers 
• Vulnerability Detail Reports, intended primarily for security teams and developers 
.. Sentinel Management Reports, intended primarity for security teams and Sentinel administrators 
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Summary Reports 

Summary Reports 
~ ~- --•...• , •••-••- •. • A" 

a.pnrt Typ<! Gmer•te RI! 

~™ 5'Jmma,y l!eport f. • As,;,,:s 
• Gnr..ps 

A;se1Summafj1Report • ·~ · • "''"""' 
• Grouus. 

--- ___ 4,, - ' ···~ 

1\'llit<HatSe:urltyln~""R<P<>,'t • Sile> 

~ 

Report Name 

Executive Summary 

Report: 

Asset Summary Reoort: 

White Hat Security Index 
Report 

Key Insights Main kl!fu,nco 

• Pn.>•idllSahlgh-ievcl®dmt..rnlin;af!hes«:Uritylisk .. breu.-ti~ 
pro.1k ofyour a:nm • Ma::iagen: 

• S~summaryufvulnerahi.kyby_.oi:~ts:¥\U tlj 
wleeraMlJ'te= 

, Prmioesa hig'l•le-"'1cnoersrondlng Of the assessment • l'le,tloµrnent 
results Manage,, 

• Pn;rA(te5um~ofttleoverolf:site.securitystatususl'ng ~ Exeo;;t..'vei 
f"1>1)riwr, Whitetu: redlnolcll')' • Mm,gsn. 

• tndr.x ta~ into a~cwntscai:,ntng ircq-~.n,;.,)<,. n:med~ 
r:n,,. fl<IJO$'-"" v.➔ nc<r1;. ct(. 

Description 

The Executive Summary report provides a high­
levei understanding of the security profile of your 
assets, giving you an overview of vulnerabilities 
across all the assets you select. This report shows 
you a summary of vulnerabilities by assets and by 
vulnerability class, as well as showing your overall 
security profile. For those customers us[ng both 
Sentinel and Sentinel Source, this report will cover 
both dynamic and static test results. 

The Asset Summary report provides a hlgh level 
understanding of your vulnerability assessment res­
ults, induding summaries, metrics, and con­
clusions. Assets without any vulnerability are 
omitted from this report. For those customers 
using both Sentinel and Sentinel Source, this 
report wil! cover both dynamic and static test res­
ults. 

The Security Index Report provides a measure of 
the overall site security status, taking into account 
scanning frequency, remediation rate, exposure 
window, etc. 

Utility 

High-level gen­
eral overview 

Exerutive/ C­
leve! review 

Asset-specmc 
overview 

CSO, CTO, and/ 
or Security Oper­
ations 

Asset-specific 
status report 

Executive Staff, 
managers, CSO, 
CTO, Security . 
Operations 
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Audit and Compliance Reports 

!(ey!n!lghU M-alnAud!em:-e 

$<-{1Jli!yla.Jdlt a,,pon • P~te-sa~•l~tmd~nmngatthf';.s,se-;stru•nt • 'll"\!:cttat CU5tomcr.s 
resctu • C,.,,t:omM A!lill,m,, 

• Rep:,,r: ronta.i~ sum.rnarl6., mc:trie., ;1nd a::a~lus.iun:; 
... 

' - ' y - y -

PC Ccm,S~n<:eRe;,ort • kr.po,'"t doo.;;rn-ertts .a 'l.ci:steis t.orrip§.lncewith the P'3~t • Exe!:~ 

C•ro !ndU5't;""°""'S~S-•m • MM•i""' 
• L&s,·ulnerat:llrt""' !ltat nl!tll to be fu<l.'d to comp!)' w~n !'Cl 

susd.>lll• 

Report Name Description Utility 

Security Audit Report: The Security Audit report provides an overview Executive staff, 
of open vulnerabilities discovered in the assess­ auditors, and per­
ment, including summaries, metrics, and con­ sonnel preparing 
clusions. For those customers using both for an audit 
Sentinel and Sentinef Source, this report will 
cover both dynamic and static test results. 

PCI Compliance Report: The Sentinel PCI Compliance report doc~ Executive staff, 
uments a website's compliance with the Pay~ auditors, and per­
ment Card Industry's Data Security Standard sonnel preparing 
(PCI-DSS), which indudes requirements that for an audit 
web applications be built to serure coding 
guidelines and that applications be subject to 
routine vulnerability checks. 

This report documents compliance with 
PCl DSS 3.0 Requirements 6.5.1 - 6.5.11. 

Vulnerability Detail Reports 

Vulnerab}fitY Detal! Reports__ -
l(cy lrnigl,15 Mal11 .r.u,Hente 

• R•port derail:s li$tmgof .n•<k vectr>t> few.I OO)QUf • Set!J!it:Ylc.am 
wet,s~es; an •t:ao v=rts~~if.c !otmlo> ,an ;ra.id<or M!Wibers 

roul:!UR to e,,p:o1t~i;,e-,v.tne,ab!!l!)' • o.-..,tapot!I 
• Contains sp..::if.c detail, ct ttie •ttod<W<tors I«-~ 

w!nerahlfdy foorul 01 lhe webste.t 
...............-.,0,............,_.,.eo,, 

\Julnerab!liyOl!lall lle;lo!t(Slttsl • Site! : p;.,.;~d~:iaed·~;ll,gofthe¥Ulnerabffil'ie$fou..;;i llfl)'Olj( • 5ealrllyTeam 
GI • Cltoops wrbltei. Members 

• Canta Ins a fulltleSa1ptlCn 01 Ille vuinera~t~ C1aSS wllll • OMIO~IIICltl 
...... ..ii.lien lmmrc:tions M.lnqe,s 

~. •'•"•"-•• • .,,,_,_,~ ,,,- s,.H ,, , • ' 

V\Jlnffalilfriy oecal ilf,polt • .1.pp1r,1tien, • f~ demSed lnrormation about tlll>wlnerabllilks 
t,\ppUCAtionS) fl • (,,oupi identified in ,c<II' ~?P!iCllt1ot! code 

• ContalllSIH!OUt<! desttil!Uollofwlner,bi!i!itl found 

Audit and ~ompllance Repo~ 
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Report Name 

Attack Vector Details Report: 

Vulnerability Details Report -
Sites: 

-

Vulnerability Details Report -
Applications: 

Description 

The Attack Vector Details report provides of 

attack vectors found on your websites; an 
attack vector is the specific location an attacker 
could use to exploit a given vulnerability found 
on your sites. In addition to the location and 

time the vulnerability was discovered, the 
attack vector details indude a breakdown of 
the exact request and response so that 
developers can easily address the problem. 
Note that this report is available for Sentinel 
(dynamic testing) only, since it is based en an 
assessment of the production or pre-pro­
duction site. 

The Vulnerability Detail Report-- Sites 
provides detailed descriptions of the vul­

nerabilities found on the sites selected for this 
report, grouped by vulnerability dass. Each 
report section contains a full description of the 
vulnerability-class, remediation instroctinns-far 

that dass, and a list of specific instances of that 

vulnerability on eadl site. Note that this report 
is available for Sentinel ( dynamic testing) only, 

since it is based on an .assessment of the pro­
duction or pre-production site. 

The Vulnerability Detail Report -Applications 
includes detailed description ofthe vul­

nerabilities found in each application selected 
for this report, grouped by category, and 
includes for reference the code snippets asso­
ciated with the vulnerabilities. Note that this 
report is available for Sentinel Source (static 
testing) only, since it is based on an assess­
mentof the application code. 

SECURJTY. 

Utility 

Detailed review 

of specific attack 
vectors 

Development 
and/ or Security 
Operations 

Detailed review 
. of vulnerabilities 

Development 

and/ or Security 
Operations 

Detailed review 
of vulnerabilities 

Development 
and/ or Security 
Operations 
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Sentinel Management Reports 

Sentinel_Management Re~orts 
Report Type Generatf' for ; Mam Audience 

• Pro\'l:de:san a.eMt?"t;•,ofscan status.for all: assets the user has • SecurityTe.am 
access.to Member.; 

• Repon lndc-d<:s com;,!erlon dare fcrlhe first scan campiet,d, 
oomp)etion da:efor t..,. most recentlycomplmd scan. the 

numl:e of scans completed ln !ire pmcedlng 31,1 oor,. '1!ld 
thecum!ntst:a.tus ofth-e 5C¥1 

- ··-~---~--- - ·-·--·--m • As,;ra .. Pro;fJies information ubot."t vbkh asset5 USU$ ha",re access • Sentinel 

ta Admm:stram.."S 

• - •- • - - - - h- ---~ ---

US<rAc-.ivityR,port m • Usors • ReportcD1.=allac!Mtiesusersha\'eperi,;,rmed'"''"'" • sentinel 
period of time: ~ 

• This report ,r..aps a=,i,. a, the groups ID ~ the'/ belong • Security Team 

Memi,e,;; 

Report Name Description Utility 

Scan Status Report: The Scan Status Report will generate a .csv Detailed review 
report of assets, service levels, asset types, of scan state, pro­
and information about the asset's history and cesses, and his­
current scan status. tory 

Security Oper­
ations 

Asset Permission Report The Asset Permissions report will generate a Detailed review 

.csv report of assets and the users who have of assets and 

some leve! of permission to access those sites. user accesses 

Security Oper­

ations 

Asset Group Mapping Report The Asset Group Mapping report will generate Detailed review 
a .csv report of assets mapped to the groups to of assets and 

which they belong. . asset groups 

Security Oper­

ations 

You can see a sample of each report from the main Reporting tab; just dick on "View Sample" underActions. 

Each report allows you to select specific information you would like to include in or exclude from the report 

you are generating, such as: 

• Assets (Sites orApplications) 
• Vulnerabilities (where applicable) 
• Status (Open, Closed, or All) 
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• DateRange 
• Details (e.g. Attack Vector, CVSS scores) to include or exdude 

Creating Reports and Templates 

You can set up any report to be generated (and an e-mail alert sent to you on completion} using the pref­
erences and schedule you need. Here are the steps to create and schedule a report template. 

Go to the Reports landing page and click on the link that will take you to t1e report generation screen: 

.ar.;ci:r~ !«1'<1,U..l!'f!lt. '""'"w..,eu iM,U!o~ 
-~..... J:<;~~ a ~~~~~ 'itJ~t.;ip-~~..Q:Nc~~~~ ♦ tu«~ 

.&-;:4;<. ~~ . , , . -~~ 
-~~~1<,U~~,~~tr,~-ltf{;ll,U 

• ~!\C">-1!:',d~d'h~=-tl: * ~~..e 
•~~~4--4Mlt~ "'~Ul!C: 

.. ~-...---""'~'l<t'I!:~~~ -~~ 
f:l~•!lf"t~:~ -~ 

,.~~~-~~~qc.,-,....-,i;f\'r.t¼.. 
~..(""""'~ 

Executive Summary Report 

Schedule Options 

lc-·m,-T-.m<>--------·---;!
-----~-------' 

Select Assets* 

Aval!ab!e Seleoed 

CJ 
i__ hu;i:lfci'ra~t--h!~co~ ~~e a; htljll:llpi:w,rese,;.wh!teh>t.wh~ Site 

;hnp;Ji~1'lgin,i.~gii,~om'bgb Site 
;.htm! 
l i.n;;01teirn~L.-Ats !Admlli) Sl;e.
Lii~:1~~~~~,,~,iu;.:.;1 ,;i:e - ' \ 

< iJ!OOO::S}?ASO!gir,g__ Sir•-·••cc C 

:A ,--~,,~.c,n':>f'hh..,..ml __ ,i;;-,.._ .... ,., ... A,,- < -~ 

Filter Options 

Ii Open O Ciose,: O Blilh 

, ,. . <' . ''" ~-··

! '4:-T;r.1.;.,,:;;r::,:, j Ce~ 

In the Report screen, select your schedule options: 
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■ One Time: This will run the report once, immediately, and notify you when it has been completed. The 
report will be available to you in the Past Reports tab for thirty days. 

• Daily: This will run the report once a day; you will be notified by email when it has been completed and 
each daily report will be available in the Past Reports tab for thirty days. 

• Weekly: This will run the report once every seven days; please select the day on which you want the 
report to run from the display that will appear: 

Frequ..,ey 

• Monthly: This will run the report once each month on the date selected. Please select a date from the dis­
play that will appear: 

IMonttly 

NOTE : Any frequency choice other than "One Time" will require you to name your template; please use a 
name that is appropriate to the specific report you are running -- for instance "All Assets Monthly Summary 
Report" - so that you can distinguish it readily from other possible reports of the same base type you may run. 

Once you have selected the Frequency, please select the Assets you want to indude in the report; to locate 
specific assets, use the "Search" bar at the top of the "available" or "selected" columns. You can use the 
arrows between the "available" and "selected" columns to move assets back and forth, or you can choose 
"Select AIL" 

Select Assets* 

Avallat>le Selected 

: Assets 

' j Sdt·tt .:JI 

,a. Type 

.§~E>Pl_c::;_;_itc::L.. ... ... . • ... ___ $iM ... 
• 5"-",ple,ippl ~i:,> 

t:5.'".::'1 . ........ . . •·•- ·-- ···· · .."-----~ -
."""'ts 

Once you have selected the Frequncy and the Assets you wish to include, please select the Fllter Options: fil­
ter options will vary by report type. 

When you are done, dick on "Generate Report." If you have selected a one-:time report, report generation will 
begin and you will be notified when it is complete. If you have selected a repeating report, the template you 
have created will be saved in the "Templates'' tab and it will be run at the next scheduled time; in the "Tem­
plates" tab you can review and edit that information or generate the report immediately if desired. 

Reports i T•rop!,t,:s ·~,_P,_st_R,~po_m________________________ 
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Viewing Completed Reports 

Past reports are accessible from the Reports-> Past Reports tab for thirty days from the date 1he report was 
generated. 

You can download any completed report in the Past Reports tab by dicking on the View link (most reports will 
be PDF, and the link will be"View PDF," but a few may beCSVandthe link will indicate that). 

30 days after the report was generated, it will be deleted from the past reports tab; ifyou will need to retain the 
report for more than 30 days, please download and save the file. 

Reports 

E:.I 
i-« l~t I~ ~1~ 
J"J'" ~, ......-:,, Clri(H.Je!tl!lWt~~J ~U.~ 

Viewing or Modifying templates 

A template is a set of options used to generate a report. Each template has a user-specified name. 

You can view or modify templates by going to the Templates tab and clicking on the Edit link for a given tem­
plate. 

Templates are used to generate reports according to a set schedule. You can also generate an on-demand 
report by clicking on the Generate Now button on the template tab. 
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The Executive Summary Report 

The Executive Summary report shows you a summary of vutnerabilities by assets or by groups and by vul­
nerability class~ as well as showing your overall security profile. For those customers using both Sentinel and 
Sentinel Source, this report will cover both dynamic and static test results. 

For detailed findings, pleasesee"Vufnerabi!ity Details Report-Applications" and"Vulnerabi!ity Details 
Report- Sites." · 

The Executive Summary Report Options 

The Executive Summary Report can be run for Assets or groups; select your preference under "Generate 
For" in the Reports/Reports tab. This report can be filtered by vulnerability status - you can select all open 
vulns, all closed vulns, or both open and closed vulns. 

For more information on generating reports, please see Creating Reports and Templates. 
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The Asset Summary Report 

The Asset Summary Report contains an overview of each asset's vulnerabilities by category, as well as 
trends of vulnerabilities discovered by month over the past year. In addition, the report lists each asset's vul­
nerabilities prioritized by their risk and severity level, This report provides an asset-by-asset listing of vul­
nerabilities, along with an overall graph showing vulnerabilities by class and overall rating. 

The Asset Summary Report - Options 

For the Asset Summary Report, you can choose to see Open, Closed, or Both (aIQ vulnerabilities for any or 
all severity !evel(s). For more information on generating reports, please see Creating Reports and Tem­
plates. 
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WhiteHat Security Index (WSI) Report 

Methods 

Understanding and Using the WSI Report 

Sample wsr Report 

The WhiteHat Security Index (WS I) indicates the overall security profile ofa given site. This value will change 
as changes are made to the site, vulnerabilities found or remediated, or other factors the security index is 
based on change for a given site. (The WS I can be calrulated only for dynamic sites, not for static applic­
ations,) The WSI provides: 

• A single numerical metric that usefully measures a single asset's security 
• An overall evaluation of the security of an asset for engineering managers and exea.itives 
• Guidance for the security team in determining which vulnerabilities are most critical 
• A simple, transparent metric 
• An understanding of the asset's security in relation to the relevant industry and to our global set of dients 
• Sufficient granularity that moderate changes by the client will be reflected in the index 
• Sufficient stability to ensure that small, short-lived changes do not result in large changes in the score 
• Easy dimensional modeling and analysis 
• Real-time display 

The WhiteHat Security Index (WSI) is designed to encourage clients to act in ways that increase security, and 
to discourage dangerous behaviors and policies, to safeguard the index from deliberate manipulation {"gam­
ing the system"), and to encourage engagement with WhiteHat Security to improve web application security. 

Running the WhiteHat Security Index Report 

The WSl Report can be run as a PDF or a CSV report; for more information on generating this report, please 
see Creating Reports and Templates. 

Methods 

The WhiteHat Security Index is based on measuring multiple factors over time. By including the current state 
and history for each factor, we can evaluate the probability that significant new vulnerabilities will be dis­
covered and remediated appropriately: Additionally, tracking 1he past performance of an asset helps keep the 
index value stable when new vulnerabilities are detected-so that major releases may introduce new vul­
nerabilities without causing a drastic change in the model, but failure to remedlate those vulnerabilities over 
time will be reflected by a decrease in the index. 

The WhiteHat Security Index is designed to reward serurity-conscious behavior; the weight given to a vul­
nerability is based in parton how long it has been exposed, as well as on its rating, and the Index rewards clos­
ing vulnerabilities. 
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Each factor that contributes to the Security Index is calculated using sophisticated statistical analysis, and 
measures are included to prevent gaming the system. 

Factors considered in the Security lndex include: 

• Service Duration: How long has a site been under Sentinel service? 
• Vulnerability History: What is the site's history of opened and closed vulnerabilities? 
• Missing Authentication: Does the site have the necessary authentications? 
• Scan Frequency: What is the frequency with which a site is scanned, and what resources are allocated 

for scanning? 
• PC I Compliance: Is 1he site PC ICompliant? 
• Window of Exposure: What is the historical window of exposure for this site? 
., Site Complexity: How complex is this site? 
• Omitted Vulnerability Classes: What vulnerability classes are not currently being scanned for this site? 

Service Duration 

Service Duration reflects the length of time that a site has been under contract as of the date of evaluation. 
Service Duration is important the longer we have had the slot under contract the more detail we have col­

lected about it, and the more effective testing is: Service Duration for a slot is compared to the Service Dur­
ation across all slots and dients at the same service level (BE, SE, PE, etc.). 

Vulnerability History 

Vulnerability History consists of the number of vulnerabilities that are open vs. the number that have been 
closed as of the date of the evaluation. By including closed vulnerabilities as mitigating factors in this metric, 
we reward people who are dosing vulnerabilities reliably. Closing vulnerabilities is a better indication of secur~ 
ity than not having discovered vulnerabilities in the first place because it demonstrates an active security 
stance that involves seeking out and remediating vulnerabilities. 

The longer a vulnerability is open, the negatively it will affect the WS I; the more promptly a vulnerability is 
closed, the greater the reward is for closing it. Additionally, vulnerabilities are weighted based on how com­
mon they are and on the threat and severity associated with the vulnerability. 

Missing Authentication 

Slots that need authentication and do not have properly configured login handlers are evaluated as being less 
secure because sections of that site are not being scanned. If the client has not indicated that login handlers 
are unnecessary, and the service level for the slot is PE or SE, it is assumed that login handlers are required. 
(BE slots are presumed not to need login handlers unless they are configured to require one.) The Missing 
Authentication measure assumes the worst- it defaults to the assumption that the site has a large number of 
open vulns, because there is no way for WhiteHat to confirm that they do not 
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Scan Frequency 

Scan frequency looks at the number of scans completed each week. The more regularly a site is scanned, the 
more likely vulnerabilities are to be detected before they can be exploited. When scans are performed fre­
quently, even minor changes are reviewed in a timely way. Scan frequency also evaluates whether there are 
sufficient resources allocated to scanning to allow scans to complete reliably. 

PCI Compliance 

PCl compliance is a measure of the historical PCI compliance for a given slot as of the date of evaluation. PCI 
compliance is largely based on vulnerabllity category; however, it is also affected by threat and severity val­
ues. The service level for a site may limit the nature and type of vulnerabilities that can be detected on a site; a 
PE site that is non-compliant might be evaluated as being "compliant'' if it were eva!uated at the BE service 
level. Therefore, values for slots with lower service levels will be adjusted to account for the vulnerabilities that 
may not be discovered at this level. 

Window of Exposure 

Window of Exposure is a measure of the number of days out of the last 30 days that the site was exposed to a 
particular vulnerability. Again, a weighting factor is used to adjust for the inconsistencies that may result from 
differing service levels, and the Window of Exposure is tracked over 180 days - not just the number of days 
out of 30 count- in order to monitor a pattern of behavior, rather than only the events of the past month. 

Site Complexity 

Larger and more complicated sites have a larger surface vulnerable to attack, and are therefore intrinsically 
less secure; Site Complexity uses the number ofform elements and the number of POST/PUT requests on 
the site as a rough measure of the attack surface. The size of the site can be estimated based on the number 
of GET requests made during scanning. 

Omitted Vulnerability Classes 

Clients can disable the scanning for Predictable Resource Location vulnerabilities; therefore, the index cor­
rects for this by including the effect that could be associated with those vulnerabilities. That is, since scanning 
for the vulnerability is disabled, the index treats the site as if it were in fact untrustworthy, estimating the num­
ber of predictable resource location vulnerabilities to be high. 

Using the WhiteHat Security Index 

Monitoring Your Security Status 

The WSI can be used to monitor the security status of assets. Specifically, you can use the WSI to: 

• Identify areas of security risk 
• Provide guidance on what vulnerabilities to fix 
• Compare security status of sites in an organization 
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" Determine how you are doing relative to global and industry verticals by comparing percentile ratings 
• Monitor trends in security status ofassets and effectively manage application security program 

Improving your WhiteHat Security Index Score 

Your WSI report recommends a setofactions that site owners can take to improve asset sea..irity. This 

includes an ordered list of top vulnerabilities that need to be fixed to improve the score, along with con­
figuration-related recommendations such as increasing scan frequency, providing a scan schedule, or provid­

ing missing credentials. 

Prerequisites for a WhiteHat Security Index Score 

There are a few prerequisites for the WSI score to be available. 

• The site must have had at least three completed scans. This allows the scanner to be fully trained on the 
site. 

.. The site must have been being scanned over at least 30 days following the third completed scan, to 
provide sufficient history to allow the weighting factors to be calculated and to allow some of the model 
parameters to be pr[med . 

• WSI is available on PE, SE, and BE service levels only. 
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Security Audit Report 

The Security Audit report provides an overview of open vulnerabilities discovered in the assessment, includ­
ing summaries, metrics, and condusions. For those customers using both Sentinel and Sentinel Source, this 
report will cover both dynamic and static test results. For more detailed findings, please see ~vulnerability 
Details Report-Applications" and "Vulnerability Details Report-Sites." 

Note that you can choose whether to include or refrain from including a count of the vulnerabilities. 

For more information on generating reports, please see Creating Reports and Templates. 
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PCI Compliance Report 

The PCI Compliance Report declares the compliance state ofthe selected site(s) as defined in PC I DSS 3. 0 
Requirements 6.5.1 ~ 6.5.11. 

This report is extremely useful for those cases when it is necessary or useful for you to demonstrate that a site 
is PCl-compliant. 

For more information on generating reports, please see Creating Reports and Templates. 
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The Attack Vector Detail Report 

The Attack Vector Detail Report contains up to five specific attack vectors for every vulnerability instance 
found on the websites selected for this report. (Note that attack vectors are not reported for code scanned 
using Sentinel Source (static assessment).) In addition to the location and time the vulnerability was dis­
covered, the attack vector details indude a breakdown of the exact request sent so that developers may eas­
ily replicate the problem. This report is mostlikely to be of interest to developers engaged in remediating a 
specific vulnerability. 

The Attack Vector Detail Report - Options 

For the Attack Vector Detail Report, you can select specific assets or groups and vulnerability classes you are 
interested in, filter by date, specify whether you want to see Open, Closed, or Both ( ail) vulnerabilities, specify 
the severity level to include, and determine whether you want to limit the attack vectors, show the CVSS 
scores, or show the response body in the report; you can also choose to generate the report as a pdf or as a 
csv file. For more information on Qenerating reports, please see Creating Reports and Tern plates. 
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Attack Vector Detail Report 
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The Attack Vector Detail Report - Selection by Groups 

You can also select sites based on groups. 

Reports 

Attack Vector PctaU ltep«t 

uo~~t--.m"P.t.eein~~,---- ·----
_,;..,... .....~---·-~ 

"' 

When you have made your selections and clicked on "Generate Report," the report will return to you as a pelf 
file. 

For each vulnerability class induded in the report, you will first see the description and solution for the vul­
nerability, and then the details of the attack vectors. 
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Vulnerability Details Report - Site 

The Vuln Detail Report groups findings by category for each website selected for the report. Each chapter of 
the report gives a full description of the vulnerability class and the appropriate remediation instructions, fol­
lowed by a list of the specific instances of that vulnerability on each site. This is an excellent report for helping 
developers remediate vulnerabilities, or providing an in-depth understanding of the speclfic vulnerabilities 
found for a particular asset. 

For the Vulnerability Detail Report, you can select specific assets and specify: 

• Whether you wantto see Open, Closed, or Both (all} vulnerabilities. 
• Which vulnerability classes you want to include in the detail report. 
• The date range for the report. 
.. Which severity levels should be included in the report. 
• Whether or not Attack Vectors should be shown. 
• Whether or not the CVSS Score should be shown. 

You can select what is to be included in the report by individual site or by group. 

For more information on generating reports, please see Creating Reports and Templates. 
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Vulnerability Details Report ~ Applications 

The Vuln Detail Report groups findings by category for each application selected for the report. Each chapter 
of the report gives a full description of the vulnerability class and the appropriate remediation instructions, fol­

lowed by a list of the specific instances of that vulnerability found in the application. This is an excellent report 
for helping developers remediate vulnerabilities, or providing an in-depth understanding of the specific vul­
nerabilities found for a particular asset 

For the Vulnerability Detail Report, you can select specific assets and specify: 

.. Whether you want to see Open, Closed, or Both ( alQ vulnerabifities 
• Which vulnerability classes you want to include in the detail report 
• The date range for the report 
• Which severity levels should be included in the report 

For more information on generating reports, please see Creating Reports and Templates. 

Reports 
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Click on Generate Report, and you will see the pdf ·of the Vulnerability Detail Report. 
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Scan Status Report 

The Scan Status Report will generate a csv file showing the scan status of all reports for which you have per­
missions. This report will include the asset information, service level, and scan status. 

For more information, please see Creating Reports and Templates. 
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Asset Permission Report 

The Asset Permission Report creates a csv report showing the permissions for all the assets for which you 

have permissions. 

Asset permission will include the asset type, url, name, and the email and first and last name of users who 
have access to that asset 

For more information on creating reports, please see Creating Reports and Tern plates. 
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Asset Group Mapping Report 

The Asset Group Mapping Report wm include the asset type, url, name, and the names of the group(s) to 
which that asset belongs for all assets for whfch you have permissions. The asset's groups will be included in 
a single cell, separated by the pipe mark ("I"). 

For more information on generating reports, please see Creating Reports and Templates. 
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WhiteHat Sentinel Onboarding Processes 
WhiteHat's Customer Success unit will work with you to get your Sentinel services up and running as quickly 
as possible, so that your web assets are being properly scanned and you are receiving accurate security 
informatlon. The WhiteHat Sentinel Onboarding Processes document will outline how the onboarding process 
wit: work, and what you can do to expedite it. 

Additional information about onboarding and about making the best use of Sentinel and Sentinel Source is 
available in our Customer Success Center; login information for the Customer Success Center will be sent to 
you in e-mail on your contract start date. The Customer Success Center provides ready access to the cus­
tomer success team, to your tickets, to Q&A information, and to downloadable reference and training material 
(inducting all user guides). 

You wm receive several emails from the WhiteHat Service Deployment Team on your contract start date­
one providing you with your Sentinel interface login information, one providing your Customer Suc.cess 
Center login inforrration, and one asking to schedule an introductory cal!. For that call, we will be asking you 
for the following information: 

For Sentinel Source (SAST) Services 
• Source Code Repository and type(s) (e,g. SVN, CVS, Perforce) or Source Code Archive 
• URl(s) of the repositories or archives and any associated code bases 
• Read-only credentials or certificate information 

For Sentinel (DAST) Services 
• Web application hostname(s) and any associated host names 
• Web application credentials (two sets; one primary and backup set with the highest available level of 

access, and one primary and backup set wi1h a standard level ofaccess) 
• Weekly assessment schedule( s) ( continuous, evenings and weekends, or specified days and times) 

For Sentinel Mobile Services 
• A!I project files for your mobile application(s), both source code and build files 
• Two sets of credentials 

The better prepared you can be at the beginning of the onboardlng process, the more quickly the Wh1teHat 
team can get your scan services running in a continuous mode. 

For more detail, please see 

• Onboarding Sentinel Source (Static) Services 
• Onboarding Sentinel (Dynamic} Services 
• Onboarding Sentinel Mobile SeNices 
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nboarding Sentinel Source (Static) 
Services 

Required Information 
For onboarding your static analysis services, we need to know the type of Source Code Repository you're 
using (if any), the URls of the repositories/code bases or binaries we will be assessing, appropriate cre­
dentials, and the assessment schedule you want to use. 

Source Code Repository Type(s) 

We'll need to know what type of repository houses the application code you want us to assess, so that we can 
provision the correct connector for that repository within the satellite appliance you'll need to instatl prior to 
beginning an assessment. Information on the types of repositories we currently support is available in the 
Adding aCode Base section of the Managing Your Applications user guide. 

URl(s) of the Repositories and Associated Code Bases 

You can add code bases that are part of the application to the scope of the Source scan. Doing this ensures a 
complete scan of the application's source code. 

NOTE: Please ask your developers if there are any dependencies not declared within the application source 
code. Ifthere are, please add these as additional code bases associated to the applic- ation within the 
Sentinel UL This will ensure 'that our scanning engine can thoroughly test all source code related to the applic­

ation. 

Read-Only Credentials 

You'll need to provide us with read-only credentials (if any) to the repositories on which your application 
resides. This allows our source code scanning engine to automatically log into the repository at the beginning 

of each schedule scan window. 

Assessment Schedule 

You can schedule scans ofyour source code on an as-needed basis. We recommend scheduling scan win­
dows regularly to ensure a current view of your application's security status. 

• Scan Now-Scans source code only once to completion 
• Daily- Scans source code once per day to completion 
• Weekly- Scans source code once per week to completion 
• Never Scan (Default)-- Your source code will not be scanned until you edit the scan schedule to allow 

scanning 

{NOTE: until you set a scan schedule, the assessment schedule will be set to the "Never Scan" default 
va!ue · 
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Service Delivery Timeline and Setup 

Source Appliance Download and Installation (1 Business Day) 

. The Source VM not only houses our Source scanning engine, but also creates a secure SSH tunnel from our 
servers to yours that allows us to verify potentially vulnerable code snippets. These snippets are the only 
pieces of your source code that will be passed via this secure connection to our TRC engineers. 

Follow the steps outlined in the Source Appliance guide, attached to your welcome email, to download and 
set up the VM Appliance within your network. NOTE: We recommend having someone who has experience 
with ESX servers available for the setup process. 

Once you've installed the VM, we will verify the connection to your intended repositories is successful. 

Adding Applications and Code Bases 

Since code checkout is done remotely via automation, Sentinel does not support browsing from a repository 
root, project listing, or web directory. If your application requires multiple repository projects to build, please 
add each project as a separate codebase. Remember that adding codebases that do not make up a single 
build may result in build errors that prevent the scan from rompleting. 

If your version control technology is not supported or if your application's build requires dependencies that are 
not available from a reposltory accesslbl by the satellite appliance, you may use a "mock codebase" to provide 
additional code to be used in the scan via a gzipped tarball. In addition, you may set an application up to have 
its binary files scanned, rather than its code. 

For more information o, adding applications and code bases, please see the user guide Managing Your 
Appl icatlons, found on the Customer Portal under the Documentation and Tools tab. 

Contact your customer service agent to discus alternate methods of tarbaU delivery. 

Vulnerability Verification (Ongoing) 

Any time Sentinel finds a vulnerability during a scheduled scan, it sends the potentially vulnerable code snip­
pet to our TRC engineers. Our engineers then verify that the vulnerabHity is true and actionable before post­
ing it. 

Initial Assessment Complete (1-2 Weeks for initial 
assessment) 

When the first full scan has compl,eted successfully and all verified vulnerabilities have been reported to you, 
we recommend scheduling a Vulnerability Review call where our TRC engineers can discuss and explain vul-
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ppon Levels 

STANDARD 

Standard Support is included with ail WhiteHat Sent:nei subscriptidns. It prov:des multiple contact options, 

such as access to cur secure Customer Success Center, ema11 access, or via a din,ct phone m.:mbe~. 

Customer support hours are 

12;00 AM - 7:00 PM PST, Monday through Friday, excluding holidays. 

*" ' ll6iiMllild 

GOLD 

The Go\d Support is designed for enterprise ct.:stomers wno require ahighly personalized, proact~Je support relationship. Atigning 

peopie, processes and technoiogy to achieve operatronal readiness is a key goa: of this program. Go1d support includes 
:megrating tecnr:oiogjtWlth organizatiorca! processes, website deployment, change management, and support esca:a:ion to 
reach and remain at a state of cperatlcnal readiness. To meet these objectives, Go:d Svpport includes: 

• A'1 assigned CustomerSuccess Mar,ager (CSM) 
• Priority respohse times and seivice level agreements (SL.As) 

• Regularly scheduled meetings wfth your CSM to ensure ocerational efficiency 

• Quarterly Business Reviews designed to max:m1ze the va!ue of your purchase 
• Custom vulnerability exp'o,t and remed:auon review 

Customer Success Manager Custom Vulnerabifity Exploit and 

Your assigned Customer Success Marager (CSM) is a highty skilled securr:y Remediation f,eview 

professional who faciHtates support requirements and escalates resolution requests WhiteHat Security wfi I work with your 
to ensc:re that your issues are resolved quickly. Eased on monch!y business re,~ews, developers to dassify and understand the 

the (SM wiii manage your service requirements. including the review ofopen root causes and weaknesses of the discov.ered 

vulnerabilities and the management of each case to ensure pro;:ier dosure. Each website vulnerabilities. Our security engineers 

CSM serves as a cross-functional, cress-company advocate, .who guid~s your , are available to talk to your dev~lopers, provide 
organization in best pracr::ces and enables you to make rapid progress to a!lgn yqur a proof of concept, and help tt,em understand 
security prograryi with your business goals. The CSM coordinates S\Jpport services the best remedlation options available and how 
and collaboration between WhlteHat Security, your web applJcation business other web technology leaders are addressing 
owners, developers, and security teams. t'\ese issues. 



•• 
• • 

WHITEHAT SENTINEL CUSTOMER SUPPORT I DATASHEET 

~· .f·~acinur11 Support Is idea! for commcrcia!, g~ver~merr:. enterprise, or giobal organizations utilizing the W'.~reHat Sentinel family 
re::··!,: .,;:-o·r0 ,ri_:1uctS to deploy a compreher.stve appucat:on secun:y program across the software development litecycle, and for 
j;i'i/..} ·•organ1iati~r.s having stakeholders across muttiple divisions or courtrjes. . · 
1~·:·'_,:·,- <. .,- > '--~ , J 

t;:1:-,.::·;'.: :_:Pia'tir.um Suppori:'-wcvides the highest level of a personalized support relationship With WhiteHat Security 
f'i::'?::·.-.i~y'br9Yiciing both a'i:s:1,-1stomer Success Manager (CSM) ard giving you dlrect access to sentor Threat Researc, Center (TRC) 
f~~ /:'\; :ii::setG'rity ·engineers. P\~tl;,um !eve! support also Includes an annual on.site strategic process review. Platinum Support includes: 
><·,:,::..::,,/<,<~---, ·_ < \r: .· .:/\::;:,.;:;i}uai onsite strate&ic process review 

~y,}/;/;:.}~1ittri~~;~:r::~;~.:::::~ engir,eers

{<, ,/ '_::; j:h:;i~gM~d Customer Success Manager (CSM} 
i;:::/·::i;}<•''_fr;~;;iyy~~pop.;~ tjrnes ~vd service level agreements (SLAJ

f;°' .. '\:;°:? cµ5.~~0:'~{~Jnera_~;j;o/ expioit and remediation revlew

f.. . ~:•:•/.,l4f7;~6_5;~c~es~ t9,:tl:l1:! Customer Success Center 
rt/:, .· ·. /I::,v/!;)ite!:;l;,t?e0tif1el)nterface training 

:::)ZJill~ltt:~1.k '""" R,v;e,,

f ::~ t:,(f;\;i~t~~;/;:c:;;Ji111 provide a senior security engineer to s;,end 

·. •, .'. '. ~X':th(~~'cia~s·t·ns1te~t•yo~r facility to help y::iur team develop arcd 

;X :·• >~:e'ie2Jt~ str'iit~g:c.;_;ebsite risk management plans tailored to 

', . ':,'f ./ · /yo•u/sp6d!i~ bu~iness·environment. During an annual review, for 
>,;~< ·:· ·:e~~;;.;'.q!e;~frat~~iJs can be develcped that enable differe1t business 
~' . ,, • ;i.'/ :St~fih{,ioe/s -: :ndudir,g rlsk management and compliar.ce, product . , • . . • .. . ,. :·,,.: '. ",".'·:- g,anag~ment a;:id software developinent teams - to share ideas withtl, }cf1f!1~t:t;:',:,:::~':':::,::::~::"' foe web secuct.y 
' '. .::::\·-~ >·. :..,. :'_::'~~--•"'; ... . -
~ .: · . , /'.{: ~ ;;.~,.'?"tetscam?~~; data discovered during the ongoing Sentinel 
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J ,<: ·S\Re§;fts :i;h ,re~ediation statistics and metrics.t -i <-~ '. tviitigati(;m techn:ques and security bes: practices. 
. ---;':-: :; ·;o:1erview of the current web security landscape and how it affects 

., ' •· ' y~ur org~nization 
··,'.·:..-' . ;, 

,•:•"' '' .. 

•' 

• 
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Direct Access to Senior Security Engineers 

vVhiteHat provides you direct access by phone and ernaU 
to senior security engi,neers. WhlteHat will res.pond to 
your. requests for assistance within two b1Jsiness hours en 
Mondays th'cugh Fridays from 5:00AM and 7;00 PM PST,' 
exd!-Jding WhiteHat holidays. 

Platinum Support includes: 

Quarterly Vulnerability ,Review 

Once per quarter, Whi,eHat conducts a detailed review of 
high risk velnerablHcfes discovered. The objective Is to help 
your ::irganization streamline :he remediation process. 
During this review, a Whi:eHat see:urity engfneer wm giVe live 
demonstrations cf the vulnerabilities, to show how high-risk 
vu!ner2b:Hties Gm threaten your business. By c:ear1y 
understanding how each vu,nerablltty can be exploited and 
understanding the rlsk associated with each vulnerability, 
you will be able to prioritize. manage, and mitigate your 
website risk more effectively. · 

:1 i 

http:compliar.ce
http:Pia'tir.um
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nerabilities. This call illdudes a breakdown of each reported vulnerability dass and their threat to your applic­
ation's security using some of your vulnerabilities as examples. 

We encourage you and your security and development teams to request Vulnerability Reviews for specific vul­
nerabilities any time during your subscription term. 
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Onboarding Sentinel (Dynamic) Services 

Required Information 

Web Application Hostname{s) and Associated Host Names 

The application hostname establishes the boundaries of the Sentinel assessment. Sentinel will only assess 

content that is specified by the hostname. 

Associated hostnames are those that are considered part of the same application where content is either 

accessible from a single login entry or without authentication. These hostnames can be added to the assess­

ment scope under the same license, and wil! allow the assessment to encompass the entirety of the web 

application. For example: 

• Hostname: www.site.com 
.. Associated hostnames: secure.site.com, www.contact.site.com 

NDTE: associated hostnames are critical to ensure full testing ofa site that may have multiple site URls that 

do notdirectly link to one another, as in the examples given above. As long as the content is accessible 

with a single login entry (or with no authentication at all) and using a single session ID, it can be 

included as part of the same application. If a new login or an additional session ID is required, it is 

considered to be a separate application for purposes of licensing and assessment. 

Credentials 

Though credentials are not required for your application assessments to begin, they're important to ensure 
we're able to access and test all functionality, specifically for sites that contain authenticated content Pfease 

provide two sets of credentials with acx;ess to most or all functionality. One account serves as the primary 

account for automated testing, while the second account serves as a backup in case the primary account 

becomes invalid. For PE licenses, two additional test accounts for each user level are needed for business 

logic testing. 

Example: 

• Two administrator accounts 
• Two expert orspecial user accounts 
.. Two standard user accounts 

This allows us to perform both horizontal and vertical privilege testing across the various user roles of the 

application. For example: 

• Can Imani see Dar's account profile data? 
.. Can a non-administrative user escalate their privileges to an administrative account? 
• Can Shashi rotate through user accounts and perform transactions as another user? 
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Assessment Schedule 

The assessment schedule is the recurring weekly date and time range where Sentinel is allowed to actively 
test your application. Sentinel saves its progress between scheduled windows, so if a scan is unable to com­
plete before the scan window concludes, it can pick up where it left off at the beginning of the next scan win­
dow. 

You can set your weekly schedule within the Sentinel interface, and there are several scheduling options 
available. 

Continuous (highly recommended): Assessments run 24x7 

Nights & Weekends (recommended): Weekdays from 8pm to 6am (based on the time zone you select), and 
24 hours a day on weekends 

Custom Schedule: You can choose to create a custom assessment schedule based on days of the week and 
hours of each day. lf this option is chosen, please ensure at least 40 hours ofsean time per week 

CALENDAR RISK MITIGATION TIP: IF YOUR SITES ARE HOSTED BY A THIRD PARTY, NOTIFY 
THEM AHEAD OF TIME REGARDING WHlTEHAT IP RANGES AND YOUR PREFERRED SCAN 
SCHEDULE. 

AU WhiteHat scans or manual work will come from one of our IP addresses or JP address ranges: 

WhiteHat·IP Ranges 
Scanning for Production Sites 

• 63.128.163.0/27 
• 6 3 . 12 8 . 163 . 3 3 

Satellite Testing 

us 
• 6 3-. 12 8 . 16 3 . 8 .- Port 5050 
• 63. 12 s· .163. 8 -Port6511 

Elt 
... 52.28:18'8.156. .. 

··• .54.93.186.149 

Manual Testing 

Santa Clara 

.. • 12.248.108.ZOi 
.·12.33.-220.130' 
• 6 7 . 2 0 7 ·. 113 . 2. 2 6 

Houston· 

• 3_ 8 . 12 2 . 74 , : 8 
• 6 4 . 2 44 .. l 6S . 6 · 

Belfast 

•.194.·46.·J.29.108 
• 8 2 . 6 8 .· 8 2 . 33 . 
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Service Delivery Timeline and Setup 

Initial URL Crawl (1-3 Weeks) 

Once URls and site credentials (if applicable) are received and a scan schedule has been entered, our TRC 
engineers create a customized login sequence that teaches Sentinel to assess authenticated portions of the 
web application. Sentinel will then begin crawling (also called "spidering") your application. Completion time 
for the initial crawl varies depending on'the number and size of pages within the application. During the initial 
crawl, only GET requests are tested. For sites under an SE or PE license, all POST request functionality is 
sent to a TRC engineer for custom test configuration. Sites under a BE license wm always be tested using 
only GET requests. 

Custom Test Configuration (PE and SE only) (1-10 Business 
Days/Ongoing) 

As Sentinel crawls your application, it alerts our Threat Research Center (TRC) ofanyforms your application 
contains, so an engineer can make custom test configurations that both allow Sentinel to safely test each 
form and permit the Sentinel scan to spider pages that lay behind each form, We refer to this step as "form 
training." lf your application contains several layers of forms, it may take several passes by Sentinel and sev­
eral rounds of form training to reach all pages within the application. 

During this step, the TRC engineer may also enable URL rules for any template pages contained in your 
application. These rules instruct Sentinel to test a sample number of pages for each template used, which 
allows each Sentinel scan to complete more quickly while remaining thorough. As an example, an auction slte 
that contains mlllions of products and is constantly adding additional products may use a common template. 
Instead of attempting to assess each individual produd page, we will create a URl rule to assess only a sub­

set ofthem. This reduces scan completion time without sacrificing quality. 

Any time Sentinel discovers new forms or templates during your subscription term, a TRC engineer will 
recommence this phase. To ensure the safety and quality of the assessment, if anything unexpected is dis­
covered, we will reach out to you before making configurations or implementing changes. 

Review of Site Coverage 

Near the end of the custom test configuration phase, TRC engineers will examine all links discovered by 
Sentinel. If there are pages known to ex:st that are missing from our scan coverage, an engineer will add 
them to our testing scope as entry points. Directories or files that are not directly accessible from a link con­
nected to the web apptication are common examples ofpages that may need to be added as entry points . 

You can expedite this phase by reviewing the pages found and tested by Sentinel within your Sentinel Inter­
face and notifying us if sections ofyour application are missing. 
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Vulnerability Verification 

Any time Sentinel finds a vulnerability, it flags the page and attack vector and sends a notification to our TR C 
engineers. Our engineers then verify by hand that the vulnerability is true and actionable before posting it 

VuinerabUities are grouped by the URL on which they are discovered, and then into the various vulnerability 
classes found within the Web Application Security Consortium V2 (WASC v2). The various methods to 
exploit discovered vulnerabilities are categorized by vulnerability parameters known as "attack vectors". 

Business Logic Assessment (5· Business 
Days/Ongoing) 

lf you've purchased PE Service, ourTRC engineers will assess your application for vulnerabilities in its busi­
ness logic. This testing is done by hand and begins during the Custom Test Configuration phase (see above). 

Initial Assessment Complete 

The initial assessment is understood to be complete when the phases detailed above have been completed. 

At this point, we recommend scheduling a Vulnerability Review call where our TRC engineers can discuss 
and explain vulnerabilities. This call includes a detailed breakdown of each vulnerability, as well as a live 
demonstration of the vulnerabilities discovered, and is a great opportunity to involve other members of your 
security and development teams. 

We encourage you to request a Vulnerability Review any time during your subscription term. 
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Onboarding Sentinel Mobile Services 

Required Information 
., Project Files for your Mobile Application(s) 

• Source Code 
., Build Files 

Our TRC engineers will need your application's projectfiles, including source code and build files. You can 
upload these files to the SFTP account we create for you. 

Our Mobile Assessment Team securely downloads these files to conduct the assessment, and deletes them 
permanently when the assessment is complete. 

Service Delivery Timeline and Setup 

SFTP Account Setup (1 Business Day) 

Our Service Deployment Team will create an account for your team on our SFTP server and provide you with 
access details. This is where you'll need to upload your appllcation's project files. 

Assessment (10-15 Business Days) 

During this time, TRC engineers will be assessing your mobile application for vulnerabilities. 
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Optin7lzing you~ use of \NhiteHat Sentinel 
wlth fast reliable support 

WhiteHat empowers you to protect criticai data, ensure compliance, 
reduce risk and accelerate the deployment of secure applications 
and websites. By providing acorate, cornprehensve, and risk-based 
apoHcation security assessments as a softwa~e•as-a-service, we 
deliver the vis:b!iity, flexlbHi:y, and guidance that organizations need 
to prevent weo attacks. 

WhiteHat Support services ensure that you are eff2ctiveiy leveraging 
all the web apdi::2tton security information that WhiteHat Sentinel 
delivers. With over 40,000 web applications under management, 
many in the Fortune 500 conpanies, WhiteHat's custorr:er support 
team has superior technical experience in app:ication security, 
delivering the resources you need to reduce risk, and improve 
security processes. 

WhiteHat Secur:D/s highly trained securitiJ teams provide enterprise­
class software security supporr Our eng reers know web servers, 
web applications, and web application softwa~e development, 
includhg hands-or. experience with leading software development 
frameworks, design patterns, and iMplementation practices, as they 
relate to security. There are three levels of support available ta 
Sentinel customers: Standard, Gold, and Platinum. 



1lfP.ENQ!X\itot;6Najq 
SERVICE DESCRlPTION 

Subject to the terms of the Contract and any Service Order ( as defined below), VlhiteHat will provide VCU the 
Services, Support and/or Training pursuant to the terms of this Appendix. 

1. DEFINITIONS 

1.1 "API" means a web service that is accessed via a URL; and is described using the web services 
description language (WSDL) (limited to simple object access protocol (SOAP) or hypertext transfer 

· protocol (HTTP)} or arepresentational state transfer (RESTful) API (limited to HTTP). 

1.2 "Application» or''Applications" means individually or collectively, a (i) Web Application, (ii) Source 
Application and (iii} Mobile Application, each as defined in this Section 1. 

1.3 "AvailableN means that White Hat customers are able to log on to the WhiteHat Sentinel website as 
measured at http://stat,:;,pjngdom.com/86tjSdhOuwri1/113541 and/or · 
httnJ.L.s.tittc;.ningdom.comL86!j5d,hOuwp4/166 7 403. as applicable. 

' ' 

·1.4 aqaim~ means any third party claim that the Services or the Training. when used in accordance with 
this Contract, infringe any United States patent, copyright or trademark of a third party. 

1.5 "Customer# means VCU and any {i) public body, (iif public or private health or educational institution or 
(ii:i) lead-issuing im,titution's affiliated foundations, base<l in the Commonwealth ofVirginia, may access 
any resulting comract(s) if authorized by the Contractor. 

1.6 "Customer Support Web Portal" means WhiteHat's web portal for customer support. 

1.7 "Documentation" means any online information, product descriptions, technical specifications, 
manuals and materials made available to the Customer, relating to the use of the Services. 

1.8 ''Double-Extra Large Source Application" means a Source Application that is less than (i) 200MB in 
Uncompressed Source File Size or (ii) five million (5,000,000) Lines of Code. 

1.9 "Environment" means the environment (for example, development, staging or production] in which a 
particular Source Application is housed when scanned by the Services. 

1.10 "Extra-Large Source Application" means a Source Application that is less than (i) 120MB in 
Uncompressed Source File Size or (ii) three million (3,000,000) Lines of Code. 

1.11 "Extra-Small Source Application" means a Source Application that is less than (i) 4MB in 
Uncompressed Source File Size or (ii) one hundred tht?usand (100,000) Lines of Code. 

1.12 "Large Source Application" means a Source Application that is less than (iJ 60MB in Uncompressed 
Source File Size or (ii) one million five hundred thousand (1,500,000) Lines of Code. 

1.13 "Lines of Code" means the lines of Customer's source code containing any characters ( excluding 
comments and white spaces), as measured by WhiteHat based on the average of up to the last twenty 
(20) scans of such Source Application by the Services. 

1.14 "Medium Source Application" means a Source Application that ls less than (i) 20MB in Uncompressed 
Source File Size or (ii) five hundred thousand (500,000) Lines of Code. 

1.15 "M;bile Application" means an application that c;:an run on one platform, either IciS or Android 
Platform, and can be written in either Objective-C for IOS,Java for Android, orin 
HTML/CSS/Javascript . 

1.16 HOperation" means a discrete function accessed via a combination of its APJ's base URL, the 
Operation's name, and a request payload. · 

1.17 "Reports" means data reports that contain the results of the tests performed by the Services. 

http://stat,:;,pjngdom.com/86tjSdhOuwri:4/113541


1.18 "Services" means the application and API security testing services (including (i) the associated 
sofuvare and (ii) access to WhiteHat's hosted software application) for the Applications and/or APis 
as desclihed on an applicable Service Order. 

1.19 "Small Source Application" means a Source Application that is less than (i) 10Mj3 in Uncompressed 
Source File Size or (ii) two hundred fifty thousand (250,000) Lines of Code. 

1.20 "Service Order" means any (i) duly executed service order, {il) duly executed :Statement of work, (iii) 
duly executed order form or (iv) Y.lhiteHat quote v.'ith corresponding purchase order incorporating a 
reference to the WhiteHat quote number, provided for the purpose of acquiring the Services and/or 
the Training and that incorporates the Contract by reference, and contains a description of the 
Services and/or Training ordered by Customer and the applicable Fees and term of the Service 
Order. 

1.21 "Services" means the application and APl security testing services (including (i) the associated 
soft\vare and [ii) access to WhiteHat' s hosted software application) for the Applications and/or APIs 
as described on an applicable Service Order. 

1.22 "Source Application" means the smallest single unit ofsource code in a single Environment that can 
run independently on aserver or mobile device, the code base of which does not change more than 
20% between Service scans. 

1.23 "Training~ means any computer-based training or onsite trainin15 provided by WhiteHat 

1.24 "Training Materials" means any training materials and handouts provided to Customer as part of the 
Training, including, but not limited to, documents, data, drawings, models, code, applications and 
reports, and associated soft\,vare and materials, including any modifications or improvements 
thereof. Training Materials may include third party materials licensed to WhiteHat. 

1.25 "Uncompressed Source File Siztt means the size of the source code contained in a Source Application 
in megabytes (MB) as measured by WhiteHat based on the average ofup to the last tl.venty (20) scans 
of such Source Application by the Services. 

1.26 "Vileb Application" means an application that consists ofa group ofrelated hostnames and one set of 
user login credentials. 

2. UCENSE 

During the Term and subject to the terms and conditions of this Contract, VVhiteHat shall provide to Customer 
a limited, non-exclusive, non-transferable license to use and access the {i) Services for the number of 
Applications and/or APl Operations set forth in a Service Order, (ii) the Training, and (iii) the associated 
Documentation and Training Materials, subject to any additional terms and conditions required by any third 
party providers, as described in a Servlce Order. Such license grant for any software associated with the 
Services that must be downloaded by Customer shall include the right to make one copy for internal use in 
accordance with the Documentation, and such license grant for the Training Materials is provided solely for 
Customer's internal use to further expand and improve the knowledge base of its employees who have a need 
to know such information, and expressly prohibits use of the Training Materials for production or commercial 
purposes. Unless otherwise specified in a Service Or~er, the terms of this Contract ½ill govern the Service 
Order. Thts Contract shall take precedence over any. other agreements, contracts or general terms that 
Customer may have entered !nto with a Reseller ilS it relates to the Services and/or Training only. A Service 
Order is an integral part of this Contract and is fully incorporated herein.. 

3. STANDARD SUPPORT 

The following terms describe WhiteHat's standard support offering. Additional support and service level 
agreements may be procured· by Customer as described in a Service Order, 

3.1 Customer Support, Customer may contact WhiteHat customer support using WhiteHat's Customer 
Support Web Portal, which will be made available to Customer during the onboarding process. From the 
Customer Support Web Portal, Customer will have the ability to log and ~ack all of its senrice support 



requests. Customer will also be able to review a support portal dedicated to documentation relevant to the 
Services such as senrice manuals user guides, and other vveb security information: After the Effective Date of 
the customer's initial Service Order, Customer v.ill receive an email from \'VhiteHat ,'v'i:th a URL link to set up 
Customer's password for the Customer Support Web Portal. Customer may also contact customer support via 
email to support@whitehatseccom or by calling (408) 343-8340 (Monday through Friday, 6:00 a.m. - 7:00 
p.m. Pacific time, excluding any WhiteHat-observed holidays), 

3.2 System Upgrades. WhiteHat may periodical1y schedule a maintenance vvindow to conduct upgrades to 
the Services, during which tlic Services will not be Available. WhiteHat \\ill use commercially reasonable 
efforts to inform Customer of the date., time and duration of such maintenance window at least twenty-four 
(24) hours in advance of the commencement of such maintenance. White Hat shall take into consideration 
minimizing the disruption to Customer's use ofthe Services when scheduling regular maintenance windows. 

3.3 Sen•ice Availability and Credits 

(a) Senice Uptime. Subject to the terms of this Contract, including but not limited to Section 3.3(c),during 
the Term the Services for each Application or APl shall be Available to Customer not less than 99.5% of the 
time each calendar month. 

(b) Credits. If the Services for an Application or API are Available less than 99.5% of the time fn a 
particular calendar month during the Term as measured by \A/hiteHat, and WhiteHat is unable to provide 
such Services via mutually agreeable alternative methods, WhiteHat will issue to Customer a credit equal 
to 1/(365"'24) multiplied by the then-applicable subscription fee for such Application or AP! for each hour 
that the Services for such Application or API were not Available during such calendar month. Such credit 

, will be applied against the next invoice (provided by WhiteHat or the applicable Reseller, as appropriate) 
for such Application or APL In order to obtain a credit under this Section 4.3(b ), Custom~r must provide 
WhiteHat wfth written notice of its credit request that identifies the affected Application or AP1 within 
fourteen (14) days after the date of an availability violation. Credits under this Section 4.3(b) are 
WhiteHat's sole liability, and Customer's sole and exclusive remedy, for WhiteHat's failure to meet any 
service uptime levels. 

(c) Exclusions. Customer shall not receive any credits in connection with any failure or deficiency of 
Services availability to the extent caused by or associated with: (iJ a Force Majeure Event; (iij regularly 
scheduled or emergency maintenance and upgrades (including, but not limited to the system upgrades 
described in Section 3.2 above); (iii) any causes attributable to Customer or its contractors, (iv) software 
or hardware nqt provided or controlled by White Hat; and (v) outages elsewhere on the Internet, including 
but not limited to interruptions at any Customer or third party data center or internet service provider, 
that hinder Customer's access to the Services, 

4. PROPRIETARY RIGHTS 

4.1 Applications and APis. Customer hereby grants WhiteHat the right to access, use, assess ;m<l test the 
Application(s) and/or API(s) in connection with providing Services. Customer acknowledges and agrees that 
WhiteHat's access and use of the Application(s) and/or API(s) to provide Services, is not subject to any "Terms 
of Use" or other terms or conditions that may be posted on, linked or otherwise provided with, the 
Application(s) and/or API(s). Customer represents that it is either the o,,vner of the Applicationfs) and/or 
APl(s} or has the authority to permit WhiteHat to provide Services. Customer shall provide White Hat adequate 
wrltten evidence thereofupon WhiteHat's request In the event any ofthe Applications and/or APls are subject 
to third-party rights and any such third party files a claim against Whitehat related to the performance of the 
Services on such Applications and/or APls, such action shall be considered a material breach of the Contract 
and WhiteHat will have the lmmediate right to terminate this Contract (and any active subscriptions for 
Services under this Contract) and seek all legal remedies available to it. 

4.2 Restrictions. Customer shall not: (a) copy or otherwise reproduce, whether in whole or in part, the 
Services (or software associated therewith), Documentation, Training or Training Materials; (b) modify or 
create any derivative work of the Services (or software associated therewith), Documentation, Trainiiig, or 
Training Materials; ( c) sell, rent, loan, license; soblicense, distribute, assign or otherwise transfer the Services 
(or softvvare associated there·with), Documentation, Training or Training Materials; (d) cause or permit the 
disassembly, decompilation or reverse engineering ,of the Services (or software associated therewith), 



Documentation, Training or Training Materials, or otherwise attempt to gain access to the source code of the 
Services or software associated therewith; or (e) cause or permit any third party to do any of the foregoing. 

4.3 Reservation ofRights. Each party reserves all rights not expressly granted in this Contract and no licenses 
are granted by either party to the other party under this Contract except as expressly stated in a Service Order, 
whether by implication, estoppel or othervvise. WhiteHat or its licensors own and retain c!ll right, title and 
interest (including all intellectual property .rights) in and to the Services, Training, Documentation, Training 
Materials, and associated software, as _applicable, including any modifications or improvements 
thereof. Subject to the terms of this Contract, Customer shall own all right, title and interest to all Reports. 

5. CUSTOMER RESPONSIBILITIES. Customer further acknowledges and agrees that (i) as benveen Customer 
and WhiteHat it is. Customer's sole responsibility to update and maintain the Application(s) and/or APl(s), 
including without limitation, fixing any security vulnerabilities; (ii) the Reports are not guaranteed wshow all 
vulnerabilities in the Application(s) and/or APl(s); (iii) it is Customer's sole responsibility to test1 vet and 
confirm that any proposed remedial measur!"'..s referenced in the Reports or otherwise referenced by WhiteHat 
to Customer are appropriate for Customer's purposes; and (iv} Customer's use of the Services does not render 
or guarantee that the Application(s)s and/or API{s) will be invulnerable or free from unauthorized access. 
Customer further acknowledges and agrees that Customer's use of the Services starts on foe effective date of 
the Service Order·applicable to such Services and the Customer is responsible for providing to WhiteHat all 
configuration data (hostnames, user accounts, API documentation, etc.} needed to perform the Services. Failure 
to provide configuration data does not release Customer from any responsibility in this Contract Customer 
acknowledges and agrees that Customer's and its users' use of the Services and Training may be dependent 
upon access to telecommunications and Internet services. Customer shall be solely responsible for acquiring 
and maintaining all telecommunications and Internet services and other hardware and sofuvare required for 
its access and use of the Services and/or Training, including, witht>ut limitation, any and all costs, fees, 
expenses, and taxes of any kind related to the foregoing. WhiteHat shall not be responsible for any loss or 
corruption of data, lost communications, or any other loss or damage of any kind arising from any such 
_telecommunications and Internet services. 
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WHITEHAT SECURITY., INC. 

SERVICE ORDER 

Phone: (804) 828--1077 

Quote Number: Q00038463 customer Accounting Contact {Required): 

Contract Number: 7286528.lC Bill to N_ame: VCU Accoun:s Payable 

Customer Name: V!rginia Commonwealth University Address: Box 980327 
(VCU) 

Richmond, VA 232.98-0327 
Primary Contact Name: Guy Broome 

Phone: (804) 827-2072 
Email: jaholcomb@vcu.edt: 

Email: gmbroome@vcu.edu 

! A.C DESCRIPTION OF SERVICES AND PRICING: 

Pursuant to this Service Order, Customer is purchasing a total of 253 Points as set forth ln Table A-1 below. 
Each "Point" is equal to $400,0Q in value. During the Term of this Service Order, Customer has the rlght to 
exchange each of the Points for the Services listed in Table A-2, over the remaining Term, based on the Point 
Value of each such Service. Customer will notify the WhiteHat on-boardlng team in wrltlng (email is 
acceptable) of each request to exchange the Points for Services. In the event Customer exchanges al! 253 of 
the Points during tre Term and wishes to deploy additional Services, Customer agrees to enter into a Service 
Order to purchase the applicable additional Points at $400 per Point. 

Table A-1 

Description Per Point Fee Ouantftv Fees 

WhiteHat Sentinel Points {WHS-POINTS) -
annual subscription 

per Point -
$400.00 253 $101.200.00 

Total Fees $101,200.00 
Table A-2 

Example Example!Service Service Total Total 
ExamplePoint Price PointI Price 

Type of Service Value l Value Ouantity Value Value 
WhiteHat Sentinel Gord Support - annual 
subscription (WH-SUP-AU) 

3 User licenses for WhlteHat Computer Based 
Training {WH-CBT-250) are included with 
Gold Support at no additional cost. 75 $30 ooo· 1 75 $30,000 
WhiteHat Sentinel Standard Edition - per 
Web Aon!ication - annual subscription 6 $2,400 s 30 $12,000 
WhiteHat Sentinel Premlum Edition - per Web 
Application - annual subscrlption 12 4$4,800 48 $19,200 
WhiteHat Sentinel Source Edition - Small App 
- per Small Source Application ..:. annual 
subscriotion (WHS-SRC-SML) . 12 $4,800 60 $24,0005 
WhlteHat Sentinel Source Edition -:- Medium 
App - per Medium Source Application -

$8,000 1 20·annual subsalotlon (WHS-SR.C-MED) 20 $8,000 
WhiteHat Sentinel Business Logic Assessment 
- per Web Application - annual subscription 

$4,000 20{WH-BrZ-LG) 10 2 S8 000 

In exchange for exeeuting this Service Order no later than June 30, 2017, WhiteHat shall provide 
the above Incentive prh;ing. 
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Subject to the terms of the Agreement (defined below), Customer is hereby granted a license to access and 
use the Services and Training as identified in this Service Order for the Term ( defined below), unless otherwise 
specified in this Service Order. 

Hostnarnes: customer acknowledges and agrees that (a) Customer is required to provide to WhiteHat in 
writing the hostnames representing the Web Appticatlon{s) to be tested by the Services, and (b) Customer 
may not change the hostnames that represent a given Web Application during the Term without purchasing 
an additional Services subscription in connection with such change, 

WhiteHat Sentinel Source: At any time during the Term, if Customer is using the Services to perform scans 
on a Source Appl!cation that exceeds the maximum allowable Uncompressed Source File Size and the number 
of Lines of Code (both as measured by WhiteHat), as applicable, purchased by Customer under this Service 
Order fur such source Application, WhfteHat has the right to invoice Customer for the Fees applicable to the 
actual Uncompressed Source File Size or number of Lines of Code of such Source Application used by Customer. 
On such invoice, Customer will be charged the applicable incremental Fee for the licenses required to bring 
Customer into compliance with its actual usage for each Source Application, using the prices set forth below 
prorated over the remaining Term of this Service Order. 

Large Source Application Annual Fee-:- per Source Application (WHS-SRC·LRG): $18,400 {46 Points) 
Extra-Large Source Application Annual Fee - per Source Application (WHS-SRC-XLG): $33,600 (84 Points) 
Double-Extra Large Source Apptication Annuaf Fee - per Source Application (WHS-SRC-XXL): $56,000 (140 
Points) 

Computer Based Training: Customer acknowledges and agrees that the use of Computer Based Trairing is 
subject to third party license terms and conditions ("CBT Terms") contained within the on!ine training 
modules. In the event of a conflict between the terms of the MSSA (Including this Service Order) and the CBT 
Terms, the terms of the MSSA will prevail, to the extent of any conflict. 

Term! This Service Order shall continue for a period of one {1) year from the Effective Date {as defined 
below). Any renewal of the subscriptions pun:hased under this Service Order will be subject to the terms of 
Section o of the Spedal Terms and Conditions set forth in the Contract. 

Customer acknowledges that for the Services to c:ornmence and for ongoing support to be provided the 
Customer contact information requested below must be accurately provided to WhiteHat. 

Chief Information Securit Officer 

Fees are prepaid for the Term, net 30 days after receipt of invoice. All Fees to be paid in U ,s. Dollars. 

This Service Order (the "Service Order") is entered into as of the date of the last party tb sign below 
(''Effective Date") by and between Customer and WhiteHat Securityr Inc., ("WhiteHat:'1 and is s1.Jbject 
to the terms and conditions In the contract #728652.SJC - Application Vulnerability Scanner between WhlteHat 
and Customer dated as of the date of the last party to sign below; (the "Contract'). If signed below, Customer 
accepts that this Service Order, the Contract and· any other duly executed Service Orders under the Contract 
constitute the entire agreement between WhiteHat and Customer governing WhiteHat's provision of Services 
to Customer, to the exdusfon of all other terms (the "Agreement"). Capitalized terms used, hut not defined, 
in this Service Order are used with the meanings ascribed to such capitalized terms in the Contract. 
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This Service Order is accepted and approved as of the l;ffective Date. 

Virginia Commonwealth University (VCU) 

s;gnature:4.uJ L ¾ 
Name: Karol Kalil Gray________ 

Title: Senior Contract Manager Title: Vice President for Flnance and Budget 

Date: June 23, 2017 
Date: _u_\-a_.ri_\_l_]____ 
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to "Step 2". This action will be repeated until the functionality1s covered thoroughly 
and as long as the submitted request is deemed safe. 
Also as part of the configuration process, the Threat Research Centre examines every 
!ink discovered by Sentinel for overall coverage and streamlines the automated 
assessment for safe and efficient scanning. 

:NoN~l-NVAs]y§~-!~sT~N~~~~:i-~~p§L9~v_ 
WhiteHat Sentinel is best described as a "low and slow" scanner. Sentinel leverages 
single threaded requests when performing the automated assessment of the web 
application. Sentinel will send a request to your website and wait for a response back 
before submitting the next request. In addition, Sentinel is also capped at four 
requests per second, by default You have the ability to control this cap within the 
Sentinel interface. This single threaded method of testing essentiaHy makes Sentinel 
the equivalent of a single user slowly navigating the website. 
Other scanners will bombard your website with hundreds if not thousands of requests 
simultaneously, running the risk of severely impacting or taking down the website. 
This is not possible with Sentinel due to this single threaded process. tn the event 
increased response times are detected, we will proactively stop the assessment and 
contact you to ensure everything is running smoothly. 
WhiteHat Sentinel will not execute live code! 

By leveraging customised testing methodology unique to Sentinel in combination with 
the vulnerability verification process of our Threat Research Centere, Sentinel is able·to 
detect vulnerabilities in a safe manner without having to execute live code on your web 
application. This separates Sentinel from other scanners out there that may execute 
javascript strings to find Cross-Siie Scripting or live SOL queries to discover SQL 
Injection. You can rest assured that Sentinel will never execute rea! code in an 
automated fashion on your website. This greatly reduces the chance of negatively 
impacting the application. 

IWHITEHAT SENTINEL SOURCE - STATIC ANALYSIS 

WhiteHat Sentinel Source is part of the WhiteHat Sentinel suite of vulnerability 
management solutions. Sentinel Source is a subscription-based Static 
Application Security Testing (SAST) solution, directly inspecting source code 
for vulnerabilities. 

WhiteHat Sentinel Source directly assesses source code and gives 
developers accurate vulnerability data, enabling them to assess and fix code 
continuously throughout the software development !ifecycle (SDLC). Sentinel 
Source includes verification of all vulnerabilities by the WhiteHat Threat 
Research Center (TRC). 



r:.::\ Wh·t H t 
~,se~u~ir~ 

White Hat Sentinel Source, when combined with WhiteHat Sentinel DAST, 
delivers a proven, scalable and affordable enterprise website security platform 
across the SDLC, reducing the risk of exposure for websites. 

>.,,SA>>>'')<-••" <•<,, ~ ,~.~ •-':-•••0••<- ••• •~••••~: 
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WhiteHat has designed a solution from the ground up to address the unique 
characteristics of SAST. Source code assessment permits the discovery of 
vulnerabilities that are harder to detect in production, and by doing 
assessments in the development phase, vulnerabilities are remedlated earlier. 

As a Saas based service, Sentinel Source enables continuous update of 
attack vectors via Rule Packs that identify and verify vulnerabilities - this 
ensures that developers stay up-to-date on the latest attacks . 

.,,, -vA-- (,_ ••• -, ,_ --;- o- h ,, ~ .......- , 

'lNTEGAATION INTO SOLC. 

Sentinel Source makes it easy to do ongoing assessment of code. Unlimited 
assessments make It easy to integrate into the' normal activities during 
development. Code may be reviewed before it is built into an executable 
image. WhiteHat vulnerability data can be easily integrated into existing 
systems and platforms via fully supported plugins, so that development 
organizations' view WhlteHat Sentinel Source as an augmentation to the 
SDLC, rather than an obstacle. 

! :Ni~:::, ~'=y•-"i<· .:.>.-·,,;~·~•.... t_,.,, ·:-~ .. ·'..'n.i"'"; • ., ·; -'-~_-.,;.,..~,-~_"'1,; · ., -

)A~P,URATE _RE;P()~J"ING Q.f:VULNE.R~Bf~ITIES . . 

All vulnerabilities are verified and prioritized by the WhiteHat TRC. As a result, 
Sentinel Source enables developers to focus their efforts on fixing the most 
critical vulnerabilities. 
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Somvare Composition Analysis (SCA) allows you to identify third-party and open 
source components that have been integrated into all your applications. It informs you 
about the licenses for each of them and identifies out-of-date libraries th2t should be 
upgraded or patched. SCA can let you know if any open-source framevitorks have 
open· CVEs that must be addressed. Click on a specific CVE and you'll be brought ta 
MITRE page with recommendations on how to upgrade or downgrade out of a 
common vulnerability. Libraries written internally and used by other apps within your 
organization can a!sobe tracked by SCA. The SCA report includes: 

• Per application breakdown of every component that is used 
• License information for each component 
• Information on components that_are out-of-date 
• Component version and whether it's the most current 
• Identification of Common Vulnerabilities and Exposures (CVEs) 

'DIRECTED REMEDIATION , :~. -- . . 

How it Works 
• Sentinel Sourc,e scans the entire source code and identifies security 

vulnerabilities. 
• Sentinel Source Remediation Engine expresses a security fix using state-of.the-­

art algorithms utilizing positional analysis and data flow analysis and each 
security fix is verified by security experts in WhiteHat Security's Threat Research 
Center (TRC). 

• The end user views the recommended security fix in Sentinel Source and 
chooses to apply the fix to their source 

• code or to adjust the proposed solution according to their environment. -
• The end user then runs a new scan and ·confirms that the vulnerability has been 

fixed. 
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Sentinel Source is a Saas solution, resulting in dra~tically lowered corporate 
maintenance costs and up-to-date vulnerability criteria. . 

Remediation Costs (at each stage in the litec:ycJe) 

Sentinel Source allows for flexible assessment schedules. An assessment 
may be scheduled as frequently as weekly or nightly, in conjunction with a 
sprint, or on demand as a post-build component in a continuous integration 
environment. 

:"}a~sERVATl_o:ri'oe ·1Nre'iiiEcrt.1AL ~RbP.Ein-· 
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Sentinel Source was designed to fit within the way organizations work. As a 
result, WhiteHat deploys a H/W or VM appliance at the customer's site. So, no 
code is removed from the network. Because assessments are done on the 
premises and only small code snippets are available to WhiteHat TRC 
engineers for verification, source code will not leave the developer's site -
eliminating the possibility of IP loss or theft •. 

:::~Aflt~Ri~i<-~~~~P~~!!§~·:•·. :.. ·~······ 
The WhiteHat Sentinel vulnerability verification process identifies real 
vulnerabilities, eliminating false positives. Accurate results help deVl;!lopers 

-·· 
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get their code right before it goes 1o the staging site, pushing fewer 
vulnerabilities onto the production website where attacks occur, 

Sentinel Source uses the same U I as all other Sentinel solutiors. This 
common user experience significantly reduces the amount of configuration, 
training and management needed. Also, with a RESTful API, integration with 
other applications such as bug-tracking systems is simplified. 

ENHANCE DEVELOPERS SKILLS . , ·,, , 
·, ·'-~ •• ,- " t:. ,,. 

Sentinel Source works well in agile environments and provides developers 
with rapid feedback, increasing their skills and productivity. 

IMOBILE APPUCATION SECURITY TESTING 

WhiteHat Sentinel Mobile, an industry-leading mobile application security assessment 
platform, has solutions for testing applications in production as well as source code 
reviews in development. WhiteHat employs state-of-the-art tools and mature review 
processes, as well as forensic investigation into the business processes and data calls 
each app makes. Every vulnerability found in your mobile application is verified by the 
TRC. WhiteHaf Security offers two main forms of Mobile security assessments, Mobile 
Express, and Sentinel Source for Mobile. In addition to both of these, customers can 
purchase a Sentinel Business Logic Assessment (BLA), which is a one-time 
penetration test of a mobile application. 

WhiteHat understands that not every organization has developers for web- and mobile. 
application creation alike. Often, mob lie apps are outsourced to third-party vendors. In 

these instances, or when the source code is simply not available for other or legacy 
reasons, Mobile Express can scan for vulnerabilities in iOS and Android platforms, and 
additionally the Swift language, for developer-signed binaries. Mobile Express covers 
client-side testing, be.havioral testing, and network testing. 

When the source code is available for the mobile application, WhiteHat recommends 
the deeper assessment found in Sentinel Source for Mobile, source code checking 
using our SAST engine and methodology. Sentinel Mobile BLA covers all 1he testing of 
Mobile Express, and adds client-server interaction, business logic testing, and source 
code testing and evaluation with tests done on real mobile devices - not just 
emulators. This runtime analysis of traffic and testing is available for both Android and 
iOS platforms. 
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<:PLAT:JNUM SUPPORT 

Platinum support provides the highest level of a personalized support relationship with 
WhiteHat Secur~ by providing both a Customer Success Manager (CSM) and giving 
you direct access to senior Threat Research Center {TRC} security engineers. 
Platinum level support also includes an annual onsite strategic process review. 
Platinum Support includes: 

Annual onsite strategic process review 
• Quarterly vulnerability review 
• Direct access to senior security engineers 
• An assigned Customer Success Manager (CSM) 
• Priority response times and service level agreements (SLA) 
• Custom vulnerability exploit and remediation review 
• 24/7/365 access to the Customer Success Center 
• WhiteHat Sentinel interface training 

Annual Onsite Strategic Process Review 
WhiteHat Security witl provide a senior security engineer to spend three days onsite at 
your facHity to help your team develop and execute strategic website risk management 
plans tailored to your specific business environment. During an annual revfew, for 
example, strategies can be developed that enable different business stakeholders -
including risk management and compliance, product management and software 
development teams - to share ideas with WhiteHat experts and strategize on best 
practices for web security. 

Annual Onsite Strategic Process Reviews cover: 
• Vulnerability data discovered during the ongoing Sentinel assessments. 
• Reports with remediation statistics and metrics. 

Mitigation techniques and security best practices. 

• Overview of the current web security landscape and how it affects your 
organization. 

Quarterly Vulnerability Review 
Once per quarter, WhiteHat conducts a detailed review of high risk vulnerabilities 
discovered. The objective is to help your organization streamline the remediation 
process. During this review, a WhiteHat security engineer will give live demonstrations 
of 1he vulnerabllltles, to show how high-risk vulnerabllltles can threaten your business. 



~ WhiteHat 
-....... ·SECUfflTYi· 

By clearly understanding how each vulnerability can be exploited and understanding 
the risk associated with each vulnerability, you will be able to prioritize, manage, and 
mitigate your website risk more effectively. · 
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Our testing process can include testing for both technical and business logic 
vulnerabilities. WhiteHat's TRC can perform manual custom testing to identify business 
logic flaws. The WhiteHat Security experts who uncover these types of vulnerabilities 
are capable of understanding account structures, contextual logic, and similar 
characteristics of Web applications. Sentinel provides support for the following types of 
vulnerabilities: 
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The Sentinel solution combines highly advanced proprietary scanning technology with 
custom testing by the Threat Research Center (TRC), a team of website security 
experts who act as a critical and integral component of the WhiteHat Sentinel website 
vulnerability management service. Sentinel focuses the testing on the web application 
itself and not the platform that the application is running on. WhrteHat follows the 
WASC Threat Classification 2.0 for a comprehensive Hst of. design flaws and 
vulnerabilities enumerated; we also associate CVSS scoring to our vulnerability data 
within our portal. 

IDELIVERABLES & REPORTING 
Detailed assessment results are available within the Sentinel platform. Users can 
generate CSV, PDF and HTML reports via the Sentinel interface or interactively drill into 
the results via the Sentinel interface. Sentine! afso. provides Executive Dashboard 
reporting in the portal, which contains trending data and aggregated vulnerability 
information to provide an overa!I view of the security posture of the entire enterprise 
and/or a specific application (or groups thereof). Dashboards are dynamically updated 
in real time and are available to users with sufficient access privileges, as provisioned by 
administrator users. 
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Sentinel also provides views in the portal and in generated reports that provide 
information on each vulnerability including details on the location, the exact request sent 
and response received during the test, a description of the vulnerability, a list of external 
resources for the vulnerability category and a solution to explain how to remediate the 
vulnerability. Sentinel can also generate specialized reports such as a PCI Compliance 
report. Sentinel reporting has extensive data filtering capabilities, allowing users to 
control which results wi!I be included in the reports. 

In addition to reporting withtn the WhiteHat Sentinel user portal, all WhiteHat data is 
supported by an open-XML APL This API can be used to extract data directly into 
various other systems, platforms or programs that may be utilized by c!ients. WhtteHat 
also maintains fully supported plugin integration with various !DEs, bug tracking 
systems, ALM tools, and other software at no additional cost to clients. 

!TRAINING 
WhiteHat offers both onsite and ontine training. The training curriculum teaches 
software developers and security professionals to understand and apply the principles 
of secure application development. WhiteHat's compu·ter-based training {CST) is a 
scalable application security ~ining for your staff, built by applicatlon security experts. 
Give developers and security personnel the tools they need to meet the real~world 
requirements of building secure code in fast-paced production environments. 
WhiteHat Sentinel computer-based training offers several important capabilrties: 

• A compelling, effective learning environment with high-quality animation. 
• Full support for Java and .NET. 
• Integration with your SCORM-compliant LMS. 
• Embedded quizzes to track participation and comprehension. 
• Predictable deployment - without any last minute security headaches 
• Unlimited access for each participant. 

IDATA COLLECTtON & PROTECTION POLICY 
WhiteHat Security is Safe Harbor. As a "Software-as-a-Service" vendor for web 
application security services, WhiteHat recognises the sensitive nature of the data 
collected and therefore takes every step to secure and maintain the confidentiality, 
integrity, and availability of our clients' vulnerability information. These include controls 
at the physical, network, application layer, and business controls including background 
checks and monitoring. · 

Sentinel's infrastructure is located at Quality Technology Data Centre's state of the art 
SAS 70 Type II, PCI DSS Level 1 compliant data center providing physical protection, 
monitoring, and redundancy: 

• Secure building infrastructure with server rooms that are environmentally and 
physically independent (data center within a data center). 

• N+1 Redundant power supplies, chillers, and fire suppression. 
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• Security guards to manage physical and electronic monitoring. Static and 
roving teams 24x7 with roving patrols audited by interactive confirmation 
system. , 

• Surveillance of all passageways, entrances and exits are captured on 
videotape and coverage retained for 90 days. 

• Security zones provide segmentation for low, medium-low, medium, medium­
high, and high security zones used to reduce risk of intrusion. 

• Multi-level authentication methods including PIN, badges, and biometric palm 
scanners for access to various security zones. 

• Data center employee access is based on job function and limited based on 
security zones. Personnel screening includes drug tests and background 
checks going back 7 years. 

All network traffic flows through multi-purpose network appliances that provide: 
• High availability data assurance, enabling one network device to take over for 

another if there is a failure or the device needs to be replaced. 
• Network intrusion I detection - network traffic patterns are analyzed to 

determine if they match known .attack patterns, generating a system alert and 
dynamically blocking network traffic that matches known attack signatures. 

• Network Firewalls to allow granufar ::;ontrol of network traffic and govern denied 
protocols, source and destination IPs. 

• Web Application Firewalls to analyze web appfication traffic and dynamically 
block known attack patterns. 

At the application layer, WhiteHafs secure Sentinel portal (over SSL) also includes 
detailed access control mechanisms and user management options. WhiteHat Sentinel 
is continually assessed for vulnerabilities. WhiteHat Security removes all assessment 
& account data from their systems 30 days after a contract has lapsed. All other data is 
retained based on the following criteria. Retain the last three completed scans for 365 
days. Retain all referenced data for 7 years. Retain all data for roHing 90 days. (3 
months). Data that has satisfied their required period of retention must be destroyed in 
an appropriate manner that protects the privacy and confidentiality of al! information 
being destroyed. Data containing confidential and/or proprietary information must be 
securely maintained, controlled and protected to prevent unauthorized access. The 
unauthorized destruction, removal or use of any Company record(s) is prohibited and 
will result in sanctions. No one may falsify or inappropriately alter information in any 
record or document. 



WhiteHat Negotiation Questions for RFP #7286528JC 

Application Vulnerability Scanner 

1. Please clarify the WhiteHat response to Section VLF. Procurement Requirements. The 
Requirements are restated in the response to this section in the WhiteHat proposal. Does your 
company agree with the Procurement Requirements in Section VI.F.? 
Yes No ___ 
If "NO," identify the specific term and condition(s) and the reason for non-compliance. 

2. Utilization of the words "should" or "may" in Section VI, Statement of Needs, Items A through E 
indicates a non-mandatory requirement. 
Does/ Shall your company comply with the non-mandatory technical requirements as presented in 

Section Vl, Statement of Needs, Items A through E (i.e. "should" becomes f'shall")? 

Yes No ___ 

If "NO," identify the specific requirement and the reason for non-compliance. 

3. On page 7 of the WhiteHat proposal, the information about the warranty is not clear. ls the 
information submitted the entire warranty? What is the reference to Section 4.3? Is there 
warranty/indemnification to protect VCU from any third party infringement claims? Please 
provide a copy of the complete warranty. 

4. Confirm that the offer from WhiteHat to provide the Application Vulnerability Scanner is not 
expired. Does WhiteHat agree to extend the offer until June 30, 2017? 

5. Small, Womer-Owned and Minority-Owned Business Commitment: 
Complete and submit Appendix I of the RFP. (Attached) VCU has a 42.0% SWaM expenditure 
goal. 

6. Invoicing and Payment: 
Complete and submit Appendix I of the RFP. (Attached) 

7. Please indicate how long after the contract award your firm can commit the proposed resources to 
the project. 

8. While VCU does have 247 Web Applications, the proposed price for the Sentinel Application 
Vulnerability Scanner solution is significantly over budget At this time VCU is considering phasing in 
the number of Web Applications starting with the forward facing applications. Please come 
prepared to discuss reducing the number of appficatiqns, the DAST Pricing Weighted Average, and 
the size of the Web Applications. Also, it would be helpful to know what actual price differences 
there are between Platinum Support, Gold Support and other support offerings. 

9. Is the pricing offered the most favorable pricing offered to any customer for the same volume at this 
particular time? What additional discounts or price breaks can be offered? 

10. Please elaborate on the coverage. 



11. Confirm that the Clarification Response dated March 10,. 2017 is incorporated into the Negotiation 
Response by reference. · 



WhiteHat Security. Inc. (herinafter "Offeror", "Contractor", 'Prime Contractor", "Vendor" or 
~Hat;") has submitted a :proP.osal dated }anuarv 5. 2017 ("Proposal") to VCU's Request for 
Eroposa,1 (RFE) for the p_r_~ion ofapplication security testing services to VCU. 

YCU has engaged \r\lhiteHat to provide the Services and/or Training (each defined in Appendix A} as 
further described under the Appendix A ("Service Description"). pursuant to the terms and 
conditions cont1ined herein. inclusive of the Service Description (collectively the "Contract"), 

XI. GENERAL TERMS AND CONDITIONS: 

A. £JJRCHASJNG MANUAL: This Contract is subject to, the provisions of the Commonwealth of 
Virginia's Purchasing Manual for Institutions of Higher Education and their Vendors and any 
revisions thereto, which are hereby incorporated into this Contract in their entirety. A copy 
ofthe manual is available for review at the VCU Procurement Services Office. ln 'addition, the 
manual may be accessed electronically at http:/!procurement.vcu,eduL or a copy can be 
obtained by calling VCU Procurement Services at (804) 828-1077. 

B. APPLICABLE LAW AND COURTS: This Contract shall be governed in all respects by the laws 
of the Commonwealth ofVirginia and any litigation with respect thereto shall be brought in 
the courts of the Commonwealth. The Contractor shall comply with all applicable federal, 
state and local laws, rules and regulations. 

C. ANTI-DISCRIMINATfOr-{: By entering into this Contract, Offerors certify to the 
Commonwealth and to VCU that they wiH conform to the provisions ofthe Federal Civil Rights 
Act of 1964, as amended, as well as the Virginia Fair Employment Contracting Act of 197S, as 
amended, where applicable, the Virginians With Disabilities Act, the Americans With 
Disabilities Act and Section 2.2-4311 of the Virginia Public Procurement Act If the Contract is 
made to a faith~based organization, the organization shall not discriminate against any 
recipient ofgoods, services, or disbursements made pursuant to the Contract on the basis of 
the recipient's religion, religious belief, refusal to participate in a religious practif:e, or on the 
basis of race, age, color, gender or national origin and shall be subject to the same rules as 
other organizations that contract with public bodies to account for the use of the funds 
provided; however, if the faith-based organization segregates public funds into separate 
accounts, only the accounts and programs funded with public funds shall be subject to audit 
by the public body. (Code ofVirginia,§ 2.2-4343.1). 

In every Contract over $10,000 the provisions in 1. and 2. below apply: 

1. During the performance of this Contract, the Contractor agrees as follows: 

a) Virginia Commonwealth University is an equal opportunity/affirmative action 
institution providing access to education and employment without regard to age, 
race, color, national origin, gender, religion, sexual orientation, veteran's status, 
political affiliation or disability. As such, the Contractor will not discriminate 
against any employee or applicant for employment because of age, race, color, 
national origin, gender, religion, sexual orientation, veteran's status, political 
affiliation or disability or any other basis prohibited by state law related to 
discrimination in employment, except where there is a bona fide occupational 
qualification reasonably necessary to the normal operation ofthe Contractor. The 
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Contractor agrees to post in conspicuous places, available to employees and 
applicants for employment, notices setting forth the provisions of this 
nondiscrimination clause. 

b) The Contractor, in all solicitations or advertisements for employees placed by or 
on behalfofthe Contractor, vvill state that such Contractor is an equal opportunity 
employer. 

c) Notices, advertisements and solicitations placed in accordance \vith federal law, 
rule or regulation shall be deemed sufficient for the purpose of meeting these 
requirements. 

2. The Contractor wm include the provisions of 1. above in every subcontract or 
purchase order over $10,000, so that the provisions will be binding upon each 
subcontractor or vendor. 

D. E.IfilCS IN PUBLJC CONTRACTING: By entering into this Contract, Offeror certifies that its 
Proposals are made without collusion or fraud and that they have not offered or received any 
kickbacks or inducements from any other Offeror, supplier, manufacturer or subcontractor 
in connection with their Proposal, and that they have not conferred on any public employee 
having official responsibility for this procurement transaction any payment, loan, 
subscription, advance, deposit of money, services or anything of more than nominal value, 
present or promised, unless consideration of substantially equal or greater value was 
exchanged. 

E. .IMMLGRATIOl!.RE.EORM.,AND CONTROL ACT QE 1986: By entering into this Contract, Offeror 
certifies that it does not and will not during the performance of this Contract employ illegal 
alien workers or otherwise violate the provisions of the Federal Immigration Reform and 
Control Act of 1986. 

F. DEBARMENT STATUS: By submitting its Proposal, Offeror certifiesy that it is not currently 
debarred by the Commonwealth of Virginia from submitting proposals on contracts for the 
type of goods and/or services covered by this solicitation, nor is it an agent ofany person or 
entity that is currently so debarred. · 

G. ANTITRUST: By entering into this Contract, the Contractor conveys, sens, assigns, and 
transfers to the Commonwealth ofVirginia all rights, title and interest in and to all causes of 
the action it may now have or hereafter acquire under die antitrust laws ofthe United States 
and the Commomvealth of Virginia, relating to the particular goods or services purchased or 
acquired by the Commonwealth ofVirginia under said contract 

H. CONFIDENTIALITY: 

I. Definition ofConfidential Information. By virtue of this Contract, the parties may have 
access to each other's Confidential Information. ~confidential Information" shall mean 
any written, machine-reproducible and/or visual materials that. are dearly labeled as 
proprietary, confidential, or vvith words of similar meaning, and all information that is 
orally or visually ·disclosed, if not so marked, if it is identified as proprietary or 
confidential at the time of its disclosure or in a writing provided to the receiving party 
within thirty (30) days after disclosure. Confidential lnformation does not include 
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information that: (a) is novv, or hereafter becomes, through no act or failure to act on 
the part of the receiving party, generally known or available to the public; (b) was 
acquired by the receiving party before receiving such information from the disclosing 
party and without restriction as to use or disclosure; ( c) is hereafter rightfully furnished 
to the receiving party by a third party, without restriction as to use or disclosure; or ( d) 
is information which the receiving party can document v1ras independently developed 
by the receiving party without use of the disclosing party's Confidential Information. 

2. Use of Confidential Information. Neither party shall disclose any of the other party's 
Confidential Information to any third party or use such Confidential Information for any 
purpose other than to (i} perform its obligations or exercise its rights under this 
Con~ract; or (ii) as otherwise required by law. Each party shall use the same measures 
to protect the Confidential Information of the other party as it uses with respect to its 
own confidential information of like importance, but _in no event shaH it use less than 
reasonable care, including, instructing its employees, vendors, agents, consultants and 
independent contractors of the foregoing and requiring them to be bound by 
appropriate confidentiality agreements. If a party is required to disclose by law the 
Confidential Information of the other party, such party shall use best efforts to give the 
other party reasonable advance notice of such required di~closure. WhiteHat reserves 
the right to disclose the terms and conditions of this Contract, in confidence, (a) to 
accountants, banks and financing sources and their advisors for the purpose ofsecuring 
financing; and (b) in connectfon with an actual or proposed merger or acquisition or 
similar transaction. Upon termination or expiration ofthis Contract the receiving party 
will promptly return to the disclosing party or destroy, at the disclosing party's option, 
all tangible items containing or consisting of the disclosing party's Confidential 
Information. 

I. PAYMENT: 

1. To Prime Contractor: 

a) Invoices for items ordered, delivered and accepted shall be submitted by the 
Contractor directly to the payment address shown on the purchase 
order/Contract All invoices shall show the VCU Contract number and/or 
purchase order number; social security number (for individual Contractors) or 
the federal employer identification number (for proprietorships, partnerships, 
and corporations). 

b) Any payment terms requiring payment in less than thirty (30) days will be 
regarded as requiring payment thirty (30) days after invoice or delivery, 
whichever occurs last This shall not affect offers ofdiscounts for payment in less 
than thirty (30) days, however. 

c) All goods or services provided under this Contract or purchase order, that are to 
be paid for with public funds, shall be billed by the Contractor at the contract 
price, regardless ofwhich public institution is being billed. · 

d) The following shall be deemed to be the date of payment: the date ofpostmark in 
all cases where payment is made by mai~ or the date of offset when offset 



proceedings have been instituted as authorized under the Virginia Debt Collection 
Act 

e) Unreasonable Charges.Under certain emergency procurements and for most time 
and material purchases, final job 'costs cannot be accurately determined at the 
time orders are placed. In such cases, contractors should be put on notice that 
final payment in full is contingent on a determination of reasonableness with 
respect to all invoiced charges. Charges which appear to be unreasonable will be 
researched and challenged, and that portion of the invoice held in abeyance until 
a settlement can be reached. Upon determining that invoiced charges are not 
reasonable, VCU shall promptly notify the Contractor, in writing, as to those 
charges which it considers unreasonable and the basis for the determination. A 
Contractor may not institute legal action unless a settlement cannot be reached 
within thirty (30) days ofnotification. The provisions ofthis Section do not relieve 
VCU of its prompt payment obligations with respect to those charges that are not 
in dispute (Code ofVirginia,§ 2.2-4363). 

2. To Subcontractors: 

a) Contractor awarded a contract under this RFP is hereby obligated: 

i. To pay the Subcontractor(s) within seven (7) days of the Contractor's 
receipt of payment from VCU for the proportionate share of the payment 
received for work performed by the Subcontractor(s) under the contract; 
or 

ii. To notify VCU and the Subcontractor(s), in writing, of the Contractor's 
intention to withhold payment and the reason. 

b) The Contractor is obligated to pay the Subcontractor(s) interest atthe rate ofone 
percent per month (unless otherwise provided under the terms of the contract) 
on all amounts owed by the Contractor that remain unpaid seven (7) days 
following receipt of payment from VCU, except for amounts withheld as stated in 
2. above. The date of mailing of any payment by U.S. Mail is deemed to be 
payment to the addressee. These provisions apply to each sub-tier Contractor 
performing under the primary contract A Contractor's obligation to pay an 
interest charge to a Subcontractor may not be construed to be an obligation of 
vcu. 

J, PRECEDENCE OF TERMS: Paragraphs A-J of these General Terms and Conditions shall apply 
in all instances. ln the event there is a conflict betvveen any of the other General Terms and 
Conditions and any Special Terms and Conditions in this solicitation, the Speci4l Terms and 
Conditions shall apply. 

K. QUALJFJCATIONS OF OFFERORS: VCU may make such reasonable investigations as deemed 
proper and necessary to determine the ability of the Offerorto perform the services/furnish 
the goods and the Offeror shall furnish to VCU all such information and data for this purpose 
as may be requested. VCU reserves the right to inspect Offeror's physical facilities prior to 
award to satisfy questions regarding the Offeror's capabilities. VCU further reserves the right 
to reject any Proposal if the evidence submitted by, or investigations of, such Offerer fails to 



satisfy VCU that such Offeror is properly qualified to carry out the obligations ofthe Contract 
and to provide the services and/or furnish the goods contemplated therein. 

L. IESTING AND INSPECTION: VCU reserves the right to conduct any test/inspection it may 
deem advisable to assure goods and services conform to the specifications. 

M. ASSIGNMENT OF CONTRACT: A Contract shall not be assignable by the Contractor in whole 
or in part without the written consent of the VCU Director of Procurement Services, except 
that Contractor may assign this Contract to any successor to substantially all of its business· 
or assets to which this Contract relates, upon 'Nritten notice to VCU. This Contract shall inure 
to the benefit of and be binding on the respective successors and assigns of the parties. 

N. CHANGES TO THE CONTRACT: Changes can be made to the Contract in any one of the 
following ways: 

1. The parties may agree in writing to modify the scope of the Contract An increase or 
decrease in the price of the Contract resulting from such modification shall be agreed 
to by the parties as a part of their written agreement to modify the scope of the 
Contract. 

2. The VCU Procurement Services Department may order changes within the general 
scope of the Contract at any time by,written notice to the Contractor. Changes within 
the scope of the contract include, but are not limited to, things such as services to be 
performed, the method of packing or shipment, and the place ofdelivery or 
installation. The Contractor shall comply with the notice upon receipt. The Contractor 
shall be compensated for any additional costs incurred as the result of such order and 
shall give VCU a credit for any savings. Said compensation shall be determined by one 
ofthe following methods: · 

a) By mutual agreement between the parties in writing; or 

b) By agreeing upon a unit price or using a unit price set forth in the Contract, if the 
work to be done can be expressed in units, and the Contractor accounts for the 
number of units of work performed, subject to the VCU's right to audit the 
Contractor's records and/or to determine the correct number of units 
independently; or 

c) By ordering the Contractor to proceed with the work and keep a record ofall costs 
incurred and savings realized. A markup for overhead and profit may be allowed 
if provided by the Contract The same markup shall be used for determining a 
decrease in price as the result of savings realized. The Contractor shall present 
VCU with all vouchers and records ofexpenses incurred and savings realized. VCU 
shall have the right to audit the records of the Contractor as it deems necessary 
to determine costs or savings. Any claim for an adjustment in price under this 
provision must be asserted by written noHce to VCU within thirty (30) days from 
the date ofreceipt ofthe written order from VCU. lfthe parties fail to agree on an 
amount of adjustment, the question of an increase or decrease in the Contract 
price or time for performance shall be resolved in accordance with the 
procedures for resolving disputes provided by the Disputes Clause of this 



Contract or, if there is none, in accordance with the disputes provisions of the 
Commonwealth of Virginia's Purchasing Manual for Institutions of Higher 
Education and Their Vendors. Neither the existence of a claim or a dispute 
resolution process, litigation or any other provision of this Contract shall excuse 
the Contractor from promptly complying with the changes ordered by the VCU 
Procurement Service Office or with the performance of the Contract generally. 

0. J)_EFAULI: In case offailure to deliver goods or services in accordance with the Contract terms 
and conditions, VCU after due oral or written notice, may procure them from other sources 
and hold the Contractor responsible for any resulting additional purchase and administrative 
costs. This remedy shall be in addition to any other remedies which VCU may have in law or 
equity. 

P. USE OF BRAND NAMES: Unless otherwise provided in this Contract, the name of a certain 
brand, make or manufacturer does not restrict Offerors to the specific brand, mak€ or 
manufacturer named, but conveys the general style, type, character, and quality ofthe article 
desired. Any article, which the public body, in its sole discretion, determines to be the equal 
of that specified, considering quality, workmanship, economy ofoperation, and suitability for 
the purpose intended, shall be accepted. The Offerer is responsible to dearly and spedficaily 
identify the product being offered and to provide sufficient descriptive literature, catalog cuts 
and technical detail to enable VCU to determine ifthe product offered meets the requirements 
of the solicitation. This is required even if offering the exact brand, make or manufacturer 
specified. Unless the Offerpr dearly indicates in its proposal that the product offered is an 
"equal" product, such proposal will be considered to offer the brand name product referenced 
in the RFP. 

Q. TRANSPORTATION AND PACKA,GING: By submitting their Proposals, all Offerors certify and 
warrant that the price offered for FOB Destination includes only the actual freight rate costs 
at the lo\•vest and best rate and is based upon the actual weight of the goods to be shipped. 
Except as otherwise specified herein, standard commercial packaging, packing and shipping 
containers shall be used. All shipping containers shall be legibly marked or labeled on the 
outside with purchase order number, commodity description~ and quantity. Further, Offeror 
shall bear the risk of loss until the goods and equipment until VCU accepts Delivery of them. 

R. IN.SURANCJ:;; By signing and submitting a Proposal under the RFP, the Offerer certifies that if 
awarded the Contract, it will have the following insurance coverages at the time the Contract 
is awarded. For construction contracts, if any Subcontractors are involved, the subcontractor 
will have workers' compensation insurance in accordance \'Vith §§ 2.2-4332 and 65.2-800 et 
seq. of the Code of Virginia. The Offeror further certifies that the Contractor and any 
Subcontractors will maintain these :insurance coverages during the entfre term of the 
Contract and that all insurance coverage will be provided by insurance companies authorized 
to sell insurance inVirginia by the Virginia State Corporation Commission. 

Minimum Insurance Coverages and Limits R~quired for Most Cqntracts: 

1. Worker's Compensation - Statutory requirements and benefit<;. Coverage is compulsory 
for employers of three or more employees, to include the employer. Contractors Who 
fail to notify VCU of increases in the number of employees that change their workers' 



compensation requirements under the Code of Virginia during the course of the 
Contract shall be iri noncompliance with the Contract 

2. Employers Liability- $100,000. 

3. Commercial General Liability- $1,000,000 per occurrence. Commercial General 
Liability is to include bodily injury and property damage, personal injury and 
advertising injury, products and completed operations coverage. VCU must be named 
as an additional insured and so endorsed on the policy. 

4. Automobile Liability - $1,000,000 per occurrence. (Only used ifmotor vehicle is to be 
used in the contract.) 

S. Reserved. 

T. DRUG-FREE WORKPLACE: During the performance of this Contract, the Contractor agrees to . 
(i) provide a drug-free workplace for the Contractor's employees; (ii) post in conspicuous 
places, available to employees and applicants for employment, a statement notifying 
employees that the unlawful manufacture, sale, distribution, dispensation, possession, or use 
of a controlled substance or marijuana is prohibited in the Contractor's workplace and 
specifying the actions that will be taken against employees for violation ofsuch prohibition: 
(iii) state in all solicitations or advertisements for empJoyees placed by or on behalf of the 
Contractor that the Contractor maintains a drug-free workplace: and (iv) include the 
provisions ofthe foregoing clauses in every Subcontract or purchase order of over $10,000, 
so that tlie provisions will be binding upon each Subcontractor and/ or Vendor. 

For the purposes of this section, "drugfree workplace" means a site for the performance of 
work done in connection with a specific Contract awarded to a Contractor, the employees of 
whom are prohibited from engaging in the unlawful manufacture, sale. distribution, 
dispensation, possession or use of any controlled substance or marijuana during the 
performance ofthe Contract 

U. NONDISCRIMINATION OF CONTRACTORS: A Bidder, Offeror, or Contractor shall not be 
discriminated against in the solicitation or award of this Contract because of race, religion, 
color, sex, national origin, age, disability, or against faith-based organizations or any other 
basis prohibited by state law relating to discrimination in employment. If the award of this 
Contract is made to a faith-based organization and an individual. who applies for or receives 
goods, services, or disbursements provided pursuant to this Contract objects to the religious 
character ofthe faith•based organization from which,the individual receives orwould receive 
the goods, services, or disbursements, the public body shall offer the individual, within a 
reasonable period oftime after the date of his objection, access to equivalent goods, services, 
or disbursements from an alternative provider. · 

V. eVA BUSINESS-TO-GOVERNMENT VENDOR R.e.filSTRATION. CONTRACTS. AND ORDERS: 
The eVA Internet electronic procurement solution, website portal \<V'WW.eVA.virginia.gov, 
streamlines and automates government purchasing activities in VCU. The eVA portal is the 
gateway for vendors to conduct business with VCU Institution and other public bodies. All 
Vendors desiring to provide goods and/or services to VCU shalJ participate in the eVA 
Internet e-procurement solution by completing the free eVA Vendor Registration. All 

http:vww.eVA.virginia.gov


Bidders or Offerors must register in eVA and pay the Vendor Transaction Fees specified 
below; failure to register will result in the bid/proposal being rejected. 

Vendor Transaction Fees are determined by the date the original purchase order is issued 
and are as follows: 

1. For orders issued July 1, 2014 and after, the Vendor Transacti.on Fee is: 

a) DSBSD-certified Small Businesses: 1 %, capped at $500 per order. 
b) Businesses that are not DSBSD-certified Small Businesses: 1 %, capped at 

$1,500 per order. 

2. For orders issued July 1, 2014 the v~ndor transaction fees can be found at 
www.eVA.virginia.gov 

The specified vendor transaction fee· ·will be invoiced, by the Commonwealth of Virginia 
Department of General Services, approximately thirty (30) days after the corresponding 
purchase order is issued and payable thirty (30) days after the invoice date. Any adjustments 

· (increases/decreases) will be handled through purchase order changes. 

W. FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT (FERPA). The Selected Offerer/Vendor 
acknowledges that for the purposes of this Contract it will be designated as a "school official" 
with "legitimate educational interests" in the University education records, as those terms 
have been defined under FERPA and its implementing regulations, and the Selected 
Firm/Vendor agrees to abide by the limitations and requirements imposed on school officials. 
Selected Firm/Vendor wm use the education records only for the purpose of fulfilling its 
duties under this Contract for University's and its students' benefit, and will not share such 
data with or disclose it to any third party except as provided for in this Contract, required by 
Iaw, or authorized in writing by the University. 

XII. SPECIAL TERMS AND CONDJTJONS: 

A. ADVERTISING: In the event a contract is awarded for supplies, equipment, or services 
resulting from this proposal, no indication ofsuch sales or services to Virginia 
Commonwealth University will be used in product literature or advertising. The Contractor 
shall not state in any of the advertising or product literature that the Commonwealth of 
Virginia or any agency or institution of the Commonwealth has purchased or uses its 
products or services. 

B. AUDIT: The Contractor shall retain aU books, records, and other documents relative to this 
contract for five (5) years after final payment, or until audited by the Commonwealth of 
Virginia, whichever is sooner. The agency, its authorized agents, and/or State auditors shall 
have full access to and the right to examine any ofsaid materials during said period. 

C. AVAILABILITY OF FUNDS: It is understood and agreed between the parties herein that the 
agency shall be bound hereunder only to the extent of the funds available or which may 
hereafter become available for the purpose of this agreement. 

D. EB_Ql:0-5.AL...ACr;EPTANCE PERlOD: Any proposal in response to this solicitation shall be 
valid for sixty (60) days. At the end of the sixty (60) days, the proposal may be withdrawn 
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at the written request of the Offerer. If the proposal is not v,rithdrawn at that time it 
remains in effect until an award is made or the solicitation is cancelled. 

E. PROPOSAL PBrCES: Proposal prices shall be ln the form ofa firm unit price or service 
offering for each item during the contract period. 

f:.c ..CANCELLATION OF CONTRACT: The purchasing agency reserves the right to cancel and 
terminate any resulting Contract, in part or in whole, without penalty, upon sixty (60) days 
written notice to the Contractor. In the event the initial contract period for the Services is 
for more than twelve (12) months, the resulting Contract may be terminated by either 
party, without penalty, after the initial tv.1elve (12) months ofthe contract period upon 60 
days written notice to the other party. Either party wm have the right to terminate the 
resulting Contract for a material breach of the terms and conditions ofsuch Contract by the 
other party ("Material Breach") that is not cured within thirty (30) days of receipt by the 
breaching party of a notice ofsuch breach. Any Contract cancellation notice shall not 
relieve the Contractor ofthe obligation to deliver and/or perform on all outstanding orders 
issued prior to the effective date of cancellation. For clarity, Service fees are non-refundable 
for cancellation of the Contract during an active service subcription period, other than in 
connection \,vith a termination by VCU as a result of a Material Breach. In the event VCU 
terminates the Contract as a result of a Material Breach, VCU niay request a refund ofthe 
remaining prorated, prepaid and unused fees associated with any ofVCU's then active 
subscriptions for Contractor Services. 

G. SPECIAL EDUCATIONAL OR PROMOT!ONAL DISCOJINTS: The Contractor shall extend any 
special educational or promotional sale prices or discounts immediately to the 
Commonwealth during the term ofthe contract Such notice shall also advise the duration 
ofthe specific sate or discount price. 

H, DRUG FREE WORKPLACE: The Contractor acknowledges and certifies that it understands 
that the following acts by the Contractor, its employees and/or agents performing services 
on state property are prohibited: 

1. The unlawful manufacture, distribution, dispensing, possession or use of alcohol or other 
drugs; and 

2. Any impairment or incapacitation from the use of alcohol or other drugs (except the use 
of drugs for legitimate medical purposes), 

3. The Contractor further acknowledges and certifies that it understands that a violation of 
these prohibitions constitutes a breach of contract and may result in default action being 
taken by the Commonwealth in addition to any criminal penalties that may result from 
such conduct 

I. EXTRA CHARGES NOT ALLOWED: The proposal price shall be for comp,Iete installation 
ready for Commonwealth's use, and shall include all applicable freight and installation 
charges; extra charges will not be allowed. 

J. FINAL INSPECTION: At the conclusion of the work, the Contractor shall demonstrate to the 
authorized owners representative that the work is fully operational and in compliance with 
_contract specifications and codes. Any deficiencies shall be promptly and permanently 
corrected by the Contractor at the Contractor's sole expense prior to final acceptance of the 
work. For clarity, the foregoing inspection and acceptance will only apply where Contractor 
is providing professional services, and not to software as a service offerings provided on a 
subscription basis. 



K. Reserved, 

L. JNDEMNIFlCAilON: Contractor agrees to indemnify, defend and hold harmless the 
Commonwealth ofVirginia, its officers, agents, and employees from any claims, damages 
and actions ofany kind or nature, whether at law or in equity, arising from or caused by the 
use of any materials, goods, or equipment of any kind or nature furnished by the 
Contractor/any services ofany kind or nature furnished by the Contractor, provided that 
such liability is not attributable to the sole negligence of the using agency or to failure of the 
using agency to use the materials, goods, or equipment in the manner already and 
permanently described by the Contractor on the materials, goods, or equipment delivered, 
and that any intellectual property infringement indemnification is limited to third party 
claims and is subject to the tem1s below under Intellectual Property Indemnification. 

INTELLECTUAL PROPERTY INDEMNIFICATION [limit IP claims to third party only] 

Subject to the terms ofthis Section, White Hat shall, at its sole cost and expense, defend ( or at 
its sole option settle), indemnify and hold harmless VCU and the VCUindemnitees from and 
against any Claims (as defined in Appendix A). 

WhiteHat's obligations of indemnification shall be subject to the following: (a) VCU shall 
notify White Hat ofany such Claim promptly after it obtains knowledge of such Claim, (b) VCU 
shall provide WhiteHat with reasonable assistance, information, and cooperation in 
defending the lawsuit or proceeding. at WhiteHat's sole cost and expense, ( c) VCU shall give 
WhiteHat full control and sole authority over the defense and settlement of such Claim, 
provided settlement fully releases the VCU lndemnitees and is solely for monetary damages 
and does not admit any liability on behalf of the VCU. Notwithstanding the foregoing. VCU 
may join in defense and settlement discussions directly or through counsel ofVCU's choice at 
VCU's own cost and expense. 

., 

Following notice ofa Claim or upon any facts which in WhiteHat's sole opinion are likely to 
give rise to such Claim, WhiteHat shall in its sole discretion and at its sole op.tion elect to [a) 
procure for VCU the right to continue to use the Services or Training, at no additional cost to 
VCU or VCU Indemnitees, (b) replace the Services or Training so that it becomes non­
infringing but functionally equivalent, ( c) modify the Services or Training to avoid the alleged 
infringement but in a manner so that it remains functionally equivalent, or (d) terminate this 
Contract and provide a refund to VCU ofall amounts prepaid by VCU to White Hat for Services 
or Training that. have not yet been provided. 

Notwithstanding anything contrary contained herein, WhiteHat shall have no obligation to 
indemnify, defend or hold harmless the VCU hereunder to the extent a Claim is caused by or 
results from: (a) VCU's combination or use ofthe Services or Training with sofuvare, services 
or products developed by VCU or other third parties, unless specifically contemplated by this 
Contract, (b) modification of the Services or Training by anyone other than WbiteHat or its 
agents without WhiteHat's express approval, (c) VCU's continued allegedly infringing activity 
after being notified thereof or after being provided modifications that would have avoided 
the alleged infringement, (d) VCU's use of the Services or Training in a manner not 
contemplated by this Contract, the Documentation or the Training Materials, or (e) VCU's 
negligence, recklessness or intentional misconduct or its failure to abide by all laws, rules, 
regulations or orders applicable to the Services and/or the Training. 



The foregoing states the sole and exclusive liability and sole remedy of WhiteHat for any 
infringement ofintellectua! property rights. 

M. LIMITATION OF LIABILITY: To the maximum extent permitted by applicable law, the 
Contractor will not be Hable under this contract to VCU or any third party for any indirect, 
incidental, special or consequential damages, or damages from lost profits, revenue, data or 
use of the supplies, equipment and/or services delivered under this Contract or any ording 
document for the Services governed by this Contract. The above stated limitation of liability 
will not apply, however, to liability arising from: (a) personal injury or death; (b) defect or 
deficiency caused by willful misconduct or negligence on the part of the Contractor; or (c) 
~ircumstances v..rhere the Contract expressly provides a right to damages, indemnification or 
reimbursement. EXCEPT WlTH RESPECT TO LIABILITY ARISING FROM (1) APARTY'S NEGLIGENCE 
OR WILLFUL M[SCONDUCT, (2) PROPERTY DAMAGE, OR (3) PERSONAL INJURY, TO THE MAXIMUM 
EXTENT PERMITTED BY APPLICABLE LAW, IN NO EVENT SHALL EITHER PARTY'S AGGREGATE 
LIABILITY HEREUNDER FOR ANY CAUSE OF ACTION OR THEORY OF LIABILITY EXCEED THE 
AMOUNTS PAiD BY VCU TO WHITEHAT HEREUNDER DURING THE TWELVE (12) MONTH PERIOD 
PRECEDING THE DATE THE CAUSE OF ACTION AROSE. THESE LIMITATIONS ARE AN ESSENTIAL 
BASIS OF THE BARGAIN AND SHALL APPLY NOTWITHSTANDING ANY FAILURE OF THE ESSENTIAL 
PURPOSE OF ANY REMEDY. 

N. PRIME CONTRACTOR RESPONSIBILITIES: The Contractor shall be responsible for 
completely supervising and directing the work under this contract and all subcontractors 
that he may utilize, using his best skill and attention. Subcontractors who perform work 
under this contract shall be responsible to the prime Contractor. The Contractor agrees that 
he is as fully responsible for the acts and omissions of his subcontractors and of persons 
employed by them as he is for the acts and omissions ofhis own employees. 

0. RENEWAL OF CONTRACT: This contract may be renewed by the Commonwealth for four 
(4) successive one (1) year periods under the terms and conditions of the original contract 
except as stated in 1. below. Price increases may be negotiated oniy at the time of 
renewal. Written notice of the Commonwealth's intention to renew should be provided 
approximately 60 days prior to the expiration date of each contract period: 

1. If the Commonwealth elects fo exercise the option to renew the contract for an additional 
one (1) -year period, the contract price(s) for the additional one (1) year shall not 
exceed the contract price(s) of the previous contract period increased/decreased by 
more than the percentage increase/decrease of the All Items category of the CPI -W 
section of the Consumer Price Index of the United States Bureau of Labor Statistics for 
the latest t\velve months for which statistics are available. 

P. SUBCONTRACTS: No portion of the work shall be subcontracted without prior written 
consent ofthe purchasing agency. In the event that the Contractor desires to subcontract 
some part ofthe work specified herein, the Contractor shall furnish the purchasing agency 
the names, qualifications and experience of their proposed subcontractors. The Contractor 
shall, however, remain fully liable and responsible for the work to be done by its 
subcontractor(s) and shall assure compliance with all requirements of the contract For 
clarity, VCU acknowledges that Contractor engages data centers, and consents to such 
engagement, as a part of Contractor's provision ofServices. 

Q, WARRANTY {COMMERCIAL): The Contractor agrees that the supplies or services furnished 
under any award resulting from this solicitation shall be covered by the warranties, as 



described below, and that the rights and remedies provided therein are in addition to and 
do not limit those available to the Commonwealth by any o_ther clause of this solicitation. 

LIMITED SERVICE WARRANTIES. 

Conformance with Documentation. Contractor warrants that the Services will 
substantially conform in aH material respects in accordance with the Documentation. VCU 
will provide prompt written notice of any non-conformity and provide Contractor a 
reasonable opportunity, not to exceed thirty (30) days, to remedy such non-conformity. 
Contractor may modify the Documentation in its sole djscretion, provided the functionality 
of the Services is not materially decreased during the Term (as defined in Appendix A). 

Service Availabillty. Contractor warrants that the Services will meet the requirements set 
forth below (Service Availability). In the event of a breach ofthe foregoing warranty, as 
VCU's sole and exclusive remedy, Contractor will provide the remedy set forth under the 
Service Availability and Credits section in Appendix A. 

No Viruses. Contractor warrants that the Services and the Training do not contain any 
computer code that is intended to (i) disrupt, disable, harm, or otherwise impede in any 
manner, the operation ofVCU's sofuvare, firmware, hardware, computer systems or netlNork 
(sometimes referred to as "viruses" or "worms"), (ii) permit unauthorized access to VCU's 
network and computer systems (sometimes referred to as "traps", "access codes" or "trap 
door" devices), or any other similar harmful, malicious or hidden procedures, routines or 
mechanisms which could cause such programs to cease functioning or to damage or corrupt 
data, storage media, programs, equipment or communications, or other.vise interfere with 
VCU's operations. 

Warranty Disclaimer. EXCEP1' AS PROVIDED HEREIN, WHITEHAT PROVIDES THE 
SERVICES AND TRAINING "AS IS" AND MAKES NO WARRANTIES, EXPRESS, JMPLJED, 
STATUTORY OR OTHERWISE, WlTH RESPECT TO THE SERVICES, TRAINING, REPORTS, 
DOCUMENTATION, TRAINING MATERIALS OR ANY OTHER RELATED DATA, AND 
SPECIFICALLY DISCLAIMS ANY WARRANTY OF AVAILABILITI', ACCURACY, RELIABILITY, 
USEFULNESS, ANY IMPLIED WARRANTY OF MERCHANTABILITY, NONINFRINGEMENT, 
TITLE OR FITNESS FOR A PARTICULAR PURPOSE AND ANY CONDITION OR WARRANTY 
ARISING FROM COURSE OF PERFORMANCE, DEALING OR USAGE OF TRADE. SOME 
JURISD1CTIONS DO NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES IN CERTAIN 
CIRCUMSTANCES. ACCORDINGLY, SOME OF THE LIMITATIONS SET FORTH ABOVE MAY 
NOT APPLY. THE FACT THAT AN ORGAN[ZATION OR WEBSITE IS REFERRED TO JN THE 
TRAINING OR TRAINING MATERIALS AS A CITATION AND/OR AS A POTENTIAL SOURCE 
FOR FURTHER INFORMATION DOES NOT MEAN THAT WHITEHAT ENDORSES THE 
INFORMATION SUCH ORGANIZATION OR WEBSITE MAY PROVIDE OR THE 
RECOMMENDATIONS IT MAY MAKE. 

R. POLICY OF EQUAL EMPLOYMENT: Virginia Commomvealth University is an equal 
opportunity/affirmative action employer. Women, Minorities, persons with disabilities are 
encouraged to apply. The University encourages all vendors to establish and maintain a 
policy to insure equaJ opportunity employment. To that end, Offerors should submit along 
with their proposals, their policy of equal employment 

S. eVA BUSINESS-TO-GQVEBNMENI CONTRACTS AND ORDERS: The solicitation/contract 
will result in purchase order(s) with the eVA transaction fee specified below assessed for 
each order. · 



1. For orders issued July 1, 2011 thru June 30, 2013, the Vendor Transaction Fee is: 

a) DSBSD-certified Small Businesses: 0.75%, Capped at $500 per order. 

b) Businesses that are not DSBSD-certified Small Businesses: 0.75%, Capped at $1,500 
per order. 

2, For orders issued July 1, 2013, and after, the Vendor Transaction Fee is: 

a) DSBSD-certified Small Businesses: 1%, Capped at $500 per order. 

b) Businesses that are not DSBSD-certified Small Businesses: 1 %, Capped at $1,500 per 
order. 

The specified vendor transaction fee will be invoiced, by the Commonwealth of 
Virginia Department of General Services, approximately 30 days after the 
corresponding purchase order is issued and payable 30 days after the invoice date. 
Any adjustments (increases/decreases) will be handled through purchase order 
changes. 

The eVA Internet electronk procurement solution, website portal 
\VY\rw.eva.virginia.gov. streamlines and automates government purchasing activities 
in the Commonwealth. The portal is the gateway for vendors to conduct business 
with state agenciesand public bodies. 

Vendors desiring to provide goods and/or services to the Commonwealth shall 
participate in the eVA Internet e-procurement solution and agree to comply with the 
following: If this solicitation is for a term contract, may provide an electronic catalog 
(price list) or index page catalog for items awarded. The format of this electronic 
catalog shall conform to the eVA Catalog Interchange Format (CIF) Specification that 
can be accessed and downloaded from \V\Vw.eVA.virginia.gov. Contractors should 
email Catalog or Index Page information to eVA-catalog-manager@dgs.virginia~. 

T. GRAMM-LEACH-BLILEY ACT: The Contractor shall comply with the Act by implementing 
and maintaining appropriate safeguards to protect and prevent unauthorized release of 
student, faculty and staff nonpublic information. Nonpublic information is defined as 
social security numbers, or financial transactions, bank, credit and tax information. 

U. DE.TERMINATION OE RESPONSllill,ITY: The Contract will be awarded to the responsive 
and responsible Offerer with a Proposal, conforming to the RFP, wiH be most advantageous 
to VCU, technical and financial factors considered. A responsible Offeror is one who 
affirmatively demonstrates to VCU that it has adequate financial resources and the 
requisite capacity, capability, and facilities to perform the Contract. has a satisfactory 
record of performance on other comparable projects, has a satisfactory record of integrity 
and business ethics, and is otherwise qualified ar1d eligible to receive award under the 
solicitation and laws and regulations applicable to the procurement VCU reserves the-right 
to investigate the capabilities ofOfferor, confirm any part of the information furnished by 
an Offeror, and require other evidence to determine that the Offeror is responsible. 

V. Res..Qrved, 

W. Reserved. 

XIII. SPECIAL TERMS AND CONDITIONS INFORMATION TECHNOLQGV: 
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X. QUALIFIED REPAIR PERSONNEL: All warranty or maintenance services to be performed on 
the items specified in this solicitation as wen as any associated hardware or software shall 
be performed by qualified technicians properly authorized by the manufacturer to perform 
such services. The Commonwealth reserves the right to require proof of certification prior 
to award and at any time during the term of the contract. 

Y. SOURCE CODE: In the event the Contractor ceases to maintain experienced staff and the 
resources needed to provide required software maintenance, the Commonwealth shall be 
entitled to have use, and duplicate for its own use, a copy of the source code and associated 
documentation for the sofuvare products covered by the contract. Until such time as a 
complete copy of such material is provided, the Commonwealth shall have exclusive right 
to possess al1 physical embodiments of such Contractor owned materials. The rights of the 
Commonwealth in this respect shall survive for a period of twenty years after the 
expiration or termination of the contract. All lease and royalty fees necessary to support 
this right are included in the initial license fee as contained in the pricing schedule. For 
clarification, the foregoing provision· shall not apply to the Services provlded by Contractor. 

Z. SOF[\'VARE UPGRADES: The Commonwealth shall be entitled to any and a1l upgraded 
versions of the software covered in the contract that becomes available from the 
Contractor. The maximum charge for upgrade shall not exceed the total difference 
between the cost ofthe Commonwealth's current version and the price the Contractor sells 
or licenses the upgraded sofuvare under similar circumstances. For clarification, the 
foregoing provision shall not apply to the Services provided by Contractor. 

AA THiRnJ?ARTY ACQUISrTION OF SOFTWARE: The Contractor shall notify the procuring 
agency in writing should the intellectual prope1ty, associated business, or all of its assets 
be acquired by a third party, The Contractor further agrees that the Contract's terms and 
conditions, including any and all license rights and related services, shall not be affected by 
the acquisition. Prior to completion of the acquisition, the Contractor shall obtain, for the 
Commonwealth's benefit and deliver thereto, the assignee's agreement to fully honor th.e 
terms ofthe contract. 

BB.TITLE OF SOE]WARE: By submitting a bid, the bidder represents and warrants that it is 
the sole owner of the software or, it not the owner, that it has received all legally required 
authorizations from the owner to license the software, has the full power to grant the 
rights required by this_ solicitation, and that neither the sofuvare nor its use in accordance 
vo!ith the contract :will violate or infringe upon any patent, copyright, trade secret, or any 
other property rights ofanother person or organization. 

CC. WARRANTY AGAINST Stl.UTDOWN DEVICES: The Contractor warrants that the equipment 
and software provided under the Contract shall not contain any lock, counter, CPU 
references, virus, worm, or other device capable ofhalting operations or erasing or altering 
data or programs. Contractor further warrants that neither it, nor its agents, employees, or 

-· subcontractors shall insert any shutdown device following delivery of the equipment and 
software, 

~i:i{SECTION 508 COMPLIANC_E~: All Information technology which, pursuant to this Contract, 
is purchased or upgraded by or for the use of any Commonwealth agency or institution.or 
political subdivision of the Commonwealth (the "Technology") shall comply with Section 
508 of the Rehabilitation Act (29 U.S.C. 794d, the "Act''), as amended. If the Technology 
provided under this Contract is not in compliance with the requkements of the Act and 
VCU requests such compliance by Contractor in writing, Contractor agrees to make 
reasonable commercial efforts to modify the Technology to bring the Technology into 
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material compliance with the Act If requested; the Contractor must provide a detailed 
explanation ofhow compliance with Sectlon 508 of the Rehabilitation Act is achieved and a 
validation of concept demonstration. The requirements of this Paragraph along with the 
Non-Visual Access to Technology Clause shall be construed to achieve full compliance with 
the lnfm:mation Technology Access Act,§§ 2.2-3500 through 2.2-3504 of the Code of 
Virginia'. 

EE. NONVISUAL ACCESS TO TECHNOLOGY:. All information technology which, pursuant to 
this Agreement, is purchased or upgraded by or for the use of any State agency or 
institution or political subdivision ofthe Cornmonwealth{the "Technology") shall comply 
with the following nonvisual access standards from the date ofpurchase or upgrade until 
the expiration ofthis Agreement: 

1. effective, interactive control and use ofthe Technology shall be readily achievable by 
nonvisual means; 

2. the Technology equipped for nonvisual access shall be compatible with information 
technology used by other individuals with whom any blind or visually impaired user of 
the Technology interacts; 

· 3. nonvisual access technology shall be integrated into any netvvorks used to share 
communications among employees, program participants or the public; and 

4. the technology for nonvisual access shall have the capability of providing equivalent 
access by nonvisual means to telecommunications or other interconnected network 
services used by persons who are not blind or vistialiy impaired. 

Compliance with the foregoing nonvisual access standards shall not be required if the head 
ofthe using agency, institution or political subdivision determines that (i) the Technology is 
not available with nonvisual access because the essential elements of the Technology are 
visual and (ii) nonvisual equivalence is not available. As ofthe effective date ofthis Contract, 
non-visual access to the Services (defined in Appendix A below) is not available and the 
essential elements of such Services are not visual; therefore, the parties agree that 
compliance with the standards in this Section EE is not required related to the performance 
of the Services. · 

Installation of hardware, software, or peripheral devices used for nonvisuaI access is not 
required when the Technology is being used exclusively by individuals who are not blind or 
Visually impaired, but applications programs and underlying operating systems (including 
the format of the data) used for the manipulation and presentation of information shall 
permit the installation and effective use ofnonvisual access software and peripheral devices. 

If req:iested, the Contractor must provide adetailed explanation ofhow compliance with the 
foregoing nonvisual access standards is achieved and a validation ofconcept demonstration. 

The requirements of this Paragraph shall be construed to achieve full compliance with the 
Information Technology Access Act,§§ ?.1-807 through 2.1-811 of the Code ofVirginia. 

FF. .DATA AND JNTEl,LECTUAL PROP,6RTY PROTECTION: 

1. Definitions 

a. "End User" means the individuals authorized by the University to access and use the 
Services provided by the Sele<.."ted Firm/Vendor under this agreement. 

b. "Personally Identifiable Information" includes but is not limited to: personai 
identifiers such as namei address, phone number, date of birth, Social Security 



number, and student or personnelidentification number; "personal information" as 
defined in Virginia Code section 18.2-:186.6 and/or any suq:essor laws of the 
Commonwealth ofVirginia; personally identifiable information contained in student 
education records as that term is defined in the Family Educational Rights and 
Privacy Act, 20 USC 1232g; "medical information" as defined in Virginia Code 
Section 32.1-127.1:05; "protected health information" as that term is defined in the 
Health Insurance Portability and Accountability Act, 45 CFR Part 160.103; nonpublic 
personal information as that term is defined in the Gramm-Leach-Bliley Financial 
Modernization Act of 1999, 15 USC 6809; credit and debit card numbers and/or 
access codes and other cardholder data and sensitive authentication data as those 
terms are defined in the Payment Card Industry Data Security Standards; other 
financial account numbers, access codes, driver's license numbers; and state- or 
federal-identification numbers such as passport, visa or state identity card numbers. 

c. "Securely Destroy" means taking actions that render data written on physical (e.g., 
hardcopy, microfiche, etc.) or electronic media unrecoverable by both ordinary and 
extraordinary means. These actions must meet or exceed those sections of the 
National Institute of Standards and Technology (NIST) SP 800-88 guidelines 
relevant to data categorized as high security. 

d. "Security Breach" means a security-relevant event in which the security ofa system 
or procedure used to create, obtain, transmit, maintain, use, process, store or 
dispose of data is breached, and in which University Data is exposed to 
unauthorized disclosure, access, alteration, or use. 

e. "Services" means any goods or services acquired by the University ofVirginia from 
the Selected Firm/Vendor. 

f. "University Data" includes all Personally Identifiable Information and other 
information that is not intentionally made generally available by the University on 
public websites or publications, induding but not limited to business, administrative 
and financial data, intellectual property, and patient, student and personnel data. 

2. Rights and License in and to the University Data 

The parties agree that as between them, all rights including all intellectual property 
rights in and to University Data shall remain the exclusive property of the University, 
and Selected Firm/Vendor has a limited, nonexclusive license to use these data as 
provided in this agreement solely for ::he purpose ofperforming its obligations 
hereunder. This agreement does not give a party any rights, implied or othenvise, to 
the other's data, content, or intellectual property, e_xcept as expressly stated in 'the 
agreement. 

3. Intellectual Property Disclosure/Rights 

a. Unless expressly agreed to the contrary in writing, all goods, products, materials, 
documents, reports, writings, video images, photographs or papers ofany nature 
including software or computer images prepared by Selected Firm/Vendor (or its 
subcontractors) for the University \vill not be disclosed to any other person or 
entity without the written permissicm of the University. 

b. Selected Firm/Vendor warrants to the University that the University will o\vn all 
rights, title and interest in any intellectual property created for the University as 
part of the performance of this agreement and will have full ownership and 
beneficial use thereof, free and dear ofclaims of any nature by any third party 



· including, without limitation, copyright or patent infringement claims. Selected 
Firm/Vendor agrees to assign and hereby assigns all rights, title, and interest in 
any and all intellectual property created for the University as part of the 
performance of this agreement to the University, and will execute any future · 
assignments or other documents needed for the University to document, register, 
or otherwise perfect such rights. Nothing in this section is, however, intended to 
or shall be construed to apply to existing intellectual property created or owned 
by the vendor that the University is licensing under this agreement For avoidance 
ofdoubt, the University asserts no intellectual property ownership under this 
clause to any pre-existing intellectual property of the vendor, and seeks 
ownership rights only to the extent Vendor is being engaged to develop certain 
jntellectual property as part of its services for the University. 

c. Notv;ithstanding the foregoing, for research collaboration pursuant to· 
subcontracts under sponsored research agreements administered by the 
University's Office ofSponsored Programs, intellectual property rights Will be 
governed by the terms ofthe grant or contract to the University to the extent such 
grant or contract requires intellectual property terms to apply to subcontractors. 

4. Data Privacy 

a. ·Selected Firm/Vendor will use University Data only for the purpose of fulfilling its 
duties under this agreement and will not share such data with or disclose it to any 
third party without the prior written consent of the University, except as required 
by this agreement or as othervvise required by law. 

b. University Data will not be stored outside the United States without prior ·written 
consent from the University. 

c. Selected Firm/Vendor will provide access to University Data only to its employees 
and subcontractors who need to access the data to fulfill Selected Firm/Vendor 
obligations under this agreement Selected Firm/Vendor will ensure that 
employees who perform work under this agreement have read, understood, and 
received appropriate instructionas to how to comply with the data protection 
provisions of this agreement. 

d. The follovving provision applies only if Selected Firm/Vendor will have access to 
the University's education records as defined under the Family Educational Rights 
and Privacy Act (FERPA): The Selected Firm/Vendor acknowledges that for the 
purposes of this agreement it will be designated as a "school official" with 
''legitimate educational interests" in the University education records, as those 
terms have been defined under FERPA and its implementing regulations, and the 
Selected Firm/Vendor agrees to abide by the limitations and requirements 
imposed on school officials. Selected Firm/Vendor will use the education records 
only for the purpose of fulfilling its duties under this agreement for University's 
and its End User's benefit, and will not share such data with or disclose it to any 
third party except as provided for in this agreement, required by law, or 
authorized in writing by the University. 

5. Data Security 

a. Selected Firm/Vendor will store and process University Data in accordance with 
commercial best practices, including appropriate administrative, physical, and 
technical safeguards, to secure such data from uqauthorized access, disclosure, 



alteration, and use. Such measures will be no less protective than those used to 
secure Selected Firm/Vendor's own data of a similar type, and in no event less 
than reasonable in view of the t/pe and nature ofthe data involved. Without 
limiting the foregoing, Selected Firm/Vendor warrants that all electronic · 
University Data will be encrypted in transmission (including via web interface) in 
accordance with industry best practices commensurate to the sensitivity ofthe 
information; such as controls outlined in the Moderate or High control baselines 
in the latest version of National Jnstitute ofStandards and Technology Special 
Publication 800-53. 

b. If the Selected Firm/Vendor stores Personally Identifiable Information as part of 
this agreement, the Selected Firm/Vendor warrants that the information will be 
stored in accordance with industry best practices commensurate to the 
sensitivity ofthe information; such as controls outlined in the Moderate or High 
control baselines in the latest version cf National Institute of Standards and 
Technology Special Publication 800-53. 

c, Selected Finn/Vendor will use industry-standard·and up-to-date security tools 
. and technologies such as anti-virus protections and intrusion detection methods 
in providing Services under this agreement 

6. Employee Background Checks and Qualifications 

Selected Firm/Vendor shall ensure that its employees who will have potential 
access to University Data have passed appropriate, industry standard, background 
screening and possess the qualifications and training to comply with the terms of 
this agreement 

7. Data Authenticity and Integrity 

Selected Firm/Vendor will take reasonable measures, including audit trails, to 
protect University Data against deterioration or degradation ofdata quality and 
authenticity. The Selected Firm will be responsible during the terms of this 
agreement, unless.otherwise specified elsewhere in this agreement, for converting 
and migrating electronic data as often as necessary so that information is not lost · 
due to hardware, software, or media obsolescence or deterioration. 

8, Security Breach 

a. Response. Upon becoming aware ofa Security Breach, Selected Firm/Vendor 
will timely notify the University consistent with applicable state or federil laws, 
fully investigate the incident, and cooperate fully with the University's 
investigation of and response to the incident. Except as otherwise required by 
law, Selected Firm/Vendor will not provide notice of the incident directly to 
individuals whose Personally Identifiable Information was involved, regulatory 
agencies, or other entities, without prior written permission from the University. 

b. Liability. 

1) If Selected Firm/Vendor must under this agreement create, obtain, transmit,, 
use; maintain, process, or dispose of the subset ofUniversity Data known as 
Personally 1 dentifiable lriformation. the following provisions apply. In 
addition to any other remedies avallable to the University under law or 
equity, Selected Firm/Vendor will reimburse the University in full for all costs 
incurred by the University in investigation and remediation of any Security 



Breach caused by Selected Firm/vendor, including but not limited to 
providing notification to individuals whose Personally Identifiable 
fnfonnation was compromised and to regulatory agencies or other entities as 
required by law or contract; providing one year's credit monitoring to the 
affected individuals if the Personally Identifiable Information exposed during 
the breach could be used to commit financial identity theft; and the payment · 
of legal fees, audit costs, fines, and other fees imposed by regulatory agencies 
or contracting partners as a result of the Security Breach. 

2) If Selected Firm/Vendor will NOT under this agreement create, obtain, 
transmit, use, maintain, process, or dispose of the subset ofUniversity Data 
known as.Personally Identifiable fnformation, the following provisions apply. 
In addition to any other remedies available to the University under law or 
equity, Selected Firm/Vendor will reimburse the University in full for all costs 
reasonably incurred by the University in investigation and remediation ofany 
Security Breach caused by Selected Firm/vendor. 

9. Response to Legal Orders; Demands or Requests for Data 

a. Exceptas otherwise expressly prohibited by law, Selected Firm/Vendor will: 

• immediately notify the University of any subpoenas, warrants, or other legal 
orders, demands or requests received by Selected Firm/Vendor seeking 
University Data; 

• consult with the University regarding jts response; 

• cooperate ivith the University's reasonable requests in connection with efforts 
by the University to intervene and quash or modify the legal order, demand or 
request; and 

• upon the University's request, provide the University with a copy of its· 
response. 

b, If the University receives a subpoena, warrant, or other legal order, demand 
(including request pursuant to the Virginia Freedom oflnformation Act) or 
request seeking University Data maintained by Selected Firm/Vendor, the 
University will promptly provide a copy to Selected Firm/Vendor. Selected 
Firm/Vendor will promptly supply the University with copies of data required for 
the University to respond, and will cooperate with the .University's reasonable 
requests in connection V\rith its response. 

10. Data Transfer Upon Termination or Expiration 

a. Upon termination or expiration of this agreement, Selected Firm/Vendor will 
ensure that all University Data are securely returned o·r destroyed as directed by 
the Universlty in its sole discretion. Transfer to the Univers.ity or a third party 
designated by the University shall occur within a reasonable period of time, and 
without significant .interruption in service. Selected Firm/Vendor shall ensure 
that such transfer/mi.gration uses facilities and methods that are compatible with 
the relevant systems of the University or its transferee, and to the extent 
technologically feasible, that th.e University will have reasonable access to 
University Data during the transition. ln the event that the University requests 
destruction of its data, Selected Firm/Vendor agrees to Securely Destroy all data 
in its possession and in the possession of any subcontractors or agents to whkh 



the Selected Firm/Vendor might have transferred University data. The Selected 
Firm/Vendor agrees to provide certification of the destruction of such data to the 

· University within a reasonable time following receipt by Selected Firm/Vendor of 
the request for such destruction. 

b. Selected Firm/Vendor will notify the University ofimpending cessation of its 
business and any contingency plans. This includes immediate transfer of any 
previously escrowed assets and data and providing the University access to 
Selected Firm/Vendor's facilities to remove and destroy University-owned assets 
and data. Selected Firm/Vendor shall implement its exit plan and take all 
necessary actions to ensure a smooth transition ofservice with minimal 
disruption to the University. Selected Firm/Vendor will work closely with its 
successor to ensure a successful transition to the new equipment, \'Vith minimal 
downtime and effect on the University, all such work to be coordinated and 
performed in advance of the formal, final transition date. 

11. Audits 

a. The University reserves the right in its sole discretion to perform audits of 
Selected Firm/Vendor at the University's expense to ensure compliance \\1th the 
terms of this agreement. The Selected Firm/Vendor shall reasonably cooperate 
in the performance of such audits. This provision applies to all agreements 
under v,lhich the Selected Firm/Vendor must create, obtain, transmit, use, 
maintain, process, or dispose ofUniversity Data. 

b. If the Selected Firm/Vendor must under this agreement create, obtain, transmit, 
use, maintain, process, or dispose of the subset of University Data known as 
Personally Identifiable Information or financial or business data which has been 
identified to the Selected Firm/Vendor as having the potential to affect the 
accuracy ofthe University's financial statements, Selected Firm/Vendor will at 
its e·xpense conduct or have conducted once each calendar year a: 

• American Institute ofCPAs Service Organization Controls (SOC 2) Type II 
audit, or other security audit with audit objectives deemed sufficient by the 
University, which attests the Selected Firm/Vendor's data centers' security 
policies, procedures and controls; · 

• vulnerability scan ofSeJected Firm/Vendor's electronic systems and 
facilities that are used in any way to deliver electronic services under this 
agreemen~and · 

• formal penetration test ofSelected Firm/Vendor's electronic systems and 
facilities that are used in any way to deliver electronic services under this 
agreement. 

Additionally, the Selected Firm/Vendor will provide the University upon 
request the results, that will not compromise the security of the Selected 
Firm/Vendor, of the above audits and applicable high level overview of the 
scans and tests, and will modify its security measures within a reasonable 
period oftime as needed based on those results in order to meet its 
obligations under this agreement The Vniversity may require, at University 
expense, the Selected Firm/Vendor to perform additional audits and tests 
(not to exceed one such audit each calendar year), the results ofwhich, that 



will not compromise the security of the Selected Firm/Vendor; will tie 
provided promptly folloVving the completion ofsuch audits to the University. 

12. Compliance 

a Selected FirrrifVendor will comply with all applicable laws and industry 
standards in performing services under this agreement Any Selected 

· Firm/Vendor personnel visiting the University's facilities will comply with all 
applicable University policies regarding access to, use of, and conduct within 
such facilities. The University wilJ provide copies ofsuch policies to Selected 
Firm/Vendor upoh request 

b. Selected Firm/Vendor warrants that the service it will provide to the University 
is fully compliant with relevant laws, regulations, and guidance that may be 
applicable to the service, such as: the Family Educational Rights and Privacy Act 
(FERPA), Health.Insurance Portability and Accountability Act (HIPAA) and 
Health Information Technology for Economic and Clinical Health Act (HITE CH), 
Gramm-Leach-Bliley Financial Modernization Act (GLB), Payment Card Industry 
Data Security Standards (PCI-DSS), Americans Vvith Disabilities Act (ADA), 
Federal Export Administration Regulations, and Defense Federal Acquisitions 
Regulations. 

c. If the Payment Card Industry Data Security Standards (PCI-DSS) are applicable 
to the Selected Firm/Vendor service provided to the University, the Selected · 
Firm/Vendor will, upon written request, furnish proof of compliance ¼ith PCI­
DSS within 10 business days ofthe request. For clarity, Vendor Services are not 
required to be PCI-DSS compliant. · 

13. No End User agreements 

This agreement is the entire agreement between the University (including 
University employees and other End Users) and the Selected Firm/Vendor. In the 
event that the Selected· Firm/Vendor enters into terms of use agreements or other 
agreements or understandings; whether electronic, click-through, verbal or in 
writing, with University employees or other End Users, such agreements shall be 
null, void and vvithout_effect, and the terms ofthis agreement shall apply. 

14. Survival 

The Selected Firm/Vendor's obligations under Section XIII (DATA AND 
INTELLECTUAL PROPERTY PROTECTION) shall survive termination of this 
agreement until all Univer:sity Data has been returned or securely destroyed. 



APPENDIX I 

PARTICIPATION IN STATE PROCUREMENT TRANSACTIONS SMALL BUSINESSES AND 

BUSINESSES OWNED BY WOMEN AND MINORITIES 

The following definitions will be used in completing the information contained in this Appendix. 

Definitions 

.. Small business is an independently owned and operated business which, together with affiliates, has 250 or 

fewer employees, or average annual gross receipts of $10 million or less averaged over the previous three 

years. Nothing in this definition prevents a program, agency, institution or subdivision from complying with the 

qualification criteria of a specific state program or federal guideline to be in compliance with a federal grant or 

program. 

• Women-owned business is a business concern which is at least 51 percent owned by one or more women 

who are U.S. citizens or legal resident aliens, or in the case of a corporation, partnership or limited liability 

company or other entity, at least 51 percent of the equity ownership interest in which is owned by one or more 

women, and whose management and daily business operations are controlled by one or more of such 

individuals. 

" Minority-owned business is a business concern which is at least 51 percent owned by one or more 

minorities or in the case of a corporation, partnership or limited liability company or other entity, at least 51 

percent of the equity ownership interest in which is owned by one or more minorities and whose management 

and daily business operations are controlled by one or more of such individuals. 

" Minority Individual: "Minority" means a person who is a citizen of the United States or a legal resident alien 

and who satisfies one or more of the following definitions: 

o "Asian Americans" means all persons having origins in any of the original peoples of the Far East, 

Southeast Asia, the Indian subcontinent, or the Pacific Islands, including but not limited to Japan, 

China, Vietnam, Samoa, Laos, Cambodia, Taiwan, Northern Marinas, the Philippines, U.S. territory of 

the Pacific, India, Pakistan, Bangladesh and Sri Lanka and who are regarded as such by the 

community of which these persons claim to be a part. 

o "African Americans" means all persons having origins in any of the original peoples of Africa and who 

are regarded as such by the community of which these persons claim to be a part. 

o "Hispanic Americans" means all persons having origins in any of the Spanish speaking peoples of 

Mexico, South or Central America, or the Caribbean Islands or other Spanish or Portuguese cultures 

and who are regarded as such by the community of which these persons claim to be a part. 

o "Native Americans" means all persons having origins in any of the original peoples of North America 

and who are regarded as such by the community of which these persons claim to be a part or who are 

recognized by a tribal organization. 

o "Eskimos and Aleuts• means all persons hav"ing origins in any of the peoples of Northern Canada, 

Greenland, Alaska, and Eastern Siberia and who are regarded as such "in the community of which 

these persons claim to be a part. 



PARTIC!PATiON BY SMALL BUSINESSES, BUSINESSES ovvr~ED BY WOMEN 

BUSINESSES OWNED BY MINOR!TlES 

This appendix should only be completed by firms that are not Virginia Department of Small Business and Supplier 
Diversity {DSBSD) certified small businesses. 

Offeror certifies that it will involve Small Businesses, Women-Owned Businesses, and/or Minority-Owned 
Businesses (SWaM) in the performance of this contract either as part of a joint venture, as a partnership, as 
Subcontractors or as suppliers. 

VCU has an overall goal of 42% SWaM participation for all annual purchases and seeks the maximum level of 
participation possible from all its contractors. 

List the names of the SWaM Businesses your firm intends to use and identify the direct role of these firms in the 
performance of the contract. State whether the firm is a Small Business (SB), Women-Owned (WO), or Minority­
Owned (MO). 

Naue of Businesses: SB, WO, MO: Role in contract: 

{DV\L 

Co°L.2ment for utilization of DSBSD SWaM Businesses: 
.__.._...___% of total contract amount that will be performed by DSBSD certified SWaM businesses. 

Identify the individual res onsible bmitting SWaM reporting information to VCU: 
--:-

Name Printed: --'-~'-'--'A-___.L......:...:=-,;-i,i....L;~F=--,--~...,....-+------------

Email: 

Phone: 

Firm: 

Offerer understands and acknowledge that the percentages stated above represent a contractual commitment by 

the Offerer. Failure to achieve the percentage commitment will be considered a breach of contract and may result 

in contract default. 

Acknowledged: 

By (Signature): 

Name Printed: 

Title: 

Email: 

Note: ned business sub-contractors are required to become certified and 

maintain certification through the Virginia Department of Small Business and Supplier Diversity (DSBSD; 

http://www.sbsd.virginia.gov/swamcert.html ) to fulfill the Offeror's commitment for utilization. 

http://www.sbsd.virginia.gov/swamcert.html


APPENDIX II 
INVOICING AND PAYMENT 

Invoicing: 

The Contractor shall submit a fully itemized invoice to Virginia Commonwealth University, 
Accounts Payable and Support Services, P. 0. Box 980327, Richmond, VA 23298-0327, that, 
at minimum, includes the following information: the Virginia Commonwealth University 
purchase order number; a description of the goods or services provided; quantities; unit prices; 
extended prices; and total prices. Payment will be issued in accordance with the payment 
method selected below and with the Commonwealth of Virginia Prompt Payment Legislation. 

Upon request by VCU, the Contractor shall submit invoices electronically using the Ariba 
Network or other e-commerce channel utilized by VCU; and agrees to comply, within reason, 
with any future e-commerce initiatives including, but not limited to: procurement, procurement 
content, sourcing or any other electronic procurement and sourcing solutions. 

Questions regarding this method of invoicing should be sent to: ecommerce@vcu.edu. 

Payment: 

VCU Procurement Services is automating the payment process to the greatest extent possible. 
Contractors are encouraged to accept payment electronically through the commercial card 
program. Please review the payment methods described below and select one for your firm. 
By selecting the payment method below, Contractor acknowledges that the selected payment 
method is not specific to the contract resulting from this solicitation and will apply to all 
payments made to the Contractor by Virginia Commonwealth University. For example, if 
the Contractor has an existing contract(s) and is currently receiving payment by paper check, 
and the Contractor is now electing to receive payment by the commercial card, all payments 
will be made using the commercial card once the commercial card payment process is 

implemented for the firm. 
Payment Methods 

1. Electronically through a Wells Fargo Visa commercial card: Payment will be 
made ten days (10) after receipt of a proper invoice for the amount of payment due, 
or ten (10) days after receipt of the goods or services, whichever is later. 

It is the Contractor's responsibility to contact its banking institutions to determine any 
credit limit that may restrict the payment of invoices. It is the Contractor's responsibility 
to have its credit limit raised as necessary to facilitate the timely payment of all invoices. 
Invoices exceeding the Contractor's credit limit will be returned unpaid. 

Failure to accept the commercial card after award of contract will be considered a 
contract compliance issue and will be addressed accordingly. In addition, invoices will 
be returned without payment until the Contractor can accept the payment through the 
commercial card. 

mailto:ecommerce@vcu.edu


--------------

Questions regarding this method of payment should be sent to 
commcard@vcu.edu. 

2. ACH: Electronic payment via automated clearing house (ACH) to the vendor 
provided bank account of record. Payment is processed thirty (30) days after receipt of 
a proper invoice for the amount of payment due, or thirty (30) days after receipt of the 
goods or services, whichever is later. Additional information about ACH payments is 
available at: http://www.vcu.edu/treasuryNendorACH.htm. 

Contractor must indicate the method of payment selected: 

Commercial Card Payment (Wells Fargo VISA) 

Automated Clearing House (ACH) 

Invoicing and Payment Method Acknowledgement: 

Signature: ,;(1/{y£1,,-Ac:, ~ 
Name Printed: r1o'.Jert Stenz~~ 
Title: Controller 
Name of Firm: WrtiieHat Security 
Date: __tv'l_a..J..•y_3_,_,_2_0_17_________ 

Please identify the following contact information for the individual who will serve as the 
appropriate point of contact within your company to be contacted by VCU Accounts 
Payable to implement the electronic invoicing and payment processes: 

Name of the individual: 
Title: Senior Accountant 
Mailing address: 2970 Freedom Circle 

San'ia Cla,..a. CA 95054-1204 
Email address: ar@·whltehatsec.com 
Phone number: tW8-343-83?6 
Fax number: 

http:ar@�whltehatsec.com
http://www.vcu.edu/treasuryNendorACH.htm
mailto:commcard@vcu.edu
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